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Existing Penalties for Ransomware-Related Conduct
EXTORTION - Criminal Law § 3-701

(b) A person may not obtain, attempt to obtain, or conspire to obtain money, property, labor,
services, or anything of value from another person with the person's consent, if the consent is
induced by wrongful use of actual or threatened:

(1) force or violence;

(2) economic injury;

(3) destruction, concealment, removal, confiscation, or possession of any immigration or
government identification document with intent to harm the immigration status of another
person; or

(4) notification of law enforcement officials about another person's undocumented or illegal
immigration status.

Felony offense
$10K to less than 100K = punishable up to 15 years
$100K+ = punishable up to 25 years



More Existing Penalties for Ransomware-Related Conduct
UNAUTHORIZED ACCESS TO COMPUTERS - Criminal Law §7-302
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More EXiSting Penalties for RansomWE (c)(5) = possession of ransomware +
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