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Chairman	Dereck	Davis	
Room	231	
House	Office	Building	
Annapolis,	Maryland	21401	
	
HB117:	Maryland	Personal	Information	Protection	Act	–	Revision	
Testimony	on	Behalf	of:	MD|DC	Credit	Union	Association	
Position:	Support	

Chairman	Davis,	Vice-Chair	Dumais,	and	Members	of	the	Committee:	

The	MD|DC	Credit	Union	Association,	on	behalf	of	the	77	Credit	Unions	and	their	2.2	million	
members	that	we	represent	in	the	State	of	Maryland,	appreciates	the	opportunity	to	testify	on	this	
legislation.	Credit	Unions	are	member-owned,	not-for-profit	financial	cooperatives	whose	mission	
is	to	educate	and	help	members	achieve	financial	well-being.		We	respectfully	support	this	bill.	
	
Building	trust	by	safeguarding	consumers’	money	and	personal	information	is	the	cornerstone	of	
the	credit	union	movement	and	the	financial	services	industry.	Consumers	deserve	to	feel	confident	
that	their	private	information	will	not	be	compromised	and	that	all	entities	in	the	payment	
ecosystem	take	this	responsibility	seriously.	Unfortunately,	we	live	in	a	time	where	data	breaches	
are	so	prevalent,	but	we	must	do	our	due	diligence	to	protect	consumer	information.	Credit	unions	
are	member-owned,	and	we	take	the	protection	of	our	members	very	seriously. 
	
I. This	bill	creates	a	uniform	data	protection	standard	for	businesses	and	vendors	who	

handle	consumer	data.		
	

• Data	Protection	Standards		
o Our	proposed	language	should	not	force	any	businesses	or	vendors	to	increase	their	
current	data	security	standards	if	they	are	already	following	the	existing	industry	
standards	to	protect	data.			

	
• Private	Cause	of	Action			

o There	should	be	shared	responsibility	for	all	those	involved	in	the	payment	system	for	
protecting	consumer	data.		Credit	unions’	costs	to	replace	cards	and	open	new	accounts	
for	members	who	have,	or	may	have,	been	breached	are	in	the	hundreds	of	millions	of	
dollars.	The	state	law	should	provide	mechanisms	to	address	the	harms	that	result	
from	privacy	violations	and	security	violations,	including	data	breaches.	Only	the	
Attorney	General	(AG)	can	initiate	a	data	breach-related	lawsuit	against	a	business	in	
Maryland.	The	AG	has	no	duty	to	act	or	to	pay	recovered	funds	to	harmed	financial	
institutions.		This	is	unfair	and	unsustainable.		

	
• Small	businesses	are	not	the	target			

o In	the	years	since	we	first	brought	this	bill	to	the	General	Assembly,	we	have	listened	to	
all	interested	parties	and	have	made	significant	changes	to	the	language.	We	want	to	
make	it	very	clear	that	SMALL	BUSINESSES	ARE	NOT	THE	TARGET.	This	bill	only		
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pertains	to	businesses	that	employ	over	250	people	and	have	average	annual	gross	
receipts	over	$10	million	in	its	most	recently	completed	three	fiscal	years.	

	
II. Financial	institutions	go	to	great	lengths	to	protect	data,	and	it	is	not	fair	that	we	

must	pay	the	price	for	the	inaction	of	others.				
		
Financial	institutions	are	subject	to	the	Gramm-Leach-Bliley	Safeguards	Rule	(GLBA).		To	
comply	with	this	rule,	financial	institutions	must	develop	a	written	information	security	plan	that	
describes	their	program	to	protect	customer	information.	The	plan	must	be	appropriate	to	the	
company’s	size	and	complexity,	the	nature,	scope	of	its	activities,	and	the	sensitivity	of	the	customer	
information	it	handles.	This	plan	must:	Designate	one	or	more	employees	to	coordinate	its	
information	security	program;	Identify	and	assess	the	risks	to	customer	information	in	each	
relevant	area	of	the	company’s	operation,	and	evaluate	the	effectiveness	of	the	current	safeguards	
for	controlling	these	risks;	Design	and	implement	a	safeguards	program,	and	regularly	monitor	and	
test	it;	Select	service	providers	that	can	maintain	appropriate	safeguards	make	sure	their	contract	
requires	them	to	maintain	safeguards,	and	oversee	their	handling	of	customer	information;	
and	Evaluate	and	adjust	the	program	in	light	of	relevant	circumstances,	including	changes	in	the	
firm’s	business	or	operations,	or	the	results	of	security	testing	and	monitoring.		
	
III. Credit	Unions,	like	all	financial	institutions,	are	supervised	and	examined	regularly	to	

ensure	compliance	with	GLBA.		
	
The	safeguards	rule	is	implemented	and	monitored	by	the	National	Credit	Union	Administration	
through	NCUA	Part	748,	12	CFR	Appendix	B	to	Part	748,	and	Chapter	6	of	the	NCUA	Examiners	
Guide.		During	an	examination,	NCUA	field	staff	focuses	on	proactive	measures	credit	unions	can	
take	to	protect	their	data	and	their	members,	including	but	not	limited	to:		

• encrypting	sensitive	data	
• developing	a	comprehensive	information	security	policy		
• performing	due	diligence	over	third	parties	that	handle	credit	union	data	
• monitoring	cybersecurity	risk	exposure		
• monitoring	transactions,	and		
• Testing	security	measures		

	
If	the	examiner	feels	that	any	of	these	measures	have	not	been	adequately	designed	or	
implemented,	they	have	many	routes	they	can	take	to	resolve	the	issue:	
	

• Prompt	corrective	action	order			
• An Order	to	Cease	and	Desist,	which	requires	a	party	to	take	action	(or	refrain	from	

taking	action),	including	making	restitution 		
• An Order	or	Notice	of	Prohibition,	which	prohibits	a	party	from	ever	working	for	a	

federally	insured	financial	institution	
• An Order	Assessing	Civil	Money	Penalties	
• Documents	of	resolution		
• Letters	of	understanding			
• Agreement	or	consent	order		
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IV. Many	industries	that	handle	sensitive	consumer	data	are	not	subject	to	the	strict	
government	standards	to	which	financial	institutions	must	adhere.		

	
The	current	framework	in	which	financial	institutions	and	hospitals	implement	strict	data	security	
measures	to	protect	data,	while	many	other	businesses	do	not,	is	ineffective.	Unless	all	entities	that	
handle	consumer	data	take	steps	to	protect	the	data	and	are	held	accountable,	we	will	not	progress.		
	
V. Data	breaches	have	cost	credit	unions,	banks,	and	the	consumers	they	serve	

hundreds	of	millions	of	dollars,	have	compromised	the	consumers’	privacy,	and	
jeopardize	their	financial	security.		At	the	federal	level,	we	have	worked	with	the	
national	banking	trade	associations	on	this	type	of	legislation	for	years,	with	no	
movement	from	congress.	(See	Appendices	A	and	B).	

	
There	have	been	tens	of	thousands	of	data	breaches	over	the	last	two	decades.	When	a	business	
entity	or	vendor	is	breached,	the	first	thing	that	many	consumers	do	after	notification	is	contact	
their	financial	institutions	to	see	if	their	data	is	compromised.	If	the	member	wants	to	close	their	
account,	open	a	new	one,	and	have	their	cards	replaced,	this	costs	the	credit	union	both	time	and	
money.	According	to	a	Carnegie	Mellon	University	published	study,	“estimates	of	the	cost	of	
reissuing	cards	range	from	$3	to	$25	per	card.”1		While	costs	widely	vary,	several	data	breaches	
have	become	infamous	for	their	costs	to	financial	institutions	and	demonstrate	the	scope	of	the	
problem.		

	
1. The	2013	Target	data	breach	costs	“exceeded	$200	million	for	financial	institutions,	according	

to	data	collected	by	the	Consumer	Bankers	Association	and	the	Credit	Union	National	
Association.	The	two	trade	associations	said	that	21.8	million	of	the	40	million	compromised	
credit	and	debit	cards	have	been	replaced…and	the	cost	to	credit	unions	has	increased	to	$30.6	
million	from	an	original	estimate	of	$25	million.”2	Most	notably,	this	class	action	lawsuit	was	
filed	in	Minnesota,	which	has	the	Minnesota	Plastic	Card	Security	Act,	Minn.	Stat.	§	325E.64,	
which	is	substantially	similar	to	what	we	are	asking	for:								

	
“Whenever there is a breach of the security of the system of a person or entity that has violated this section, or 
that person’s or entity’s service provider, that person or entity shall reimburse the financial institution that 
issued any access devices affected by the breach for the costs of reasonable actions undertaken by the financial 
institution as a result of the breach in order to protect the information of its cardholders or to continue to 
provide services to cardholders, including but not limited to, any cost incurred in connection with: 

“(1) the cancellation or reissuance of any access device affected by the breach; 
(2) the closure of any deposit, transaction, share draft, or other accounts affected by the breach and any 
action to stop payments or block transactions with respect to the accounts; 
(3) the opening or reopening of any deposit, transaction, share draft, or other accounts affected by the 
breach; 
(4) any refund or credit made to a cardholder to cover the cost of any unauthorized transaction relating to 
the breach; and 

 
1	Graves,	J.	(2018).	Should	Payment	Card	Issuers	Reissue	Cards	in	Response	to	a	Data	Breach?	Retrieved	January	13,	2021,	from	
https://www.andrew.cmu.edu/user/nicolasc/publications/Graves-WEIS14.pdf	

2	Target	Data	Breach	Cost	for	Banks	Tops	$200M.	(2015,	June	11).	Retrieved	January	13,	2021,	from	
https://www.nbcnews.com/business/business-news/target-data-breach-cost-banks-tops-200m-n33156	
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(5) the notification of cardholders affected by the breach”3 

	
Following	a	lengthy	class-action	lawsuit	brought	by	lenders	in	several	states,	Target settled and 
paid banks and credit unions about $20.25 million ($60 million to the class as a whole, of 
which approximately $17 million went towards lawyer fees).4 	

		
2. The	Home	Depot	breach	cost	credit	unions	over	60	million	dollars	to	reissue	cards	and	cover	

other	expenses.	A	credit	union	“industry	survey	on	this	breach	found	that	7.2	million	credit	
union	debit	and	credit	cards	were	affected	by	the	breach	and	that	the	cost	of	the	violation	per	
card	issued	by	credit	unions	was	$8.02	(which	included	costs	for	reissuing	new	cards,	fraud,	
and	all	other	expenses	–	such	as	additional	staffing,	member	notification,	account	monitoring	
and	others).”5		The	settlement	from	the	Home	Depot	lawsuit	was	underwhelming.	According	to	
the	settlement	agreement,	“Financial	institutions	that	file	a	valid	claim	will	be	eligible	to	receive	
a	fixed	payment	estimated	to	be	$2.00	per	compromised	card	without	having	to	submit	
documentation	of	their	losses	and	regardless	of	whether	any	compensation	has	already	been	
received	from	another	source;	In	addition,	financial	institutions	that	submit	proof	of	losses	are	
also	eligible	for	a	supplemental	award	of	up	to	60%	of	their	documented,	uncompensated	losses	
from	the	data	breach.”	

	
There	have	been	thousands	of	other	data	breaches,	and	it	is	easy	to	see	how	the	costs	can	quickly	
add	up.	As	member-owned	financial	cooperatives	with	no	external	shareholder	funding,	this	
burden	can	be	significant	for	credit	unions.	The	data	protection	standard	should	be	clear	and	
the	remedy	clearly	defined.	
	
VI. Finally,	the	cost	of	a	data	breach	to	a	company	far	outweighs	the	cost	of	taking	the	

necessary	precautions	to	protect	data.	As	we	move	closer	and	closer	to	a	fully	tech-
driven	world	of	commerce,	there	is	no	reasonable	excuse	for	not	protecting	
consumer	data.		

	
As	businesses	ourselves,	we	never	want	to	place	an	unnecessary	burden	on	another	company.	
However,	in	addition	to	the	costs	of	a	breach	to	innocent	parties,	the	costs	to	a	business	itself	are	far	
more	than	the	costs	to	protect	data	at	the	level	required	in	this	bill.				
	
“After	a	data	breach,	businesses	could	face	multiple	types	of	financial	detriment,	which	may	include:	

• 		
• Merchant	processor	compromise	fines:	$5,000	–	$50,000	
• 	Forensic	investigation:	$12,000	–	$100,000+	
• 	Onsite	QSA	assessments	following	the	breach:	$20,000	–	$100,000	
• 	Free	credit	monitoring	for	affected	individuals:	$10-$30/card	
• 	Card	re-issuance	penalties:	$3	–	$10	per	card	

 
3	325E.64	Access	Devices:	Breach	of	Security	
4	In	re	Target	Corp.,	MDL	No.	14-2522	(PAM)	
5	Association,	C.	(2018,	June	30).	Home	Depot	Data	Breach	Cost	Credit	Unions	Nearly	$60	Million.	Retrieved	January	13,	2021,	from	
https://www.prnewswire.com/news-releases/home-depot-data-breach-cost-credit-unions-nearly-60-million-280973342.html	
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• Breach	notification	costs:	$2,000	–	$5,000	
• Technology	repairs:	$2,000	-	$10,000	
• Increased	in	monthly	card	processing	fees	
• 	Legal	fees,	and	Civil	judgments”6	

“If	you’re	a	small	business,	PCI	DSS	compliance	should	cost	from	$300	per	year	(depending	on	your	
environment)…If	you’re	a	very	large	enterprise	and	need	a	PCI	DSS	assessment,	expect	to	pay	
$70,000+	in	total	costs	(depending	on	your	environment).”7	

If	we	continue	to	“kick	the	can	down	the	road,”	we	are	only	delaying	the	inevitable.	Unfortunately	
for	consumers	and	businesses	like	credit	unions,	we	will	continue	to	pay	the	price	until	action	is	
taken.		

As	always,	we	appreciate	the	ability	to	have	our	voices	heard	and	look	forward	to	a	continued	
partnership.	Please	reach	out	to	me	at	jbratsakis@mddccua.org	or	our	VP	of	Advocacy,	Rory	
Murray,	at	rmurray@mddccua.org	with	comments	or	questions.		

	
Thank	you!	

	
Sincerely,		

		
John	Bratsakis		
President/CEO		
MD|DC	Credit	Union	Association		
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

 
6 https://www.securitymetrics.com/blog/how-much-does-data-breach-cost-your-organization 
7 Id.  



 

 
8975 Guilford Road, Suite 190, Columbia, MD 
21046 

P   800-492-4206   F  410-290-7832    
 E  info@mddccua.org mddccua.org 

	
	
	

	
	
	

Appendix	A	(Excerpts	from	Congressional	Comment	Letter)	
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Appendix	B	(Excerpts	from	Congressional	Comment	Letter)	
	

	

	

	

	
	
	
	
	
*Note:	ABA	has	not	voiced	support	for	a	private	right	of	action	for	financial	institutions	
	
	
	
	
	


