
 
HB188 

Honorable Chair Pena-Melnyk, Vice-Chair Cullison and members of the HGO Committee, 

HB188 is a reintroduction from last session that would prohibit Maryland from using funds to 
purchase technology products, and/or services from manufacturers or other providers that are 
owned by, affiliated with and/or unduly influenced by countries subject to the International 
Traffic in Arms Regulations. There is also special section abrogating the bill if federal law 
preempts it. This bill passed out of this committee and House chamber unanimously. Countries 
identified under (ITAR) are: 

● Afghanistan 
● Afghanistan, 
●  Belarus 
● Cambodia 
● Central African Republic 
● China 
● Cuba 
● Cyprus 
● Democratic Republic of the 

Congo  
● Eritrea 
● Ethiopia  
● Haiti 
● Iran 

● Iraq 
● Kyrgyzstan 
● Lebanon 
● Libya 
● Nicaragua 
● N. Korea 
● Russia 
● Somalia 
● South Sudan 
● Sudan 
● Syria 
● Venezuela  
● Vietnam 
● Zimbabwe 

 

Allowing ITAR listed countries into our procurement system poses significant risks to national 
security, the economy, and critical infrastructure. ITAR listed countries could exploit 
vulnerabilities in the supply chain, potentially leading to catastrophic effects on security and the 
digital economy. Also, enacting legislation to prohibit procurement bids to countries under 
embargo, aligns with responsible governance. It safeguards Maryland's reputation as a 
responsible actor in international affairs, avoids potential legal consequences, and promotes 
ethical conduct in trade practices. This ensures that the state remains in compliance with federal 
regulations, contributes to national security efforts, and upholds a commitment to global 
stability.   

The Department of Homeland Security emphasizes the need for additional authority to address 
supply chain risks effectively and protect against threats posed by foreign-based suppliers like 
Kaspersky Lab (Russia), ZTE (China), and Huawei (China). 

https://www.pmddtc.state.gov/ddtc_public/ddtc_public?id=ddtc_public_portal_country_landing


 
 

  

In summary, allowing ITAR listed countries into the Maryland procurement system can 
compromise national security, economic stability, and critical infrastructure. Vigilance and 
measures to safeguard against such risks are crucial to protect the country's interests.  

Foreign adversaries in the US procurement system can exploit vulnerabilities in the supply chain, 
compromise critical infrastructure, and pose risks to national security. Some examples of foreign 
adversaries include: 

1.    China: The government of the People's Republic of China has been identified as a 
foreign adversary concerning the security of the United States bulk power system 
2.    Russia: Russia targets U.S. advances through various technology transfer 
mechanisms, including illicit procurement networks and joint ventures with Western 
companies 
3.   Iran, North Korea, Cuba, and Venezuela: These countries have also been 
identified as foreign adversaries by the Department of Energy. 
  

These adversaries can compromise the confidentiality, integrity, or availability of targeted 
networks, introduce counterfeit or malicious products into the supply chain, and exploit business 
activities to gain unauthorized access to protected data. 

Vigilance and robust measures are essential to safeguard against such threats and protect national 
interests. 

1.    Russian Procurement Networks: Cases have been identified involving alleged 
procurement networks created to assist the Russian military and intelligence services in 
obtaining sensitive technologies, such as military tactical equipment, airplane braking 
technology, and quantum cryptography, in violation of US export law. 

2.   Chinese Violation of Sanctions: A case involved a Chinese national violating US 
sanction by attempting to sell materials used in the production of weapons of mass 
destruction to Iran, using his employer to conduct transactions with a US financial 
institution for the benefit of an Iranian entity 

Countries like Belarus, Congo, China, and Russia may be subject to embargoes due to various 
concerns: 

1. Belarus: The country's human rights record and political situation have led to 
international sanctions. Doing business with Belarus may indirectly support practices 
inconsistent with human rights values. 

2. Congo: Conflict minerals, human rights abuses, and unstable governance have prompted 
embargoes. Engaging in business with Congo could inadvertently contribute to these 
issues. 

3. China: Concerns about intellectual property theft, human rights violations, and 
geopolitical tensions have led to trade restrictions. Maryland should exercise caution to 
avoid supporting activities that conflict with these principles. 

https://www.govinfo.gov/content/pkg/CHRG-115hhrg34348/html/CHRG-115hhrg34348.htm
https://www.energy.gov/oe/articles/bps-eo-frequently-asked-questions-1
https://www.dcsa.mil/Portals/91/Documents/CI/DCSA_CI_Best_Practices_booklet.pdf


 
 

4. Russia: Political disputes, annexation of Crimea, and interference in neighboring 
countries have resulted in sanctions. Conducting business with Russia could be seen as 
disregarding international norms and contributing to geopolitical tensions. 

For Maryland, refraining from business with these countries aligns with federal policies, if we 
don’t trust these countries to sell arms to, then we probably shouldn't be doing business with 
them. These countries alone are known for This ensures that the state doesn't inadvertently 
support practices contrary to human rights, stability, and global security. It also demonstrates a 
commitment to responsible and ethical trade practices in the international arena. 

Prohibiting deals with embargoed nations in Maryland makes logical sense as it safeguards our 
state's reputation and aligns with federal regulations. By adhering to ethical trade practices, we 
contribute to global stability, foster diplomatic goodwill, and prioritize the security and integrity 
of Maryland. This approach not only complies with international norms but also reinforces our 
commitment to responsible governance, ultimately benefiting the well-being and prosperity of 
our community. 

These instances highlight the importance of vigilance and robust measures to safeguard against 
foreign adversaries exploiting vulnerabilities in the US procurement system, emphasizing the 
need for enhanced security protocols and oversight to protect national interests and security. 

 

 



 
 

Screenshot from COVID-related Emergency Procurement Report: 
https://bpw.maryland.gov/MeetingDocs/2020-Sept-02-Agenda.pdf. 

 

Screenshot from COVID-related Emergency Procurement Report: 

..\..\Downloads\Covid Procurement Audit (002).pdf 

Thank you for your consideration once again. I request a favorable report for HB188. 

Sincerely,  

Delegate Brian Chisholm 

https://urldefense.com/v3/__https:/bpw.maryland.gov/MeetingDocs/2020-Sept-02-Agenda.pdf__;!!BE8q0vBWmvix!M_9YB3278ZoAVBZN6EnWN9J_eGHbAGgAAykEOksq0HAloYusTorTps8FgUh-YCDPBn1o4ADwnXo_PdQPRzlGg-FxeH9O2qkpQgmj04k0$

