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CHAPTER
AN ACT concerning

Cyberseeurity— Healthcare Ecosystem Stakeholder Cybersecurity Workgroup

: estabhshmgr the Healthcare Ecosvstem Stakeholder
vaersecurltv Workgroup to develop strategies to prevent cybersecurity disruptions

to the healthcare ecosystem, ensure the continuous delivery of essential healthcare
ecosystem services, and enhance recovery efforts of the healthcare ecosystem
following a cybersecurity incident; and generally relating to the Healthcare
Ecosystem Stakeholder Cybersecurity Workgroup; and generally relating to

EXPLANATION: CAPITALS INDICATE MATTER ADDED TO EXISTING LAW.
[Brackets] indicate matter deleted from existing law.
Underlining indicates amendments to bill.
Steike-eut indicates matter stricken from the bill by amendment or deleted from the law by

amendment.
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SECTION 1. BE IT ENACTED BY THE GENERAL ASSEMBLY OF MARYLAND,

That:
(a) (1) In this section the following words have the meanings indicated.

(2)  “Cybersecurity” has the meaning stated in § 3.5-301 of the State
Finance and Procurement Article.
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14 HOUSE BILL 333

3) “Essential capabilities” means the services that must be available in
the healthcare ecosystem to ensure the continuity of critical care and patient safety,
including during an incident diminishing the capacity of the healthcare ecosystem.

(4) “Healthcare ecosystem” means the entities and relationships among
entities that are necessary to deliver treatment, payment, and health care operations.

(5) (1) “Healthcare ecosystem entity” includes:
1. a carrier, as defined in § 2—117 of the Insurance Article;
2. an electronic data interchange clearinghouse;

3. a freestanding medical facility, as defined in § 19-3A-01
of the Health — General Article;

4. a health information exchange, as defined in § 4-301 of the
Health — General Article;

5. a hospital, as defined in § 19-301 of the Health — General
Article; and

6. a pharmacy benefits manager, as defined in § 15-1601 of
the Insurance Article.

(i1)  “Healthcare ecosystem entity” does not include a governmental
payor.

(6)  “Health care operations” has the meaning stated in 45 C.F.R. § 164.501.
(7)  “Payment” has the meaning stated in 45 C.F.R. § 164.501.
(8) “Treatment” has the meaning stated in 45 C.F.R. § 164.501.

9  “Workgroup” means the Healthcare Ecosystem Stakeholder
Cybersecurity Workgroup.

Ecosystem Stakeholder Cybersecurity Workgroup.

(2) The purpose of the Workgroup is to develop strategies to:

1) prevent cybersecurity disruptions to healthcare ecosystem

operations;
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(1)  ensure the continuous delivery of essential healthcare ecosystem

services; and

(111) enhance recovery efforts of the healthcare ecosystem following a
cybersecurity incident.

(c) The Workgroup consists of the following members:

(1) one member of the Senate of Maryland, appointed by the President of

the Senate:

(2) one member of the House of Delegates, appointed by the Speaker of the

House:

(3) the Chairman of the Maryland Health Care Commission, or the
Chairman’s designee;

(4) the Maryland Insurance Commissioner, or the Commissioner’s

designee;
(5)  the Secretary of Emergency Management, or the Secretary’s designee;
(6) the State Chief Information Security Officer, or the State Chief Officer’s
designee:;

(7)  two representatives from the Subcommittee on Critical Infrastructure
of the Maryland Cybersecurity Council, appointed by the Chair of the Maryland
Cybersecurity Council;
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16 HOUSE BILL 333

(8) one representative from each of the following organizations, designated
by the head of the organization:

1) one representative of the Cooperative Exchange;:

(i1)  one representative of the Electronic Health Record Association;

(111) one representative of the Maryland League of Life and Health

Insurers:;

(1v) one representative of the Maryland Hospital Association: and

(v)  one representative of the Maryland Cybersecurity Association;

(9) one representative of a pharmacy benefits manager, appointed by the
Maryland Insurance Commissioner;

(10) the following representatives appointed by the Chairman of the
Marvland Health Care Commission:

1) one representative of an electronic data interchange

clearinghouse:

(1) one representative of a freestanding medical facility;

(111) one representative of a large hospital;

(iv) one representative of a small hospital;

W) one representative of an inpatient psychiatric hospital; and

(vi)  one representative of a health information exchange: and

(11) three representatives of a patient advocacy group, jointly appointed by
the Chairman of the Maryland Health Care Commission and the Maryland Insurance
Commissioner.

(d) The Chairman of the Maryland Health Care Commission, or the Chairman’s
designee, and the Maryland Insurance Commissioner, or the Commissioner’s designee,
shall cochair the Workgroup.

(e) The Maryland Health Care Commission and the Maryland Insurance
Administration shall provide staff for the Workgroup.

® A member of the Workgroup:
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(1) may not receive compensation as a member of the Workgroup; but

(2) 1s entitled to reimbursement for expenses under the Standard State
Travel Regulations, as provided in the State budget.

¢e) (g) The werkereup Workgroup shall:

(1) 1identify essential capabilities required for the delivery of health care
during a cybersecurity attack;

(2)  1identify functional requirements for the healthcare ecosystem to be
capable of providing the essential capabilities identified under item (1) of this subsection;

(3) 1dentify and map all healthcare ecosystem entities in the State against
the essential health care capabilities and identified functional requirements;

(4)  1identify which healthcare ecosystem entities are needed, directly or
indirectly, to provide the essential capabilities identified under item (1) of this subsection;

) =t exbersee dthes
eeesystems develop an ecosvstem cvbersecumtv threat and risk assessment based on the
essential health care capabilities and supporting functions;

(6) examine cybersecurity challenges affecting the healthcare ecosystem
based on the threat and risk assessment:

£ (7) review best practices for cybersecurity and processes used in the
healthcare ecosystem, including NIST 800-207, NIST 800-207A, NIST 800-53A, the NIST
Cybersecurity Framework, HICP Technical Volume 1, and HICP Technical Volume 2; axnéd

(8) make recommendations for adopting and maintaining cybersecurity

regulatory standards: and

(99 make recommendations for ensuring that essential capabilities and
supporting functions are resilient to disruption.

éd%(_)(l) On or before dads January 1, 2026, the Maeyls sartment
e : Workgroup_ shall submit an interim report defininethesespe=s 11¢]

conten A tema of its findings and recommendatlons to the
Governor the Secretarv of Emergencv Management the Saair Chairman of the Maryland
Health Care Commission, the Maryland Insurance Commissioner, the State Chief
Information Security Officer, and, in accordance with § 2—-1257 of the State Government
Article, the General Assembly.
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(2) On or before dwads December 1, 2028 2026, the Maz

t Workgroup shall submit a final report of the flndlngs and
recommendatwns of the workgroup to the Governor, the Secretary of Emergency
Management, the &hkair Chairman of the Maryland Health Care Commission, the

Maryland Insurance Commissioner, the State Chief Information Security Officer, and, in
accordance with § 2—1257 of the State Government Article, the General Assembly.

SECTION 5= 2. AND BE IT FURTHER ENACTED, That—exeept—as—prevaded=n
Seetion—4-efthisAet; this Act shall take effect July 1, 2025. Seetien—3-efthisAet It shall
remain effective for a period of 4 2 years and, at the end of June 30, 20629 2027, Seetion-3-of
this Act, with no further action required by the General Assembly, shall be abrogated and

of no further force and effect.

Approved:

Governor.

Speaker of the House of Delegates.

President of the Senate.





