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Opinion: The IRS should not make you scan 
your face to see your tax returns 
 
The Internal Revenue Service headquarters in D.C. (Samuel Corum/Bloomberg) 
 
By Editorial Board 

February 6, 2022 at 9:00 a.m. EST 

The Internal Revenue Service might soon force every American who wants to access 
their taxes online to record a selfie of themselves and submit to facial recognition to 
verify their identity. The IRS wants to start this extra verification procedure this 
summer. That would be a mistake. This cannot be the only way to access an account 
online, as 90 percent of tax filers currently do. 
 
Requiring facial recognition could prevent a substantial number of people from 
accessing their accounts. Low-income Americans often lack the necessary technology, 
and research shows people of color are more likely to be misidentified. There are equally 
serious concerns about privacy and what will happen to the potentially more than 100 
million selfies the IRS will collect. 
 
Cutting down on fraud is a worthy goal, but facial recognition should not be introduced 
so swiftly without clear guardrails around the data. The IRS hired a private company, 
ID.me, to handle the facial verification system, and it is currently required to store 
data for at least seven years due to IRS auditing requirements. While the company 
promises not to do anything with the data beyond share taxpayers’ selfies with 
authorities if a fraud issue comes up, there is no federal law regulating how this sensitive 
information can be used. And let’s not forget that hackers exposed the personal 
information of more than 140 million Americans when they broke into Equifax — itself 
once an IRS verification company. If hackers were able to obtain the ID.me selfie 
records, it could be especially damaging, with potential uses ranging from committing 
fraud and identity theft to blackmailing people — or the company. 
 
Some try to compare what the IRS wants to do to people using Face ID to unlock their 
cellphone. But there’s a big difference between the two. First, it is not a requirement to 
use facial recognition to unlock an Apple iPhone. People get to opt in, and there are clear 
and easy alternatives, such as using a passcode. Second, Apple is very clear that your 
facial image “doesn’t leave your device.” Apple is not storing it anywhere, nor is Apple 
checking it against a bigger database of images in the way ID.me describes (a process 
known as “one to many” matching). 
 
It’s true that someone could still file a paper return or mail in a letter about their tax 
account. But the reality is more than 152 million tax returns were filed online last year. 
The IRS has been urging people not only to file online but also to use the IRS website to 
check the status of their return, their refund, their child tax credit and more due to a 



massive backlog in processing paper returns. IRS call centers have been equally useless, 
answering only 1 in 10 calls last tax season. 
 
There have been encouraging reports that the IRS is reconsidering its sole reliance on 
ID.me for online verification for website access. At a minimum, the IRS must offer other 
verification options and clearly articulate guidelines on what happens to all facial data. 
The government is already warning of “enormous challenges” this tax filing season. 
Rushing into facial recognition is likely to make them worse. 
 
The Post’s View | About the Washington Post Editorial Board 
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February 8, 2023 

 TO:  The Honorable Melony Griffith, Chair 
  Finance Committee 
 
FROM:  Hanna Abrams, Assistant Attorney General 
 
RE:  Senate Bill 169 – Biometric Data Privacy – SUPPORT  

 

The Office of the Attorney General supports Senate Bill 169 (“SB 169”), sponsored by 
Senators Feldman, Augustine, Brooks, Elfreth, Jackson, Jennings, King, Kramer, McCray, 
Rosapepe, Salling, Washington, and West. Senate Bill 169 provides Marylanders with privacy 
protections for biometric data to ensure that businesses do not keep this sensitive data longer 
than necessary, do not sell it, and obtain consumer consent before sharing it.  Senate Bill 169 
complements Maryland’s Personal Information Protection Act which ensures that businesses that 
collect personal information maintain it securely1 by creating timelines for the destruction of 
biometric data and restrictions on its transfer which, in turn, will reduce the number of breaches 
involving biometric data.   

Biometric technologies measure and analyze people’s unique physical and behavioral 
characteristics, such as fingerprints, iris scans, voiceprints, and facial recognition.  Businesses 
currently use this information to, among other things, verify identity, customize the consumer 
experience, and enhance security.  For example, the broad applications of facial recognition 
systems include supplanting time clocks at job sites,2 replacing keys for housing units,3 and 
aiding security at stadiums.4  But it is important to recognize that biometric technology is not just 

                                                 
1 The Maryland Personal Information Act covers biometric data, but it generally requires companies that collect or 
store consumers’ personal information to: (1) reasonably protect it, and (2) notify consumers and the Attorney 
General’s Office if there is a data breach that exposes that information.  Md. Code Ann., Com. Law §§ 14-3503; 14-
3504.  Senate Bill 169 adds provisions specific to the unique nature of biometric data. 
2 4 Reasons to Use Time Clocks With Facial Recognition, Buddy Punch (Jun. 19, 2018), available at 
https://buddypunch.com/blog/time-clocks-facial-recognition. 
3 Ginia Bellafante, The Landlord Wants Facial Recognition in Its Rent-Stabilized Buildings. Why?, N.Y. 
Times (Mar. 28, 2019), available at 
https://www.nytimes.com/2019/03/28/nyregion/rent-stabilized-buildings-facial-recognition.html. 
4 Kevin Draper, Madison Square Garden Has Used Face-Scanning Technology on Customers, N.Y. 
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used when a consumer knowingly provides the information, such as when they use a fingerprint 
or facial scan to unlock their phones.  In many cases, the general public is unknowingly 
surveilled and has little control over the application of this technology.  For example, recently 
the owner of Madison Square Gardens Entertainment used facial recognition to identify and bar 
attorneys involved in disputes against the company from entering its venues.5   

Senate Bill 169 establishes reasonable limits on the collection, use, and storage of 
biometric data.  It prohibits businesses from collecting biometric data without consumer 
consent.6  It also prohibits businesses from selling or sharing consumer biometric data.7  In 
addition, SB 169 requires that biometric information be destroyed when it is no longer in use.8  
Several other states have already enacted laws to protect consumers’ biometric information, 
including California9, Illinois10, Texas11, and Washington.12  And New York City, a city with a 
population larger than the entire State of Maryland, enacted a biometric ordinance that went into 
effect 18 months ago.13 These protections are particularly important given the uniqueness of 
biometric identifiers.  Unlike account numbers, once biometric data has been breached, it is 
compromised forever—you cannot change your fingerprint or iris if it gets stolen.  Data thieves 
have already begun to target biometric data.14   

Senate Bill 169 provides for an extremely limited remedy for individuals.  Unlike the 
laws already in effect in Illinois and California, there is no broad private right of action.  Instead, 
SB 169, like the New York City biometric law, provides for a private right of action only where 
a company violates the law by selling biometric data.  And SB 169 further limits the scope of 
relief because an individual must suffer actual damages in order to recover.  The scope of relief 
is thus very narrowly tailored and only provides for a remedy when a company profits off of 
violating the law and causes harm to an individual.  Given the high cost when an individual’s 
biometrics are compromised, businesses must be held accountable if they sell or misuse an 
individual’s biometric data.  A private right of action supplements the limited resources of the 
Attorney General’s office and is necessary to ensure that accountability.  

The Office of the Attorney General urges a favorable report. 

 

                                                                                                                                                             
Times (Mar. 13, 2018), available at 
https://www.nytimes.com/2018/03/13/sports/facial-recognition-madison-square-garden.html. 
5 https://www.rollingstone.com/music/music-news/madison-square-garden-face-scan-1234650989/. 
6 Section 14-4504(a)(1). 
7 Section 14-4503.   
8 Section 14-4502(a). 
9 Cal. Civ. Code § 1798.100 et seq. 
10 740 ILCS 14. 
11 Tex. Bus. & Com. § 503.001. 
12 Wash. Rev. Code § 19.35. 
13 2021 NYC Local Law No. 3, NYC Admin. Code §§ 22-1201–22-1205. 
14 Data thieves have already begun to target biometric data.  In 2021, Nevada Restaurant Services, Inc. disclosed a 
privacy breach that exposed, among other personal information, customers’ biometrics. 
https://www.prnewswire.com/news-releases/nevada-restaurant-services-inc-provides-notice-of-data-privacy-event-
301369180.html.  And in 2019, data thieves breached an international database and gained access to more than a 
million fingerprints and other sensitive data, including photographs of people and facial recognition data. Scott 
Ikeda, Breach of Biometrics Database Exposes 28 Million Records Containing Fingerprint and Facial Recognition 
Data, CPO Magazine (Aug. 27, 2019), available at https://www.cpomagazine.com/cyber-security/breach-of-
biometrics-database-exposes-28-million-records-containing-fingerprint-and-facial-recognition-data/. 



Cc:  Members, Finance Committee 
The Honorable Brian Feldman  
The Honorable Malcolm Augustine 
The Honorable Benjamin Brooks 
The Honorable Sarah Elfreth 
The Honorable Michael Jackson 
The Honorable J.B. Jennings 
The Honorable Nancy King 
The Honorable Benjamin Kramer 
The Honorable Cory McCray 
The Honorable Jim Rosapepe 
The Honorable Johnny Salling 
The Honorable Mary Washington 
The Honorable Chris West 
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SB 169-Commercial Law – Consumer Protection – Biometric Data Privacy 

FAVORABLE 

Senate Finance Committee 

February 8, 2023 

 

Good afternoon, Chair Griffiths and members of the Senate Finance Committee.  I am Karen 

Morgan, a member of the Executive Council for AARP Maryland. As you may know, AARP 

Maryland is one of the largest membership-based organizations in the Free State, encompassing 

almost 850,000 members. AARP MD supports SB 169-Commercial Law-Consumer 

Protection-Biometric Data Privacy. We thank Senator Feldman and the other Senate cosponsors 

for introducing this legislation. 

AARP is a nonpartisan, nonprofit, nationwide organization that helps people turn their goals and 

dreams into real possibilities, strengthens communities, and fights for the issues that matter most 

to families such as healthcare, employment and income security, retirement planning, affordable 

utilities, and protection from financial abuse. 

AARP MD supports SB 169 because it requires that private entities establish reasonable and 

necessary standards to protect the use of an individual’s biometric data. Biometric data needs to 

be treated with exceptional care because of its sensitivity, because it is generally regarded as 

unchangeable, and because its misuse can expose individuals to significant harm from increased 

risks for fraud, scams, and identity theft. 

In the Information Age, data collection has become an extremely useful way to verify who people 

are and to track their activities. In recent years, the amount of personal information that is collected, 

used, shared, and sold has skyrocketed. Nearly everyone is affected by this trend, including those 

in the ages 50 and older community that AARP MD represents. Many, if not most, private entities 

collect some form of personally identifiable information. This trend is expected to continue in the 

future and will likely accelerate. At AARP MD, we welcome the promise of significant innovation 

and the more tailored products and services that could benefit individuals and groups, but only 

with the proper safeguards in place. 

SB 169 helps to establish these safeguards. As specified, it requires private entities to develop 

written policies that set forth clear retention policies and guidelines for the collection, storage, and 

destruction of biometric data. Including this requirement in a bill that applies statewide means that 

Maryland citizens have a clearer idea of what to expect when they consent to the use of their 

biometric data. Biometric data is so sensitive that requiring private entities to adhere to retention 

and collection standards as a matter of law is long overdue. Because this biometric data is, for all 

intents and purposes, permanently connected to, and identified with an individual, that individual 

should be able to control how that data is used, what it is used for, and how long it is subject to 



use. Individuals should be able to limit or stop its use easily and quickly, using procedures that are 

transparent. Just because private entities choose to collect biometric data does not mean  that they 

should have unlimited control of it. Individuals should still be able to find out quickly and easily 

what has been done with their data, especially if the private entity has been sharing that information 

with other parties. 

Opponents of this common sense legislation will likely complain that adequate regulation already 

exists and that the high cost of doing business in Maryland will increase.  They will also likely 

complain that the transparency and data security requirements under this bill are unduly 

burdensome. 

To those businesses that oppose SB 169, we say:  if you are in the data collection business, you 

are in the data protection business. This applies exponentially more to biometric data because of 

its unique sensitivity and the potential for dire consequences to individuals if the data is 

mismanaged or exposed in an unauthorized manner. Biometric data is the gold standard when it 

comes to identity authentication. As a result, this data is deserving of a gold standard when it comes 

to its management and protection. The costs and requirements that come with data collection and 

protection are ones that the entities that want to use the data should be willing to undertake. If the 

costs are too high, then we respectfully suggest that these entities choose a less sensitive, risky, 

and costly method for identification authentication. 

We support the bill’s general prohibition on the selling and trading of biometric data, including 

the prohibitions on providing incentives for the use of this data conditioned on less than rigorous, 

standardized protections. The use of biometric data should be limited to identification 

authentication, not used as a profit center. 

The penalty for violation of the bill’s provisions is a powerful hurdle for those entities that either 

negligently or willfully fail to comply with the reasonable protections required in the bill. A 

violation is justifiably classified as an unfair, abusive, or deceptive trade practice, subject to 

enforcement by the Office of Attorney General.  At the same time, the  bill still preserves a private 

right of action for losses or injuries suffered due to actions prohibited under the bill.  The reach of 

this provision is fair and balanced, as it limits an award to compensation for damages suffered.  

The bill also specifies that a person may not frivolously bring an action or act in bad faith. 

Considering the consequences of violating the sanctity of this data should give everyone pause. 

The critical need for secure management of this sensitive data cannot be overstated. The stakes are 

extraordinarily high for individuals who consent to the use of their biometric data. The sanctions 

for mismanagement of this data should be equally high. 

AARP MD supports SB 169 and respectfully requests that the Senate Finance Committee issue a 

favorable report. For questions, please contact Tammy Bresnahan, Director of Advocacy for 

AARP Maryland at tbresnahan@aarp.org or by calling 410-302-8451. 

 

 

mailto:tbresnahan@aarp.org
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Testimony to the House Economic MattersCommittee
SB 169: Commercial Law-Consumer Protection-Biometric Identifiers

Privacy
Position: Favorable

February 9, 2022

The Honorable Melony Griffith, Chair
Senate Finance Committee
Third Floor, Miller Senate Office Building
Annapolis, Maryland 21401
Cc: Members, Senate Finance Committee

Honorable Chair Griffith and Members of the Committee:

Economic Action Maryland (formerly the Maryland Consumer Rights
Coalition) is a people-centered movement to expand economic rights,
housing justice, and community reinvestment for working families,
low-income communities, and communities of color. Economic Action
Maryland provides direct assistance today while passing legislation and
regulations to create systemic change in the future.

We are here today in strong support of SB 169. SB 169 provides
common-sense guardrails to protect Marylanders biometric privacy. Many
of these protections in SB 169 are enshrined in law for other types of data
to protect consumers-SB 169 extends these protections to address modern
technological advances.

Biometric identifiers (palm, fingerprint, iris, voice, face) are increasingly
being used by law enforcement, airports, property management firms,
and employers. Currently there are no restrictions on how companies
collect, analyze, store, share, or sell our personal biometric identifiers.
Unlike a credit card, we can’t get new biomarkers.

Although use of biometric identifiers is becoming more widespread, these
markers, particularly use of facial recognition tools have been found to be
racially biased and inaccurate. A 2018 Gender Shades study found that
facial recognition tools performed the worst on darker-skinned females,
with error rates up to 34% higher than for lighter-skinned males.

2209 Maryland Ave · Baltimore, MD · 21218 · 410-220-0494

info@econaction.org · www.econaction.org · Tax

ID 52-2266235
Economic Action Maryland is a 501(c)(3) nonprofit organization and your contributions are tax deductible to the extent allowed by law.



SB 169 requires individuals affirmative consent before a company can
collect or use their biometric information,  limits the disclosure and
sharing of biometric information, allows a private right of action, and
creates clarity around how this information may be collected, used, and
stored.

For all of these reasons, we support SB 169 and urge a favorable report.

Best,

Marceline White
Executive Director

2209 Maryland Ave · Baltimore, MD · 21218 · 410-220-0494

info@econaction.org · www.econaction.org · Tax

ID 52-2266235
Economic Action Maryland is a 501(c)(3) nonprofit organization and your contributions are tax deductible to the extent allowed by law.
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February 7, 2023 

 

The Honorable Melony Griffith, Chair  

Senate Finance Committee 

Maryland General Assembly 

3 East 

Miller Senate Office Building 

Annapolis, MD 21401  

 

Dear Chair Griffith and Members of the Committee:  

 

EPIC writes in support of SB169/ HB33 regarding biometric identifiers and biometric 

information privacy. Biometric data is highly sensitive. A person’s biometric data is linked to that 

person’s dignity, autonomy, safety, and identity.1 Unlike a password or account number, a person’s 

biometrics cannot be changed if they are compromised. SB169 would protect Marylanders by 

requiring that the use and retention of biometric data is minimized and that data is kept secure.  

 

The Electronic Privacy Information Center (EPIC) is a public interest research center 

established in 1994 to focus public attention on emerging privacy and civil liberties issues.2 EPIC has 

long advocated for strict limits on the collection and use of biometric data.3 

 

Late last year, the owner of Madison Square Garden and Radio City Music Hall began using 

facial recognition to deny all lawyers working for law firms engaged in litigation against MSG 

access to concerts and sporting events.4 Radio City Music Hall refused entry to the chaperone of a 

Girl Scout troop going to see the annual “Christmas Spectacular” show because of who she works 

for. Facial recognition makes it possible to gate entry to otherwise public spaces. Despite public 

outcry, MSG owner James Dolan recently “doubled down” on using facial recognition to exclude his 

personal enemies.5 A business owner could just as easily use facial recognition deny services to 

 
1 Woodrow Hartzog, Facial Recognition Is the Perfect Tool for Oppression, Medium (Aug. 2, 2018), 

https://medium.com/s/story/facial-recognition-is-the-perfect-tool-for-oppression-bc2a08f0fe66.   
2 EPIC, About EPIC, https://epic.org/epic/about.html.  
3 See e.g. Brief for EPIC as Amici Curiae, Patel v. Facebook., 932 F.3d 1264 (9th Cir. 2019), 

https://epic.org/amicus/bipa/patel-v-facebook/; 

Brief for EPIC as Amici Curiae, Rosenbach v. Six Flags Entm’t Corp., 2017 Ill. App. 2d 170317 (Ill. 2019), 

https://epic.org/amicus/bipa/rosenbach/; Comments of EPIC to the Dept. of Homeland Security, Collection 

and Use of Biometrics by U.S. Citizenship and Immigration Services, 85 F.R. 56338, 4 (Oct. 13, 2020), 

https://epic.org/apa/comments/EPIC-DHS- BiometricNPRM-Oct2020.pdf. 
4 Kashmir Hill and Cory Kilgannon, Madison Square Garden Uses Facial Recognition to Ban Its Owner’s 

Enemies, N.Y. Times (Jan. 3, 2023), https://www.nytimes.com/2022/12/22/nyregion/madison-square-garden-

facial-recognition.html.  
5 Aaron McDade, James Dolan defends use of facial-recognition technology to ban entry into Madison 
Square Garden and Radio City Music Hall, Insider (Jan. 28, 2023), https://www.businessinsider.com/james-

dolan-stands-behind-msg-facial-recognition-ban-entry-2023-1?op=1.  

https://medium.com/s/story/facial-recognition-is-the-perfect-tool-for-oppression-bc2a08f0fe66
https://epic.org/epic/about.html
https://www.nytimes.com/2022/12/22/nyregion/madison-square-garden-facial-recognition.html
https://www.nytimes.com/2022/12/22/nyregion/madison-square-garden-facial-recognition.html
https://www.businessinsider.com/james-dolan-stands-behind-msg-facial-recognition-ban-entry-2023-1?op=1
https://www.businessinsider.com/james-dolan-stands-behind-msg-facial-recognition-ban-entry-2023-1?op=1
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members of this Committee who voted against the owner’s interests. A biometric privacy bill like 

SB169 would prevent this and many other harms. 

 

SB169 is modeled after the Illinois Biometric Information Privacy Act (BIPA).6 Passed in 

2008, BIPA has been referred to as one of the most effective and important privacy laws in 

America.7 BIPA and SB169 set out a simple privacy framework: businesses may not sell, lease, 

trade, or otherwise profit from a person’s biometric information; businesses must comply with 

specific retention and deletion guidelines; and companies must use a reasonable standard of care in 

transmitting, storing, and protecting biometric information that is as protective or more protective 

than the company uses for other confidential and sensitive information.  

 

BIPA and SB169 also include a requirement that a business obtains informed, written 

consent before collecting or otherwise obtaining a person’s biometric information. Though “notice- 

and-choice” regimes are not sufficient to protect privacy, the consent provision has proven to be 

effective in Illinois because it is easy to enforce. It is much easier for an individual to discover and 

prove that a company collected their biometric data without the requisite consent than it is to prove a 

violation of the retention and deletion rules that are implemented by businesses after the data is 

collected. We encourage the Committee to retain this provision.  

As this bill moved through the House last year, the private right of action was weakened to 

require individuals to prove injury or loss sustained as a result of a violation of the law, rather than 

simply a violation of the law qualifying as an injury-in-fact, as it does in Illinois. Unfortunately, 

SB169 mirrors this change, which renders the private right of action almost meaningless. Although 

the impact of improper collection and use of an individual’s biometric data is very serious, the 

ability for an individual to prove harm is particularly difficult.8 Unlike physical crimes, harms 

arising from improper data collection or inadequate data protection are often concealed. In addition, 

the harms caused by such privacy violations are not easily quantified, though the consequences of a 

lost job, denial of entry to public spaces, or breach of one’s biometric information are very real.   

 

If Maryland passes this law to enshrine a right for Marylanders to avoid the improper 

collection of their biometric data, that right should be enforceable. EPIC recommends reverting to 

the private right of action provisions from the bill as introduced last session.  

 

The inclusion of a private right of action in SB169 is the most important tool the Legislature 

can give to Marylanders to protect their privacy. Modeled after BIPA’s private right of action, the 

bills would impose enforceable legal obligations on companies that choose to collect and store 

individuals’ biometric data. As EPIC Advisory Board member Professor Woody Hartzog has 

written:  

 
6 740 Ill. Comp. State. Ann. 14/15. 
7 Woodrow Hartzog, BIPA: The Most Important Biometric Privacy Law in the US?, AI Now Institute (2020), 

https://ainowinstitute.org/regulatingbiometrics-hartzog.pdf.  
8 See e.g. Brief for EPIC as Amici Curiae, Spokeo, Inc. v. Robins, 578 U.S. 330 (2016), https://epic.org/wp-

content/uploads/amicus/spokeo/EPIC-Amicus-Brief.pdf. 

https://ainowinstitute.org/regulatingbiometrics-hartzog.pdf
https://epic.org/wp-content/uploads/amicus/spokeo/EPIC-Amicus-Brief.pdf
https://epic.org/wp-content/uploads/amicus/spokeo/EPIC-Amicus-Brief.pdf
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So far, only private causes of action seem capable of meaningfully deterring 

companies from engaging in practices with biometrics based on business models that 

inevitably lead to unacceptable abuses. Regulators are more predictable than plaintiffs 

and are vulnerable to political pressure. Facebook’s share price actually rose 2 

percent after the FTC announced its historic $5 billion fine for the social media 

company’s privacy lapses in the Cambridge Analytica debacle. Meanwhile, 

Clearview AI specifically cited BIPA as the reason it is no longer pursuing non- 

government contracts. On top of that, Clearview AI is being sued by the ACLU for 

violating BIPA by creating faceprints of people without their consent. [...] In general, 

businesses have opposed private causes of action more than other proposed privacy 

rules, short of an outright ban.9  

The ACLU’s suit against facial recognition company Clearview AI recently settled, with Clearview 

agreeing not to sell its face surveillance system to any private company in the United States.10 BIPA 

does not just provide Illinoisans with more privacy than most other states, it has nationwide 

consumer protection effects that similar laws like SB169 will bolster. 

EPIC also recommends that any exceptions to the written consent requirement be narrowly 

defined to avoid abuse. Under SB169 §14-4505 (b)(1)(I), private entities may “collect, use, disclose, 

redisclose, or otherwise disseminate” biometric information without an individuals’ consent for 

“fraud prevention or security purposes”. Although such purposes may be legitimate, overly broad 

definitions of security purposes invite abuse. EPIC suggests the following language to narrow the 

definition of security purposes under which the use of biometrics should be allowed: 

1. To respond to a security incident. For purposes of this paragraph, security is 

defined as network security and physical security and life safety. 

2. To prevent, detect, protect against, or respond to fraud, harassment, or illegal 

activity targeted at or involving the covered entity or its services. For purposes 

of this paragraph, the term “illegal activity” means a violation of a Federal, 

State, or local law punishable as a felony or misdemeanor that can directly 

harm. 

These narrower definitions would prevent pretextual uses like the deployment of facial recognition 

at Madison Square Garden and prevent generalized security concerns from validating broad 

surveillance practices like Clearview AI. 

Conclusion  

 

An individual’s ability to control access to his or her identity, including determining when to 

reveal it, is an essential aspect of personal security and privacy. The unregulated collection and use 

of biometrics threatens that right to privacy and puts individuals’ identities at risk. We urge the 

Committee to give SB169 a favorable report with amendment.  

 
9 Hartzog, supra  note 7.  
10 Ryan Mac and Kashmir Hill, Clearview AI settles suit and agrees to limit sales of facial recognition 
database, N.Y. Times (May 9, 2022), https://www.nytimes.com/2022/05/09/technology/clearview-ai-

suit.html.  

https://www.nytimes.com/2022/05/09/technology/clearview-ai-suit.html
https://www.nytimes.com/2022/05/09/technology/clearview-ai-suit.html
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If EPIC can be of any assistance to the Committee, please contact EPIC Deputy Director 

Caitriona Fitzgerald at fitzgerald@epic.org.  

 

Sincerely,  

 

/s/ Caitriona Fitzgerald  
Caitriona Fitzgerald 

EPIC Deputy Director  

 

/s/ Jake Wiener 
Jake Wiener 

EPIC Counsel 
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ATTORNEYS AT LAW 
RIFKIN WEINER LIVINGSTON LLC RWL 

TESTIMONY OF CBAC GAMING (HORSESHOE CASINO BALTIMORE) 
IN SUPPORT WITH AMENDMENTS 

SB 169 / HB 33 “Commercial Law – Consumer Protection – Biometric Data Privacy” 
 
 

CBAC Gaming is the licensee of Horseshoe Casino Baltimore.  Horseshoe is one of the state’s six video 
lottery facilities and offers slots, table games and sports wagering. 
The Maryland Lottery & Gaming Control Agency has established a comprehensive regulatory framework 
to protect the state’s interests in commercial gaming and ensure both the casino operator and casino 
patrons comply with the state’s laws and standards. 
SB 169 / HB 33 restricts a casino’s use of biometric data and these restrictions could hamper a casino’s 
efforts to prevent fraud, theft and other illicit activities occurring on the property. 
The amendment below removes the restrictions for gaming/wagering entities licensed by the state. 
14-4502. 

(A) (1) EXCEPT AS PROVIDED IN PARAGRAPH (3) OF THIS SUBSECTION AND SUBSECTION (B) OF THIS 
SECTION, EACH PRIVATE ENTITY IN POSSESSION OF BIOMETRIC DATA SHALL DEVELOP A 
WRITTEN POLICY, MADE AVAILABLE TO THE PUBLIC, ESTABLISHING A RETENTION SCHEDULE 
AND GUIDELINES FOR PERMANENTLY DESTROYING BIOMETRIC DATA ON THE EARLIEST OF THE 
FOLLOWING: 
(I) THE DATE ON WHICH THE INITIAL PURPOSE FOR COLLECTING OR OBTAINING THE 

BIOMETRIC DATA HAS BEEN SATISFIED; 
(II) WITHIN 3 YEARS AFTER THE INDIVIDUAL’S LAST INTERACTION WITH THE PRIVATE 

ENTITY IN POSSESSION OF THE BIOMETRIC DATA; OR 
(III) WITHIN 30 DAYS AFTER THE PRIVATE ENTITY RECEIVES A VERIFIED REQUEST TO DELETE 

THE BIOMETRIC DATA SUBMITTED BY THE INDIVIDUAL OR THE INDIVIDUAL’S 
REPRESENTATIVE.  

(2) ABSENT A VALID WARRANT OR SUBPOENA ISSUED BY A COURT OF COMPETENT 
JURISDICTION, EACH PRIVATE ENTITY IN POSSESSION OF BIOMETRIC DATA SHALL COMPLY 
WITH THE RETENTION SCHEDULE AND DESTRUCTION GUIDELINES DEVELOPED UNDER 
PARAGRAPH (1) OF THIS SUBSECTION. 
(3) A PRIVATE ENTITY IN POSSESSION OF BIOMETRIC DATA FOR FRAUD PREVENTION OR 
SECURITY PURPOSES IS NOT REQUIRED TO DESTROY AN INDIVIDUAL’S BIOMETRIC DATA IN 
ACCORDANCE WITH PARAGRAPH (1)(II) AND (III) OF THIS SUBSECTION IF THE INDIVIDUAL IS 
PART OF THE STATE VOLUNTARY EXCLUSION PROGRAM ENTITY IS LICENSED BY THE 
MARYLAND STATE LOTTERY AND GAMING CONTROL AGENCY. 

 
 
Submitted by:  Michael Johansen, RWL for CBAC Gaming 
  mjohansen@rwllaw.com   410.591.6014 
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February 8, 2023

The Honorable Melony Gri�th, Chair
Senate Finance Committee
Miller Senate O�ce Building
11 Bladen Street
Annapolis, Maryland 21411

RE: OPPOSE: SB 169 (Feldman): Commercial Law – Consumer Protection –
Biometric Data Privacy

Dear Chair Gri�th and members of the Committee:

Thank you for the opportunity to submit testimony for the record regarding SB
169. On behalf of the Chamber of Progress, a tech industry coalition promoting
technology’s progressive future, I write to urge you to oppose SB 169, which
imposes unworkable hurdles for businesses trying to use biometric technology to
increase security for their customers.

Our organization works to ensure that all Americans benefit from technological
leaps. Our corporate partners include companies like Amazon, Apple, Pindrop,
and CLEAR, but our partners do not have a vote on or veto over our positions.

SB 169’s Provisions are Ill-Suited for Modern Applications of Biometric
Technology

Biometrics improve the security of important transactions, electronic devices,
and online accounts. Biometrics improve security by assigning a value unique to
an individual that cannot be lost, forgotten, faked, guessed, written on a Post-It
note, or obtained via social engineering. This vastly improves the security of
online accounts and phone transactions by eliminating some of the most common
ways that hackers and identity thieves access private accounts.



We appreciate your attempts to address the security concerns created by other
biometrics privacy bills and include carve-outs for anti-fraud and security
features. Unfortunately, some requirements under SB 169 are ill-suited to the
modern environment and would create hurdles for businesses trying to use
biometric technology to increase security for their customers.

The bill’s requirement to obtain “a�rmative written consent” for use of biometric
data makes no provision for, and o�ers no exceptions for, situations where
obtaining such consent would be impossible or impracticable.

For example, augmented reality services can make it significantly easier for those
with visual or hearing impairments to navigate the world. It might be possible to
collect consent from work colleagues to wear glasses that recognize faces and
tell the visually impaired person who entered a room, but it might not be possible
when attending large conferences or meeting with external groups.

While the bill provides an exception to the consent requirement for anti-fraud and
security features, the requirement of posting “conspicuous written notice” at
every point of collection could still be unworkable. The notice requirement would
be impractical, for instance, when a customer was attempting to access account
information over the phone and was asked to verify their identity through voice
recognition.

Additionally, the bill’s requirement that companies return data to consumers upon
request, while well-intentioned, runs the risk of exposing sensitive information to
hackers. SB 169 requires any entity in possession of an individual’s biometric
data to disclose that data and information about its use upon request. Other state
privacy laws, like in California and Colorado, include similar provisions but allow
companies to delay their responses in order to address security concerns1 or
merely confirm the data in their possession.2 These guardrails prevent companies
from being forced to turn over data via insecure channels, leaving unique
biometric identifiers in email inboxes or cloud accounts, or to turn over sensitive
data to fraudsters posing as authorized representatives.

2 https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5

1 https://leg.colorado.gov/sites/default/files/2021a_190_signed.pdf



Vague Standards in SB 169 Create Compliance and Security Risks

Additionally, many of the bill’s standards are not clearly defined, leaving
unanswered questions about how companies should implement consumer
protections.

“Strictly necessary” standard creates uncertainty for companies.

The vague standards under the anti-retaliation provisions could create
burdensome requirements for companies implementing biometric technology. SB
169 prevents entities from o�ering di�erent “levels or quality” of service or
charging “di�erent prices” if a consumer declines to consent to use of biometric
data. Entities may decline to provide a service to a consumer who withholds
consent, but only if the biometric data is “strictly necessary” to the service.

However, how this “strictly necessary” standard would apply remains unclear.
For example, if a business takes on additional financial risk when a consumer
declines biometric authentication of a transaction, but the consumer still wants to
conduct it remotely, would the business allow it?

If biometrics in a product allows speed, convenience, or additional
personalization, must businesses re-engineer their products to provide an
alternative under the “strictly necessary” standard? Many smart home devices
include the option to apply voice recognition to seamlessly switch between
settings for di�erent family members. Without more guidance about how the
“strictly necessary” standard applies, companies may be forced to develop
equivalent features that can identify di�erent individuals for preference setting
without using voice recognition in order to avoid accusations of “conditioning”
access on the use of biometrics.

“Authorized legal representatives” needs further clarification.

Additionally, the bill does not provide guidance for companies to authenticate
“authorized legal representatives,” increasing the risk of delays to consumer
requests or outright fraud. A non-native English speaking customer might want to
designate a representative to exercise their rights, but the bill does not lay out the
proper forms or authentication required. Even worse, a scammer could pose as
an authorized representative to collect vast amounts of sensitive information.



Without more guidance as to how to authenticate authorized representatives,
companies could be forced to give up information to bad actors.

Enforcement Mechanisms Could Reduce Options for Consumers

Coupling these vague standards with a private right of action could result in
businesses denying access to Maryland customers altogether for fear of a
lawsuit.

SB 169 allows individuals to take private action against companies for violations.
This approach is similar to the one followed in Illinois, where class action lawsuits
skyrocketed after the passage of the Biometric Information Privacy Act in 2008.
Unfortunately, as shown in the graphic below, those lawsuits primarily benefited
trial attorneys rather than individual plainti�s.3

These lawsuits had a chilling e�ect for consumers in Illinois. Augmented reality
products, like face filters, were blocked for users in the state,4 and some
companies opted not to sell their products in the state at all.5 The vague standards
in SB 169 could result in companies opting not to o�er their products, like the
popular Amazon Ring or Google Nest, to Maryland consumers at all, for fear of
inadvertent violations resulting in costly lawsuits.

5 https://www.sony.com/electronics/support/smart-sports-devices-entertainment-robots/ers-1000/articles/00202844

4

https://www.chicagotribune.com/business/ct-biz-meta-pulls-augmented-reality-biometrics-cb-20220518-rp7a6bd7afae
5djil24yjy6pgy-story.html

3 https://instituteforlegalreform.com/wp-content/uploads/2021/10/ILR-BIPA-Briefly-FINAL.pdf



We welcome the opportunity to work with the committee to create alternative
legislation that will benefit consumers without the consequences described
above. For example, allowing a cure period of 30 days would give companies
acting in good faith the opportunity to address inadvertent violations without
stifling innovation.

Privacy laws and safeguards are crucial to the protection of Maryland
consumers. We appreciate the author’s attempts to protect security and
anti-fraud products, but we believe more work needs to be done to avoid
unintended consequences for businesses and consumers.

Thank you,

Alain Xiong-Calmes
Director of State and Local Public Policy, Northeast US
Chamber of Progress
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MEMORANDUM 

 

TO:  The Honorable Melanie Griffith, Chair and 

  Members of the Finance Committee  

 

FROM: Darren Popkin, Executive Director, MCPA-MSA Joint Legislative Committee 

  Andrea Mansfield, Representative, MCPA-MSA Joint Legislative Committee 

  Natasha Mehu, Representative, MCPA-MSA Joint Legislative Committee 

 

DATE:  February 8, 2023 

 

RE: SB 169 – Commercial Law – Consumer Protection – Biometric Data Privacy 

  

POSITION: OPPOSE 

 

The Maryland Chiefs of Police Association (MCPA) and the Maryland Sheriffs’ Association 

(MSA) OPPOSE SB 169. This bill sets standards and mandates policies and procedures private 

entities must follow when handling biometric data but does so in an overly broad and restrictive 

manner that conflicts with recently established privacy laws under Title 17 of the Criminal 

Procedure Article and jeopardizes criminal investigations.  

 

The MCPA and MSA are significantly concerned with the impact this bill would have on the 

ability of law enforcement to use advancements in DNA and ancestry technology to solve 

difficult criminal cases. In 2021, legislation was passed into law establishing important 

guardrails and protocols for law enforcement and ancestry databases that govern how biometric 

data can be used for the investigative process of Forensic Genetic Genealogy. The provisions in 

Title 17 of the Criminal Procedure Article were carefully worded to balance the need for privacy 

protections while allowing individuals to voluntarily share the DNA they have provided to 

ancestry databases with law enforcement to help solve crimes. SB 169 would override all those 

thoughtful provisions and prevent the effective use of Forensic Genetic Genealogy.  

 

Some of the most concerning aspects of SB 169 are the definition of biometric data in 14-4501, 

the mandatory destruction protocols in 14-4502, and the various non-disclosure provisions in 14-

4503 – 14-4505. Among other things, these provisions require the mandatory destruction of all 

biometric data in the possession of private entities including DNA profiles that consumers have 

provided to certain ancestry search companies. The provisions do not reflect or account for the 

provisions in Title 17 or federal guidelines that were established to specifically deal with the 

sensitive nature of Forensic Genetic Genealogy.  

 

 

Maryland Chiefs of Police Association 

Maryland Sheriffs’ Association 
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Forensic Genetic Genealogy has been critical for solving decades-old cold cases. Most notably 

the technology was used to identify the Golden Gate Killer.  It is important to note that DNA 

from ancestry databases can only be used for law enforcement purposes with the explicit consent 

of the individual submitting their DNA and that not all databases chose to partner with law 

enforcement. This process is truly voluntary and ensures that all parties involved are adhering to 

stringent privacy protections and biometric data management established under both Title 17 and 

US Department of Justice guidelines.  

 

Local law enforcement is actively working on cases using Forensic Genetic Genealogy. For 

instance, the Prince George’s County Police Department’s Cold Case Homicide Unit in 

partnership with the Prince George’s County State’s Attorney’s Office is currently working on 

15 cold cases involving murder or sex offenses. The Prince George’s State’s Attorney’s Office 

was awarded a $470,000 grant to support the investigation of unsolved homicides and sex 

offense cases using recently developed forensic genealogy (FGG) processes. Local agencies 

across the state are even partnering with the FBI’s Investigative Genealogy Unit on some of their 

cold cases. The passage of SB 169 as written would hinder the ability of the department to work 

locally or with their federal partners to use this innovative and burgeoning technology to solve 

these crimes and bring justice to the victims and their families.  

 

DNA and Forensic Genetic Genealogy are extraordinary investigative tools for identifying 

violent offenders that would be crippled by the passage of this bill. It is critical to ensure that 

there are exemptions that allow for the continued use of Forensic Genetic Genealogy and the 

regulatory provisions already established under Title 17.  For these reasons, MCPA and MSA 

OPPOSE SB 169 and urge an UNFAVORABLE report.   
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LEGISLATIVE POSITION: 
Unfavorable 
Senate Bill 169 
Commercial Law – Consumer Protection – Biometric Data Privacy 
Senate Finance Committee 
 
Wednesday, February 8, 2022 
 
Dear Chairwoman Griffith and Members of the Committee:   
 
Founded in 1968, the Maryland Chamber of Commerce is the leading voice for business in 
Maryland. We are a statewide coalition of more than 6,400 members and federated partners 
working to develop and promote strong public policy that ensures sustained economic recovery 
and growth for Maryland businesses, employees, and families.  
 
Maryland Chamber of Commerce members place a high priority on consumer privacy, however, as 
drafted, SB 169 would create significant hardships for Maryland employers and could result in 
stifling important advances in safety and security.  
 
Chamber members believe that privacy laws should provide strong safeguards for consumers, 
while allowing the industry to continue to innovate. However, SB 169 adopts language from an 
Illinois law passed in 2008 that would further burden local businesses with the threat of frivolous 
class action litigation. As has been demonstrated in Illinois, the threat of liability will prevent 
Maryland companies from developing or utilizing pro-consumer, pro-privacy uses of biometric 
data like building security, user authentication, and fraud prevention.  
 
In addition to the private right of action contained in SB 169, Maryland businesses remain 
concerned about the impacts this legislation could have on the use of biometric technology for 
security, identification, and authentication purposes to prevent and detect fraud. Concerns 
include:  
 

• The retention policy outlined in SB 168 mandates the destruction of biometrics 
that are fundamental to businesses preventing fraud and keeping their customers 
safe. This hampers a business' ability to identify bad actors, potentially increasing 
the amount of fraudulent activity.  
 

• The language in the bill leaves open the possibility that a private company would 
be forced to make the mandated written policy public. This would mean making 



 

 

public the protocols, methods and information used to combat fraud and ensure 
security, which is the information of most interest to bad actors. 

 
• The bill sets forth a right to know policy for sensitive information but does not 

include an ability for the private entity to engage in appropriate and commercially 
reasonable authentication of the individual making the request (which could result 
in biometric information being disclosed to bad actors).  

 
• The limitation that a private entity cannot condition a service on the collection and 

use of biometrics unless it is strictly necessary for the service undermines the use 
of biometrics in fraud prevention and security. Again, this will serve bad actors and 
could incentivize unlawful behavior.     

 
• Recently enacted security laws in California, Colorado, and Virginia all provide a 

two-year delay in enforcement. SB 169 goes into effect on October 1, 2023. This 
tight turnaround presents real challenges for compliance, particularly as SB 169 
requires sweeping changes to how businesses manage biometric data. 

 
Maryland residents and employers deserve privacy protections that safeguard sensitive data 
while promoting innovation and job creation. The Maryland Chamber of Commerce is committed 
to working alongside the bill sponsors and impacted partners to address the issues surrounding 
the safety and security of personal data.  
 
For these reasons, the Maryland Chamber of Commerce respectfully requests an unfavorable 
report on SB 169. 
 
 



SPSC MD SB 169 FINANCE UNF.pdf
Uploaded by: Andrew Kingman
Position: UNF



 

February 8, 2023 
Chair Melony Griffith 
Vice Chair Katherine Klausmeier 
3 East 
Miller Senate Office Building 
Annapolis, Maryland 21401 
 
Re: SB 169 (Biometrics) – Opposition 
 
Dear Chair Griffith and Vice Chair Klausmeier, 
 
The State Privacy & Security Coalition, a coalition of over 30 companies and five trade 
associations in the retail, automotive, technology, telecom, and payment card sectors, writes in 
opposition to SB 169, which would decrease consumer safety and significantly impact the 
state’s economy. The bill is based on an outdated Illinois law, the Biometric Information Privacy 
Act (BIPA), that was passed in 2008 – less than a year after the smartphone was invented. The 
abuse of the private right of action (PRA) in the law, as well as the evolution of the online 
ecosystem, has led to bipartisan efforts in Illinois to reform the statute so as to eliminate the 
problems that have plagued it since its passage. 
 
SPSC strongly supports consumer protections for personal data that can identify individuals. 
Effective privacy legislation should appropriately balance increased consumer control over their 
data and how it is used, while balancing the need for operational workability and cybersecurity.  
 
Fortunately, privacy law has evolved since 2008, and in fact has evolved rapidly in the last two 
years. States such as Connecticut and Colorado have passed comprehensive privacy laws that 
cover a broad swath of personal data. These bills provide: 

 strong, opt-in protections for consumers with regard to biometrics and other sensitive 
data;  

 a greater number of consumer rights (access, deletion, correction, portability), opt-out 
of sale, targeted advertising, and profiling; 

 strong obligations on businesses to document data processing activities that present a 
heightened risk of harm; and 

 strong contractual requirements for entities that handle personal data – including 
biometrics – on behalf of the entities that collect the data. 

 
These laws provide stronger protections for biometric data than SB 169, but do so in a way that 
much more accurately reflects the divided responsibilities of “controllers” and “processors.” 
We would strongly urge the legislature to consider moving forward with the Colorado or 
Connecticut model rather than pursue legislation that, in Illinois, has caused startups to avoid 
offering products in the state and safety products that are diminished due to the omnipresent 
litigation threat. 
 
 



 

The Private Right of Action Will Make Consumers Less Safe 
 
First, including a private right of action for statutory damages would create massive class action 
litigation exposure for any alleged violations of the law by commercial entities, significantly 
deterring uses of biometric data including for anti-fraud, authentication and other security 
purposes that benefit consumers. As in Illinois, the result would be to enrich trial lawyers 
without striking a balance that allows the use of biometric data for purposes that benefit 
Maryland residents. Put simply, a private right of action means businesses will be much less 
likely to offer services that keep Maryland residents’ identities safe. 
 
The litigation numbers bear this out: in the last five years, trial lawyers have filed nearly 1000 
class action lawsuits based on BIPA. 14 years of experience with Illinois’ law have shown that 
this approach leads businesses to decline to offer their full suite of services to state residents, 
or avoid offering their services in the state at all, due to the overzealous litigation this 
legislation catalyzed. For this reason, Illinois is considering amending the law in order to address 
this significant unintended consequence and bring beneficial services back to Illinois 
consumers.  
 
This is because plaintiff trial lawyers’ legal strategy to extract settlements does not rest on the 
merits of the case, but instead on the opportunity to inflict asymmetrical discovery costs on 
businesses both small and large – with a cost to defend these frivolous actions averaging 
$500,000. These heavy costs to defend cases through summary judgment gives trial lawyers, 
who bear no or minimal discovery costs, huge negotiating leverage for nuisance settlements, 
even if the defendant is compliant with the law. In fact, only a single case has ever been 
brought to trial. 
 
Furthermore, studies have revealed that private rights of action fail to compensate consumers 
even when a violation has been shown, and instead primarily benefit the plaintiff’s bar by 
creating a “sue and settle” environment.1 This is not to say that Maryland lacks effective 
enforcement options outside the trial bar – to the contrary, it has a strong consumer protection 
statute that the Attorney General can use right now to punish bad actors. On the other hand, 
the PRA in Illinois has not only failed to meaningfully protect consumers, but actually made 
them less safe, as anti-fraud, convenient authentication, and other beneficial services leave the 
state because of abusive litigation risk.  
 
SB 169 Has Significant Anti-Privacy and Anti-Security Consequences 
 
Additionally, SB 169 provides an access right for consumers with regard to their biometric 
information and other types of “personal information.” We believe that implementing the 
overbroad provisions related to this right will present real, if unintended, threats of harm to 
consumers. Additionally, the vast majority of biometric information is hashed, meaning that it is 

 
1 Mark Brennan et al., Ill-Suited: Private Rights of Action and Privacy Claims, U.S. Chamber Institute for Legal 
Reform (July 2019). 



 

converted to a lengthy numeric value. Consumers will not derive any meaning from this 
numerical sequence, or any understanding of how their information is used that is not already 
covered by a business’s privacy policy. 
 
Disclosing actual biometric identifiers upon consumer request also poses significant security 
concerns, as the bill does not allow a private entity to refrain from disclosing biometric 
identifiers or other sensitive information like Social Security Numbers to an individual if the 
business cannot reasonably authenticate the request. Even California’s privacy law recognizes 
and accounts for this security concern, making clear that a business “shall not disclose in 
response to a[n access request] a consumer’s…unique biometric data.”2       
 
SB 169 includes a provision allowing for “authorized representatives” of consumers to request 
and obtain this very sensitive data, but provides no methods that would allow the business to 
verify that a) the consumer is who they say they are, and b) the authorized representative has 
the proper authority to exercise this right. The lack of these types of authentication and 
security provisions leave consumers extremely vulnerable to being taken advantage of. 
Vulnerable populations such as the elderly could easily designate their authority to a scammer, 
believing that the individual is safeguarding their data. 
 
These are just some of the significant issues with SB 169 as drafted. Again, we would urge this 
committee to consider alternative, more modern, and more expansive data privacy protections 
for Maryland consumers that are more balanced, work across state lines, and do not create 
risks of frivolous litigation. 
 
Respectfully, 
 

 
Andrew A. Kingman 
Counsel, State Privacy & Security Coalition 
 
 
 
 

 
2 See 11 CCR §999.313(c)(4).   
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BILL:  SB 169 - Commercial Law - Consumer Protection - 

Biometric Data Privacy 
 

SPONSOR: Senator Feldman  

    

HEARING DATE:  February 08, 2023 

 

COMMITTEE:   Finance Committee 

 

CONTACT:   Intergovernmental Affairs Office, 301-261-1735  

 

POSITION:   OPPOSE 

 

The Office of the Prince George’s County Executive OPPOSES Senate Bill 169 -

Commercial Law – Consumer Protection – Biometric Data Privacy which 

sets standards and mandates policies and procedures private entities must follow 

when handling biometric data but does so in an overly broad and restrictive manner 

that conflicts with recently established privacy laws under Title 17 of the Criminal 

Procedure Article and jeopardizes criminal investigations. 

 

Prince George’s County State Attorney’s Office received a grant from the Department 

of Justice for the purposes of utilizing Forensic Genetic Genealogy. Forensic Genetic 

Genealogy has been instrumental in assisting Law Enforcement with decade old cases 

that were lacking further leads.  It is an investigative tool that will continue to produce 

successful outcomes in criminal investigations that would otherwise remain unsolved.   

 

Prince George’s County Police Department has been successful in solving a cold case 

homicide using Forensic Genetic Genealogy.  Matthew Mickens-Murrey was found 

stabbed to death in his apartment in Cheverly on May 30, 2017. Family members 

called police after Matthew failed to report for work as a security guard that day. 

When police responded to his apartment, they found Matthew lying face down in his 

living room, suffering from stab wounds.  

 

Crime Scene Investigators collected evidence from the scene which included a 

bloody fingerprint that did not belong to the victim. It was clear the murderer was 

injured at some point while committing the brutal crime. A DNA profile of the 

bloody fingerprint was submitted to both the national fingerprint and DNA data 

bases maintained by the FBI - but no match was obtained.  

 

After an extensive investigation failed to develop any promising leads, the case 

went cold for several years. Finally, in 2019, the unidentified blood evidence was 

submitted to a private laboratory to develop a profile for Forensic Genetic 

 

THE PRINCE GEORGE’S COUNTY GOVERNMENT 
OFFICE OF THE COUNTY  EXECUTIVE 



Genealogy. Forensic Genetic Genealogy looks at more than half a million single 

nucleotide variations to DNA (called single nucleotide polymorphism, or SNP). The 

SNPs can identify family traits from sections of the DNA recovered at a crime scene 

sample to distant relatives.    

 

In Matthew’s case, the private laboratory developed a profile and then work building 

the family tree began. This ultimately led to a possible suspect in Charles County, but 

more police investigation was needed. Further investigation indicated the potential 

suspect, Brandon Biagas, suffered a serious injury the night of the murder. He sought 

medical treatment at a hospital in Charles County. When questioned by a deputy 

sheriff at the hospital, Mr. Biagas gave inconsistent and contradictory versions of how 

he injured his hand, which he claimed took place during the purchase of marijuana at 

a park in Waldorf. The deputies collected a knife and bloody clothing from his vehicle 

pursuant to a court-ordered search and seizure warrant.  The evidence the Charles 

County Sheriff’s Office collected was not submitted to CODIS because no qualifying 

crime was identified to justify a submission. Years after the murder, and thanks to the 

lead provided by the forensic genetic genealogy process, Brandon Biagas was identified 

as the donor of the bloody fingerprint found in Matthew’s apartment. He ultimately 

pleaded guilty to second-degree murder and was sentenced to a lengthy prison 

sentence. 

 

The passage of SB 169 would hinder what has become an invaluable tool for law 

enforcement to use to resolve unsolved homicides, sexual assaults as well as identify 

human remains  

 

For these reasons, the office of the County Executive OPPOSES Senate Bill 169 

and asks for a UNFAVORABLE report. 
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TO: The Honorable Melony Griffith, Chair 
 Members, Senate Finance Committee 
 The Honorable Brian J. Feldman 
  
FROM: Pamela Metz Kasemeyer 
 J. Steven Wise 
 Danna L. Kauffman 
 Andrew G. Vetter 
 Christine K. Krone 
 410-244-7000 

 
DATE: February 8, 2023 

 
RE:  OPPOSE – Senate Bill 169 – Commercial Law – Consumer Protection – Biometric Data Privacy 
 
 

The Maryland Tech Council (MTC) writes in opposition to Senate Bill 169:  Commercial Law – Consumer 
Protection – Biometric Data Privacy. We are a community of over 700 Maryland member companies that span the 
full range of the technology sector. Our vision is to propel Maryland to become the number one innovation economy 
for life sciences and technology in the nation. We bring our members together and build Maryland’s innovation 
economy through advocacy, networking, and education.   
 

Consumer privacy is of the utmost importance to members of the MTC. Senate Bill 169, however, as drafted, 
poses some significant challenges for Maryland employers and could jeopardize some important advances in safety 
and security, as well as contribute to a perception that Maryland is not receptive to innovation. Biometric data has 
become an essential tool for many industries and is used for security, authentication, and fraud prevention purposes, 
such as to secure access to highly sensitive buildings, to detect fraudulent callers, and to improve security on financial 
accounts.  These technologies are good for the safety and convenience of Maryland residents. Rather than taking this 
restrictive approach, we believe that strong privacy laws can be paired with policies that allow industries to continue 
to innovate. 

 
In addition, we are concerned about the private right of action provided for in this legislation. The ability to 

file individual legal actions under this law risks significant and ongoing burdens and costs for technology companies. 
The threat of liability will prevent Maryland companies from developing or utilizing pro-consumer, pro-privacy uses 
of biometric data like building security, user authentication, and fraud prevention and may dissuade startups and other 
companies from choosing to do business in the state.  Experience with an existing Illinois law upon which these 
provisions seem to be based bears this out. 

 
We also believe issues of data privacy are better addressed at the federal level. Many technology companies 

reach into numerous states, and it can be a significant practical challenge to comply with a patchwork of state policies. 
These inconsistencies and resulting confusion could deter innovative companies and start-ups from wanting to do 
business here. 

 
MTC believes there are alternative approaches to ensuring the privacy of residents and creating transparency 

around data collection and use of biometric data. We would be pleased to engage in discussions about such solutions.  
In summary, this bill could impose millions of dollars of compliance costs on tech businesses and would harm the 
State’s economy more than it would protect consumer privacy.  MTC respectfully requests an unfavorable report.  
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State’s Attorney for Prince George’s County 

14735 Main Street, Suite M3403 

Upper Marlboro, Maryland 20772 

301-952-3500 

 

February 8, 2023 

Testimony in Opposition of 

SB 169 – Commercial Law – Consumer Protection – Biometric Data Privacy 

 

Dear Chairwoman Griffith, Vice Chairwoman Klausmeier, and Members of the Committee: 

I am writing to show my opposition to Senate Bill (HB) 169 on behalf of State’s Attorney Aisha 

Braveboy and to urge an unfavorable report. I am an Assistant State’s Attorney in the Special 

Prosecutions Unit in the State’s Attorney’s Office for Prince George’s County.  

As a member of the Special Prosecutions Unit, I prosecute, in addition to vehicular homicides 

and particular murders, financial and property crimes (including arsons and terroristic threats). 

As a result, I am all too familiar with the very real assistance that evolving facial recognition 

technologies provide in rapidly identifying subjects for investigation and in helping to dissuade 

chronic offenders from even entering vulnerable venues, such as banks, hospitals, and casinos.   

To be clear, the civil liberty concerns encapsulated in this proposed bill are certainly well-

considered and weighty. It must also be borne in mind, however, that the bulk of the individuals 

that facial technologies have brought to the prosecutorial attention of this office had voluntarily 

entered the commercial premises where allegedly they committed their crimes – hence, the 

expectation of privacy such individuals could have reasonably entertained while within such 

premises was minimal.   

In a real, practical sense, facial recognition technologies simply provide the kind of advanced 

institutional memory that a savvy and experienced premises security officer would command in 

being able to recognize those individuals who have earlier come into an establishment bent on 

committing crimes and causing trouble. It is, thus, vital to meeting evolving challenges that law 

enforcement be availed of these irreplaceable technologies.  

For the foregoing reasons, I respectfully urge an unfavorable report, and ultimately rejection, on 

SB 169. 



Sincerely, 

/s/  

Edward J. Leyden 

Assistant State’s Attorney – Special Prosecutions Unit 

State’s Attorney’s Office for Prince George’s County 
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February 6, 2023 

 

The Honorable Melony Griffith 

Chair, Senate Finance Committee 

3 East, Miller Senate Office Building 

Annapolis, Maryland 21401 

 

RE: SB 169 - Biometric Data 

Position: Unfavorable 

 

Chair Griffith: 

 

The Alliance for Automotive Innovation (Auto Innovators) is writing to inform you of our 

opposition to SB 169, which establishes requirements & restrictions on private entities use, 

collection, & maintenance of biometric data. 

 

From the manufacturers producing most vehicles sold in the U.S. to autonomous vehicle 

innovators to equipment suppliers, battery producers and semiconductor makers – Alliance for 

Automotive Innovation represents the full auto industry, a sector supporting 10 million 

American jobs and five percent of the economy.  

 

Maintaining Consumer Privacy and Cybersecurity 

The protection of consumer personal information is a priority for the automotive industry.  

Through the development of the “Consumer Privacy Protection Principles for Vehicle 

Technologies and Services,” Auto Innovators’ members committed to take steps to protect the 

personal data generated by their vehicles.  These Privacy Principles provide heightened 

protection for certain types of sensitive data, including biometric data.1  Consumer trust is 

essential to the success of vehicle technologies and services. Auto Innovators and our members 

understand that consumers want to know how these vehicle technologies and services can 

deliver benefits to them while respecting their privacy. Our members are committed to 

providing all their customers with a high level of protection of their personal data and 

maintaining their trust.   

 

Unique Considerations for Vehicle Safety Technology  

Privacy requirements of this nature require a standardized, nationwide approach so there is not a 

dizzying array of varied state requirements. Privacy protections regarding biometrics are being 

enforced by the Federal Trade Commission (FTC)i. The FTC has been the chief regulator for 

privacy and data security for decades, and its approach has been to use its authority under 

Section 5 of the FTC Act to encourage companies to implement strong privacy and data security 

 

1 https://autoalliance.org/wp-

content/uploads/2017/01/Consumer_Privacy_Principlesfor_VehicleTechnologies_Services.pdf 

http://www.autosinnovate.org/
https://autoalliance.org/wp-content/uploads/2017/01/Consumer_Privacy_Principlesfor_VehicleTechnologies_Services.pdf
https://autoalliance.org/wp-content/uploads/2017/01/Consumer_Privacy_Principlesfor_VehicleTechnologies_Services.pdf


 

 

practices. As noted above, the auto industries “Privacy Principles” are enforceable under 

Section 5 of the FTC Act. We prefer this standard approach over individual states enacting 

disparate and conflicting laws. 

 

SB 169 raises unique challenges for the auto industry. While the requirement to have a written 

policy that lays out a retention schedule conforms with the industry’s existing Privacy 

Principles, the requirement to destroy the information no later than three years after the 

company’s last interaction are arbitrary. A requirement to provide clear disclosure to consumers 

about how long such information will be maintained should be sufficient. Moreover, in practice, 

this requirement may prove challenging because, in the automotive case, manufacturers do not 

generally have visibility into who is driving or using a particular vehicle at a particular time and 

will therefore have no way of knowing when a particular customer last interacted with the 

vehicle.  

 

Additionally, in the automotive context, a strict deletion requirement may interfere with 

automakers ability to evaluate the performance of the technology and federal requirements 

concerning vehicle recalls. Any deletion requirement should be accompanied by reasonable 

exceptions which recognize these concerns. 

 

As written, SB 169 requires automakers to provide a service dependent on biometric data even 

if the consumer does not want his or her biometric data collected. It is common sense not to 

require a company to provide a service if the consumer is not willing to provide the data that is 

required to utilize said service. 

 

Finally, under the SB 169, businesses may very well find themselves in a position of facing 

severe penalties for alleged violations and even very minor and inadvertent infractions and 

where there are no actual damages. We think existing remedies under state law are sufficient to 

address these issues. 

 

Thank you for your consideration of the Auto Innovators’ position.  Please do not hesitate to 

contact me at jfisher@autosinnovate.org or 202-326-5562, should I be able to provide any 

additional information. 

 

Sincerely, 

 

 

 

 

Josh Fisher 

Director, State Affairs 

 
 

i https://www.ftc.gov/news-events/press-releases/2021/01/california-company-settles-ftc-allegations-it-deceived-

consumers  

mailto:jfisher@autosinnovate.org
https://www.ftc.gov/news-events/press-releases/2021/01/california-company-settles-ftc-allegations-it-deceived-consumers
https://www.ftc.gov/news-events/press-releases/2021/01/california-company-settles-ftc-allegations-it-deceived-consumers
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February 8, 2023 
  
The Honorable Melony Griffith  
Chair 
Senate Finance Committee 
Maryland General Assembly  
Annapolis, Maryland 21401 

RE: SIA Recommended Amendments to SB 169 Concerning Biometric Data 
              
Dear Chair Griffith, Vice-Chair Klausmeier and Members of the Senate Finance Committee: 
 
On behalf of the Security Industry Association (SIA) and our members, I am writing to express our 
opposition to SB 169 under consideration by the committee.  
 
SIA is a nonprofit trade association located in Silver Spring, MD that represents companies providing a 
broad range of safety and security-focused products and services in the U.S and throughout Maryland, 
including more than 40 companies headquartered in our state. Among other sectors, our members 
include the leading providers of biometric technologies available in the U.S. Privacy is important to the 
delivery and operation of many safety and security-enhancing applications of technologies provided by 
our industry, and our members are committed to protecting personal data, including biometric data.  
 
We are concerned that, at a time when many states have now enacted or are considering broader data 
privacy measures that include protections for biometric data, and the prospect of a federal law setting 
nationwide data privacy rules draws nearer, SB 169 is the wrong approach, as it would import an 
outdated and problematic model from Illinois that is incompatible with the common frameworks that 
are emerging. 
 
No other state has adopted legislation similar to the Illinois Biometric Information Protection Act (BIPA) 
of 2008, which has resulted in more harm to consumers and local businesses than any protections. 
There, businesses have been extorted through abusive “no harm” class actions, and beneficial 
technologies have been shelved. In fact, many of our member companies that provide products utilizing 
biometric technologies have chosen not to make these products or specific functions available in Illinois.  
 
Safeguarding biometric information is important, but it should be done in a way that both protects 
Marylanders and allows development and use of advanced technologies that benefit them. Beyond 
opening the door to lawsuit abuse with enforcement through a private right of action and the harm that 
brings, there are also very real consequences to consumers – including their privacy – for imposing 
unnecessary limits through overregulation.   

 



2 
 

In several examples, as currently written SB 169 would:  

 
• Prohibit businesses from requiring biometric identity verification to access to accounts or 

services, over less secure alternatives. Biometric technologies play a key role in protecting 
privacy during transactions that require identity verification, by preventing exposure of personal 
information (date of birth, Social Security Number, address, etc.) that is far more vulnerable to 
compromise and abuse.  
 

• Prevent the use of screening technology to allows “fast-lane” entry at special events, and other 
opt-in customer services. 

 
• Prevent long term data retention on attempted fraud attempts. Without this, identity fraudsters 

will have a right to be "forgotten." 
 

• Expose sensitive biometric data to fraud due to overly broad “access rights.” 
 

• Prevent the functionality and availability of biometric user-verification features in consumer 
electronics. 

 
• Allow local jurisdictions to establish conflicting biometric data requirements.   

 

We continue to believe that protecting biometric data is best addressed within a broader data privacy 
framework that protects all types of personal information. However, if the committee decides to move 
SB 169 forward, key changes are critical to preventing negative impact on Maryland businesses and 
consumers. We urge you not to approve the bill in its current form.  

Again, we support the overall goal of safeguarding biometric information, and we stand ready to provide 
any additional information or expertise needed as you consider these issues. 
 
Respectfully, 
 
 
Jake Parker 
Senior Director, Government Relations 
Security Industry Association 
Silver Spring, MD 
jparker@securityindustry.org  
www.securityindustry.org  
 

 

mailto:jparker@securityindustry.org
http://www.securityindustry.org/
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February 7, 2023

Senate Finance Committee
Attn: Tammy Kraft, Committee Manager
3 East Wing
Miller Senate Office Building
11 Bladen Street
Annapolis, Maryland 21401

Re: SB 169 - the Biometric Data Privacy Act (Oppose)

Dear Chair Griffith and Members of the Senate Finance Committee:

On behalf of the Computer & Communications Industry Association (CCIA)1, I write to
respectfully oppose SB 169, the Biometric Data Privacy Act. CCIA supports the enactment of
comprehensive federal privacy legislation to promote a trustworthy information ecosystem
characterized by clear and consistent consumer privacy rights and responsibilities for
organizations that collect and process data. A uniform federal approach to the protection of
consumer privacy throughout the economy is necessary to ensure that businesses have
regulatory certainty in meeting their compliance obligations and that consumers are able to
exercise their rights. CCIA appreciates, however, that in the absence of baseline federal privacy
protections, state lawmakers are attempting to fill in the gaps. To inform these efforts, CCIA
produced a set of principles to promote fair and accountable data practices.2

CCIA strongly supports the protection of consumer data and understands that Maryland
residents are rightfully concerned about the proper safeguarding of their biometric data.
However, as currently written SB 169 goes far beyond protecting such data, which could result
in degraded consumer services and experience. We appreciate the committee’s consideration
of our comments regarding several areas for potential improvement.

1. Align key definitions with privacy standards to promote regulatory
interoperability and mitigate unnecessary compliance burdens.

By introducing a definition and compliance obligations relating to “personal information”, SB
169’s scope extends beyond the subject of “biometric” data, with multiple implications. To
meet compliance requirements under a new privacy regime, businesses inevitably face
logistical and financial challenges. Given the significant costs associated with developing
privacy management systems, even minor statutory divergences between frameworks for

2 Computer & Communications Industry Association, Considerations for State Consumer Privacy Legislation:
Principles to Promote Fair and Accountable Data Practices (January, 2022),
https://www.ccianet.org/wp-content/uploads/2022/02/CCIA-State-Privacy-Principles.pdf

1 CCIA is an international, not-for-profit trade association representing small, medium, and large communications
and technology firms. For over 50 years, CCIA has promoted open markets, open systems, and open networks. For
more information about CCIA please see: https://www.ccianet.org/about.

25 Massachusetts Avenue NW • Suite 300 • Washington, DC 20001 pg.1
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definitions or the scope of compliance obligations, can create significant burdens for covered
organizations.3 SB 169’s definition of personal information includes, inter alia, “information
that indirectly relates to a device” and therefore goes far beyond what could reasonably be
linked to an individual. As such, this definition should be more narrowly tailored to avoid
unnecessary regulatory burdens.

2. Privacy protections should take a risk-based approach.

Privacy protections should be directed toward managing data collection and processing
practices that pose a high risk of harming consumers or are unexpected in the context of a
service. Consent mechanisms can be a powerful tool for promoting transparency and
consumer control. However, it is important to recognize that the provision of many services,
both online and offline, requires the collection and processing of certain user information.
Requiring specific user consent for any data collection or processing would be inconsistent
with consumer expectations, introduce unnecessary friction resulting in the degradation of
user experience, and likely overwhelm consumers, resulting in “consent fatigue” that would
lessen the impact of the most important user controls.4

As drafted, SB 169’s written consent requirements would uniquely burden consumers and
businesses alike without any obvious benefit to privacy interests. SB 169’s provision
mandating disclosure of biometric information to individuals or their authorized
representatives similarly fails the risk-return calculus. This provision omits any form of
authentication, and could therefore put Marylanders at even greater risk. Moreover, by
prohibiting the use of biometric information except when “strictly necessary”, and by
simultaneously prohibiting different levels of products or services, SB 169 might result in
Marylanders being denied innovative products in the marketplace.

3. Sufficient time is needed to allow covered entities to understand and
comply with newly established requirements.

SB 169 fails to provide covered entities with a sufficient onramp to achieve compliance. A
successful privacy framework should ensure that businesses have an appropriate and
reasonable opportunity to clarify the measures that need to be taken to fully comply with new
requirements. Recently enacted privacy laws in California, Colorado and Virginia included
two-year delays in enforcement of those laws. CCIA recommends that any privacy legislation
advanced in Maryland include a comparable lead time to allow covered entities to come into

4 See Article 29 Data Protection Working Party, WP 259, Guidelines on Consent Under Regulation 2016/679, 17 (Apr.
10, 2018), (“In the digital context, many services need personal data to function, hence, data subjects receive
multiple consent requests that need answers through clicks and swipes every day. This may result in a certain
degree of click fatigue: when encountered too many times, the actual warning effect of consent mechanisms is
diminishing.”), https://ec.europa.eu/newsroom/article29/items/623051.

3 A study commissioned by the California Attorney General estimated that in-state companies faced $55 billion in
initial compliance costs for meeting new privacy requirements, with small businesses facing disproportionately
higher shares of costs. Berkeley Economic Advising and Research, LLC, “Standardized Regulatory Impact
Assessment: California Consumer Privacy Act of 2018 Regulations,” (August, 2019),
https://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-isor-appendices.pdf.
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compliance and would therefore recommend amending the current October 1, 2023 effective
date included in SB 169 to a later date.

4. Investing enforcement authority with the state attorney general and
providing a cure period would be beneficial to consumers and businesses
alike.

SB 169 permits consumers to bring legal action against businesses that have been accused of
violating new regulations. By creating a new private right of action, the measure would open
the doors of Maryland’s courthouses to plaintiffs advancing frivolous claims with little evidence
of actual injury. Lawsuits also prove extremely costly and time-intensive –  it is foreseeable that
these costs would be passed on to individual consumers in Maryland, disproportionately
impacting smaller businesses and startups across the state. Further, every state that has
established a comprehensive consumer data privacy law – California, Colorado, Connecticut,
Utah and Virginia – has opted to invest enforcement authority with their respective state
attorney general. This allows for the leveraging of technical expertise concerning enforcement
authority, placing public interest at the forefront.

CCIA recommends that the legislation include a cure period of at least 30 days. This would
allow for actors operating in good faith to correct an unknowing or technical violation, reserving
formal lawsuits and violation penalties for the bad actors that the bill intends to address. This
would also focus the government’s limited resources on enforcing the law’s provisions for
those that persist in violations despite being made aware of such alleged violations. Such
notice allows consumers to receive injunctive relief, but without the time and expense of
bringing a formal suit. Businesses would also be better equipped with the time and resources
to address potential privacy changes rather than shifting focus to defending against litigation.

* * * * *

We appreciate your consideration of these comments and stand ready to provide additional
information as the legislature considers proposals related to technology policy.

Sincerely,

Khara Boender
State Policy Director
Computer & Communications Industry Association

25 Massachusetts Avenue NW • Suite 300 • Washington, DC 20001 pg.3
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Austin • Boston • Chicago • Denver • Harrisburg • Olympia • Sacramento • Silicon Valley • Washington, D.C.  
 

February 7, 2023  
 
The Honorable Melony Griffith 
Miller Senate Office Building, 3 East Wing 
11 Bladen Street, Annapolis, MD 21401 
 
RE: SB 169 Biometric Data Privacy 
 
Dear Chair Griffith and Members of the Committee, 
 
On behalf of TechNet’s member companies, I respectfully submit this letter 
of opposition to SB 169. TechNet’s members place a high priority on 
consumer privacy; however, as drafted, this bill would create significant 
hardships for Maryland employers and could result in stifling important 
advances in safety and security for consumers. 
 
TechNet is the national, bipartisan network of technology CEOs and senior 
executives that promotes the growth of the innovation economy by 
advocating a targeted policy agenda at the federal and 50-state level. 
TechNet’s diverse membership includes dynamic American businesses 
ranging from startups to the most iconic companies on the planet and 
represents over five million employees and countless customers in the fields 
of information technology, e-commerce, the sharing and gig economies, 
advanced energy, cybersecurity, venture capital, and finance. TechNet has 
offices in Austin, Boston, Chicago, Denver, Harrisburg, Olympia, 
Sacramento, Silicon Valley, and Washington, D.C. 
 
TechNet members recognize the importance of consumer privacy and the 
sensitivity of biometric data that can identify individuals. TechNet believes 
that privacy laws should provide strong safeguards for consumers, while 
allowing companies to innovate, provide security, and create jobs. Consumer 
trust is a top priority for our members, and that includes transparency on 
methods used to collect and use personal data. As currently drafted, this bill 
presents several problems for Maryland employers, consumers, and 
innovation. 
 
 
 
 



  
 

  

 
 

Data Security 
 
Biometrics has a critical role to play in the security and anti-fraud space, as 
it represents a generational improvement over “knowledge-based” security 
questions that are easily-answered – favorite foods, colors of first cars, etc. 
To ensure consumers retain cutting-edge protection, it is critical that laws 
regulating biometric privacy have an unqualified security and fraud 
exemption. Modern opt-in consent statutes in Washington, Virginia, and 
Colorado all recognize the crucial need for robust fraud and security 
exemptions. Unfortunately, the bill as drafted does not allow businesses that 
provide anti-fraud services to operate in a way that protects consumers. 
Using data to prevent and identify fraud, and protect consumers, should not 
be subject to this bill’s requirements. 
 
Processor Limitations and Consent 
 
TechNet agrees with the spirit of the bill to limit processor uses of data 
through the contract with the private entity. However, a processor will not 
know, nor have the means to know, whether the private entity obtained the 
biometric information lawfully or with consent. For services and products 
where individuals are acutely aware of the biometric component, this creates 
unnecessary friction without further protecting consumer privacy. 
 
Disclosing Biometric Data Without Confirmation 
 
The bill still requires the disclosure of actual biometric information, without 
even confirming that the individual, or the “authorized representative”, are 
who they say they are. This puts consumer information in danger of 
criminals and allows criminals to cover their tracks. No other privacy law 
requires the disclosure of biometric data. 
 
Private Right of Action 
 
TechNet opposes the inclusion of a private right of action because any 
unintentional or perceived violation could result in damaging liability for 
companies. The inclusion of a PRA for statutory damages would create 
massive class action litigation exposure for any alleged violations of the law 
by commercial entities, significantly deterring uses of biometric data 
including for anti-fraud, authentication, and other security purposes that 
benefit consumers. Studies have also revealed that private rights of action 
fail to compensate consumers even when a violation has been shown.  
 



  
 

  

 
 

Well-meaning businesses, small and large, could be subject to frivolous 
lawsuits with little or no actual value delivered to the consumer. In turn, 
some businesses may choose to stop doing business in Maryland or be 
forced to cease operations altogether. The State Attorney General should 
have exclusive authority over any perceived violations. Every biometrics and 
omnibus privacy statute enacted, aside from the troublesome Illinois 
Biometric Information Privacy Act (BIPA), has relied on this exclusive 
authority. 
 
TechNet joins industry partners and strongly encourages Maryland to look to 
the protections for consumers included in the Virginia, Colorado, and 
Connecticut omnibus privacy laws – protections that are, in fact, stronger 
than those that exist in the California privacy regime – that still require opt-
in consent from the consumer but reflect a more modern and widely-
accepted approach. We also urge you to consider that every single omnibus 
privacy bill enacted across the country to date includes biometrics 
protections. We believe it makes sense to consider how biometrics best fits 
into a larger consumer privacy conversation to further protect Maryland 
residents and businesses. 
 
We would welcome the opportunity to work with your office to address 
issues of privacy protection without unintended consequences. Please 
consider TechNet’s members a resource in this effort. Thank you for your 
time and we look forward to continuing these discussions with you.  
 
 
 
 
Margaret Durkin 
Executive Director, Pennsylvania & the Mid-Atlantic  
TechNet  
mdurkin@technet.org  
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1 NAMIC member companies write $357 billion in annual premiums and represent 69 percent of homeowners, 56 percent of automobile, and 31 
percent of the business insurance markets. Through its advocacy programs NAMIC promotes public policy solutions that benefit member companies 
and the policyholders they serve and fosters greater understanding and recognition of the unique alignment of interests between management and 
policyholders of mutual companies. 

2 See 15 U.S.C. Sec. 6801 et. seq.   

 

 
 
 
Chairwoman Griffith and Members of the Senate Finance Committee: 
 
On behalf of the National Association of Mutual Insurance Companies1 (NAMIC) thank you for the 
opportunity to submit this statement in opposition to Senate Bill 169. 
 
NAMIC consists of more than 1,500 member companies, including seven of the top 10 property/casualty 
insurers in the United States. The association supports local and regional mutual insurance companies on 
main streets across America as well as many of the country’s largest national insurers. 
 
The insurance industry takes consumer privacy very seriously and have been subject to numerous laws and 
regulations for years for the protection of consumer data. Our industry’s commitment to appropriate use 
and safeguarding of consumer information has helped establish what has become a comprehensive federal 
and state regulatory framework governing the use and disclosure of personal information for the insurance 
industry. 
 
Exceptions for GLBA-Subject Financial Institutions 
 
When considering the broad privacy landscape, NAMIC encourages legislators to fully understand all the 
existing frameworks of laws and regulations currently in place, which can vary significantly from industry to 
industry. New provisions would not be enacted in a vacuum. This is especially true for insurance -- each state 
and the federal government already has robust laws/regulations to address data privacy, security, and other 
requirements. By recognizing that this is not a blank slate and to forestall confusion and conflicts, NAMIC 
advocates that new provisions are not a disconnected additional layer of obligations. To avoid unintended 
consequences, NAMIC encourages policy makers to recognize existing laws and regulations.  
 
Given the vital business purposes for data in the insurance transaction, historically policy makers have 
recognized the important role information plays in insurance and, with certain protections in place, they 
have allowed collection, use, and disclose for operational and other reasons. 
 
Title V of the Gramm-Leach-Bliley Act (GLBA)2 provides a landmark privacy framework for financial services, 
including insurance. It sets forth notice requirements and standards for the disclosure of nonpublic personal 
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3See NAIC Model Laws 668, 670, 672, 673 
 

 

financial information – it specifically requires giving customers the opportunity to opt-out of certain 
disclosures. Under GLBA, functional financial institution regulators implemented the privacy standards. 
Given concerns with consistency, the National Association of Insurance Commissioners (NAIC) has adopted 
multiple model laws with regard to data privacy and cybersecurity3. And states have moved forward with 
adopting those models. For insurers, the Maryland Insurance Administration (MIA) regulates privacy matters 
(including consistent with Md. Code regs. 31.16.08.01 to 31.16.08.24) and provides robust oversight.  
 
When it comes to retaining information, today insurers are already subject to specific record retention 
requirements. This information is important for several reasons. Insurers need to have information available 
for claims and litigation and insurance regulators rely on data for market conduct purposes. Again, 
insurance-related data is subject to numerous existing laws and regulations. 
 
While NAMIC is pleased to see the inclusion of a GLBA exemption in SB 169, the exception should apply to 
both the data and entity subject to the GLBA as follows: 
 

Nothing in this Act shall be deemed to apply in any manner to data or to a financial 
institution or an affiliate of a financial institution that is subject to Title V of the federal 
“Gramm-Leach-Bliley Act of 1999,” 15 U.S.C. s.6801 et seq. and the rules and 
implementing regulations promulgated thereunder or to Maryland Insurance Code Ann. 
Sec. 2-109 and the rules and implementing regulations promulgated thereunder. 

 
Thank you for taking the time to consider our position on Senate Bill 169. 
 
Sincerely, 
 
 
 
Matthew Overturf, Regional Vice President 
Mid-Atlantic Region 

https://content.naic.org/sites/default/files/model-law-668.pdf
https://content.naic.org/sites/default/files/model-law-670.pdf
https://content.naic.org/sites/default/files/model-law-672.pdf
https://content.naic.org/sites/default/files/model-law-673.pdf
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Testimony of 
JAKE LESTOCK 

CTIA 

 
In Opposition to Maryland SB 169 

 
Before the Maryland Senate Finance Committee 

 

February 8, 2023 
 

 

Chair, Vice-Chair, and members of the committee, on behalf of CTIA®, the trade 

association for the wireless communications industry, I submit this testimony in opposition to 

SB 169. This bill places businesses under a strong threat of litigation and is not reflective of 

the current online ecosystem. 

SB 169 is modeled after a biometric privacy law in Illinois, enacted in 2008, which has 

led to myriad lawsuits and little consumer protection. Maryland should not replicate this 

problematic law.   The private right of action contained in SB 169 would subject companies to 

the risk of expensive litigation that primarily benefits the plaintiffs’ bar and offers little relief 

to consumers. This has shown true in Illinois, where at the end of 2019, nearly 300 lawsuits 

were filed regarding their law – almost four times the total for 2018, the previous high 

watermark. Through September of 2021, according to a search of court filings, plaintiffs’ 

lawyers have filed over 900 cases alleging violations under the BIPA law in Illinois.1  

                                                      
1 https://instituteforlegalreform.com/research/ilr-briefly-a-bad-match-illinois-and-the-biometric-

information-privacy-act/  
 

https://instituteforlegalreform.com/research/ilr-briefly-a-bad-match-illinois-and-the-biometric-information-privacy-act/
https://instituteforlegalreform.com/research/ilr-briefly-a-bad-match-illinois-and-the-biometric-information-privacy-act/
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These lawsuits have targeted businesses both large and small for alleged technical 

violations linked to collecting, using, and sharing biometric identifiers, like those indicated in 

SB 169.  Rather than protecting consumers, however, these lawsuits have stifled beneficial 

uses of biometric data, and this legislation would do the same.  

Furthermore, the written consent requirement does not reflect the current online 

ecosystem and is unworkable from a practical sense. This bill would have the negative effect 

of precluding protection for some consumers such as disabled populations, the elderly, and 

others, as they would be disadvantaged because they would be unable to use their voice to 

consent to services that protect themselves and others from cyber threats. This could also 

impact the use of voice recognition services such as those used in automobiles that help avoid 

distracted driving.  

The right to access biometric information contained in the bill could also expose 

Maryland consumers to security risks, particularly by allowing a consumer’s representative to 

make a request on her behalf.   This creates  the risk that biometric identifiers and other 

sensitive information could land in the hands of bad actors posing as consumers exercising 

their rights under the law or victims of domestic abuse.       

Moreover, for over 20 years, the Federal Trade Commission has developed and 

enforced an effective privacy framework that applies to all players in the internet ecosystem. 

The FTC is an active consumer privacy enforcer. It has brought over 500 enforcement actions 

protecting consumer privacy. Through these enforcement actions, as well as through 
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extensive policy guidance, the FTC has articulated a consumer privacy framework in which 

more sensitive personal information including biometric or genetic information, is generally 

subject to heightened protections, while there is greater flexibility to collect, use, and disclose 

non-sensitive information. In addition, the Maryland Attorney General already has the 

authority to address unfair or deceptive acts or practices relating to consumer privacy under 

state consumer protection laws. Because of these existing federal and state measures, and 

other privacy laws, biometric data is already protected. 

This bill raises complex issues and replicating an outdated and litigious statute, which 

was passed over a decade ago and has not been enacted in any other state, is not a path that 

Maryland should follow. As stated, passage of this legislation would expose consumers to new 

privacy and security risks and open up businesses to the threat of litigation, which would act 

as a damper on innovation, ultimately harming consumers in Maryland. Accordingly, CTIA 

respectfully requests that you not move this legislation. Thank you for your consideration.  
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 Amendments to Biometrics - Maryland SB 169 / HB 033 
 

The requirements of the Maryland SB 169 /HB 033 could jeopardize companies' ability to conduct clinical trials and 
biomedical research in Maryland.  SB 169 /HB 033 would require private entities to delete all biometric data within 1 
year of the entity's last interaction with an individual, or when the initial purpose for their collection has been satisfied, 
or within 30 days of receiving a request to delete an individual’s biometric data, whichever is sooner.  The current 
definition of "biometric data" may include information that is used in clinical trials or other biomedical research.  The 
requirement to delete this information—by a specific deadline or upon request—may conflict with researchers’ legal 
obligations to maintain and report information collected for biomedical research.  For this reason, we are seeking the 
proposed amendments that would exclude entities conducting biomedical research in accordance with recognized 
research standards, exclude information that is collected or used for research in accordance with certain federally or 
internationally recognized research standards from the definition of “biometric data,” and include a definition for 
“research.”  
 
In addition, we are seeking an amendment to define research, as defined under the federal Health Insurance Portability 
and Accountability Act (HIPAA), that would expressly clarify that research includes clinical trials but also includes critical 
observational research outside of a clinical setting which can reflect diverse patients in real world practice settings. This 
type of research can lead to more efficient drug development programs, provide more robust information about the 
benefits and risks of new medicines, and can ultimately lead to quicker access to innovative, safe, and effective 
medicines for patients. This type of research also may help to understand how treatments work in a broader patient 
population – such as those who may not be able to participate in trials because of comorbidities or because they live 
far from a clinical trial site.   
 
Research involving human subjects already applies to recognized and accepted research standards that incorporate 
ethics and privacy principles, including an informed consent process.  Providing an exemption for entities conducting 
biomedical research will help to avoid any unintended consequences that may impede the development of critical 
therapies and medicines by recognizing that biomedical research, conducted in accordance with existing ethical 
frameworks, already safeguards individuals’ decision-making with regard to their information, including biometric data. 
 
 

PROPOSED AMENDMENTS 
Add to 14-4501(E)(2):  
(V) AN ENTITY, OR AN AFFILIATE OF AN ENTITY, CONDUCTING RESEARCH IN COMPLIANCE WITH THE FEDERAL POLICY FOR THE 
PROTECTION OF HUMAN SUBJECTS, 45 C.F.R. PART 46, THE GOOD CLINICAL PRACTICE GUIDELINES ISSUED BY THE 
INTERNATIONAL COUNCIL FOR HARMONISATION, OR THE UNITED STATES FOOD AND DRUG ADMINISTRATION PROTECTION OF 
HUMAN SUBJECTS UNDER 21 C.F.R. PARTS 50 AND 56. 
Add to 14-4501 as new (G): 
“RESEARCH” MEANS A SYSTEMATIC INVESTIGATION, INCLUDING RESEARCH DEVELOPMENT, TESTING, AND EVALUATION, 
DESIGNED TO DEVELOP OR CONTRIBUTE TO GENERALIZABLE KNOWLEDGE.  
Add to 14-4501(B)(2): 
(IV) INFORMATION, HUMAN BIOLOGICAL SAMPLES, IMAGES, OR FILMS COLLECTED, USED, OR DISCLOSED IN THE CONTEXT OF 
RESEARCH CONDUCTED IN ACCORDANCE WITH THE FEDERAL POLICY FOR THE PROTECTION OF HUMAN SUBJECTS, 45 C.F.R. 
PART 46, THE GOOD CLINICAL PRACTICE GUIDELINES ISSUED BY THE INTERNATIONAL COUNCIL FOR HARMONISATION, OR THE 
UNITED STATES FOOD AND DRUG ADMINISTRATION PROTECTION OF HUMAN SUBJECTS UNDER 21 C.F.R. PARTS 50 AND 56. 
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FPF Written/Verbal Testimony for 2/8/23 Hearing

Good Afternoon,

My name is Tatiana Rice, and I serve as Senior Counsel at the Future of Privacy Forum, a
non-profit dedicated to advancing privacy leadership, scholarship, and principled data practices
in support of emerging technologies.

In the absence of comprehensive privacy legislation, I appreciate this legislatures’ efforts to
establish new rights and protections for consumers biometric information. Today, I’m here to
recommend to this Committee the three following points should it consider advancing this
legislation:

1. The carve-out for physical and digital photographs, and video or audio recording
should be limited to identification

As currently drafted, the definition of “biometric data” which “does not include a physical or
digital photograph, or a video or audio recording” may unintentionally create loopholes for
technologies that pose the highest privacy risks. For example, when developing a facial
recognition system, photos of individuals are used to train the system by extracting certain
unique features and vectors from the photograph and associating them with a known identity in a
database. If the raw sources of data used to create biometric systems such as photos are
excluded, it is possible an entity could escape liability due to this carve-out. Instead, the
legislature should consider adopting the language used in the Connecticut Data Privacy Act,
which excludes these sources, and any data generated therefrom, unless it is used to identify a
specific individual.

2. Consumer rights of access and deletion should be verifiable and required of all
processing entities.

SB 169 Section 14-4505 and Section 14-4502(A)(1)(III) provides consumers with important rights of
access and deletion. If passed, this would be the first time a specific biometric data privacy bill in
the US provides these rights to consumers, it also highlights the need to ensure these provisions
are carefully drafted.  While these rights are important, it is equally important to ensure that
businesses are not required to process fraudulent requests from bad actors that could also risk
consumers’ information. As written, the “right to deletion” provision does not specify what a
“verified” request means, it also does not instruct any service providers or third-parties to which a
business may be using for its software to also delete the data, and it does not require notice to
the individual if there is reason to believe someone is fraudulently attempting to access or delete
their biometric data. Comprehensive data privacy laws that provide consumer privacy rights such
as the California Privacy Protection Act (CCPA) can provide a useful framework, where the
California AG specified in their implementing regulations that a “verifiable consumer request”
could be determined by matching identifying information provided by the consumer to the
personal information already maintained by the business.
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3. Lastly, the Bill should make the Fraud and Security exemptions consistent

Decades of research has demonstrated that biometric authentication is one of the most important
security measures for many companies to prevent against fraud. It is used, for example, to secure
access to buildings or databases, or confirm the identity of a known consumer before providing
access to financial information. Fingerprinting, is also a common requirement for employee
background checks pursuant to state or federal laws.

Unlike other biometric data privacy laws in the US, this bill provides compliance exemptions for
biometric data used for fraud prevention or security purposes as it relates to consent and
deletion requirements. Section 14-4504 exempts entities from getting individual consent to
process biometric information if it is required by federal, state, or local law, or if it used for fraud
prevention or security purposes (so long as there is still conspicuous notice). However, Section
14-4502 only exempts entities from complying with deletion requests if the individual is “part of
the state voluntary exclusion program” which appears to be a program for individuals who wish to
ban themselves from Maryland casinos. As a result, if any non-casino entity received a verifiable
deletion request, they must delete the data which would terminate the entity’s ability to continue
using the biometric authentication system for that individual. The entity, therefore, must choose
between recommended security practices or compliance by federal or state law, or compliance
with this Act, even if they were initially able to collect the individual information without consent.
Given that the bill’s consent fraud exemptions are broader than the fraud exemptions for deletion,
the legislature may consider better aligning these provisions for consistency of compliance.

Should the legislature have any additional questions or seek additional information, I would be
more than happy to assist in whatever way I can.

Tatiana Rice
Senior Counsel for U.S. Legislation and Biometrics
trice@fpf.org| www.fpf.org
1350 Eye Street NW, Suite 350
Washington, DC 20005
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