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TO: Senate Budget and Taxation Committee

FROM: Department of Information Technology

RE: Senate Bill 487 - Procurement - Major Information Technology Development Projects
DATE: February 5, 2025

POSITION: Letter of Concern

The Honorable Guy Guzzone

Senate Budget and Taxation Committee
3 West Miller Senate Office Building
Annapolis, Maryland 21401

Dear Chairman Guzzone,

The Department of Information Technology (DolT) is concerned about Senate Bill 487 -
Procurement - Major Information Technology Development Projects. The bill seeks to modify the
oversight, procurement, and risk management processes for major information technology
development projects (MITDPs) in Maryland. While we recognize the intent to enhance
accountability and mitigate risks, we have serious concerns regarding the bill’s feasibility,
implementation challenges, and its potential impact on IT procurement efficiency. We list below
some of our key concerns.

The bill requires the Secretary of Information Technology to conduct risk assessments for
MITDPs deemed to pose "exceptional risks" to the state. However, the bill does not clearly
define what constitutes an "exceptional risk" or outline standardized criteria for these
assessments. This ambiguity may lead to inconsistent evaluations and arbitrary
decision-making, making implementation difficult.

The proposed liability limits for IT procurement contracts—capping contractor liability at twice
the contract value—may constrain our ability to negotiate terms that adequately protect state
interests. While exceptions exist for fraud, intentional misconduct, and negligence leading to
bodily harm or property damage, the bill does not account for other critical scenarios where
higher liability may be warranted.

The bill increases DolT’s oversight responsibilities, requiring risk assessments, detailed
evaluations, and annual reporting. Without additional resources or funding provisions, this
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added workload could strain existing personnel and delay critical IT projects.

SB 487 targets only major IT development projects, leaving similar procurement processes for
other large-scale state projects unaffected. If the goal is to enhance risk management and
efficiency, a broader, more comprehensive approach should be considered rather than singling
out MITDPs.

The bill emphasizes identifying and modernizing legacy systems but introduces complex and
restrictive procurement requirements that could slow down the modernization efforts it aims to
support. The additional bureaucratic layers may lead to longer project timelines and increased
risk due to legacy systems being in place longer than necessary.

Rather than enacting SB 487 in its current form, we recommend a collaborative effort involving
DolT, the Chief Procurement Officer, and key stakeholders to review liability provisions already
included in procurement templates, refine risk assessment criteria, address liability concerns,
and streamline procurement processes without imposing overly burdensome requirements. A
balanced approach will ensure the state can effectively manage risks while maintaining the
flexibility necessary for successful IT project execution.

We urge the committee to consider alternative solutions that achieve the intended goals without
unintended negative consequences and additional administrative costs. Thank you for your time
and consideration. Please feel free to reach out if you require further discussion on this matter.

Best,
Melissa Leaman

Acting Secretary
Department of Information Technology
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