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I. Summary of Recent High-Profile Cyber Incidents Across the Country  

According to the Department of Health and Human Services Office of Civil 
Rights (OCR), which tracks health-related privacy breaches, the past five years have 
seen a 256%  increase in large breaches of healthcare related organizations that involved 
hacking. Perhaps  more concerning, the OCR reports that there has also been a 264% 
increase in the use of  ransomware against healthcare related targets. A report by the 
FBI’s Internet Crime Complaint  Center found that in 2023 “Healthcare and Public 
Health” was the most affected critical  infrastructure sector from ransomware attacks. 
The rise of ransomware is particularly alarming  because, as evidenced in the ongoing 
UnitedHealth Group and Ascension cyber incidents,  ransomware has the ability to 
paralyze an organization’s operations.  

As recently as 2015, most privacy breaches in the healthcare industry were due to 
data  being lost or stolen (see Figure 1, based on OCR Reporting Data, below). More 
recently, privacy  breaches have utilized various forms of hacking into IT networks, 
sometimes employing  malware. These hackers would copy or remove PHI and extort the 
organization to avoid the  public release of the information. However, until the more recent 
emergence of ransomware,  these cyber incidents did not involve the widespread inability 
to access an organization's IT  systems. Thus, the primary harms from this earlier 
generation of cyber-incident included:  

1.​ The risk posed to customers of future identity theft  
2.​ The reputational risk to the organization from failing to safekeep information,  including 

risk of customer loss  
3.​ Fines for the organization’s risk management failures which enabled the PHI  violations  
4.​ Class-action lawsuits brought by patients whose data had been exposed by  privacy 

breaches  
5.​ The costs associated with notifications, paying for identity monitoring for  impacted 

customers, and other specialized services required to manage the fallout  and recovery 
from the privacy breach  

6.​ Any ransom payments, if made  

These are certainly significant costs, and they are sometimes enough by 
themselves to  drive a company into bankruptcy following such a cyber-incident. For 
example, New York  based American Medical Collection Agency entered bankruptcy due 
to the “costs of notification  and remediation,” along with the loss of several important 
customers after a 2019 cyber-incident  exposed the data of 21 million people.   

As bad as these harms are, however, this earlier generation of cyber-intrusion 
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rarely had  any discernible impact on customer services. There were costs incurred by the 
organization, to be sure, but nothing actually stopped working. A customer might 
(repeatedly) find out that their  social security number was on the dark web, but their 
doctor was still able to access their  electronic health record, ensure the correct medication 
was administered, and receive prompt  payment for medical services provided. The 
patients were not in any immediate physical risk  because of these non-ransomware cyber 
incidents.  

The UnitedHealth Group and Ascension cyber-incidents were detected in February 
and  May of 2024, respectively. These incidents mark a frightening departure from the 
dominant  pattern of earlier cyber-attacks, which stole data but generally did not disable 
organizational  functions. In both of these attacks, the cyber intruders used ransomware to 
encrypt critical  systems, effectively preventing the organizations from performing many 
of their core tasks.  While as many as one-third of Americans may have had their PHI 
compromised in the  UnitedHealth Group breach, a much more immediate harm 
materialized in the form of many  healthcare providers, pharmacies, and insurers across 
the country being unable to process claims  or share other related information. Despite 
paying a $22 million ransom in bitcoin to the  hackers, it took over a month for the 
company to restore basic functionality of its critical  systems, though efforts are ongoing 
to restore access for all customers. A March survey performed by the American Hospital 
Association indicated that 74% of hospitals experienced  direct impacts to patient care and 
94% of hospitals experienced a negative financial impact from  the loss of UnitedHealth’s 
critical services. An April survey performed by the American  Medical Association 
revealed that 90% of medical provider respondents reported that they  continued to lose 
revenue from unpaid claims, and 62% were using personal funds to cover their  medical 
practice’s operating expenses.  

The more recent Ascension cyber-incident had an even more pronounced impact on  
patient care. Ascension operates 142 hospitals, 40 senior living facilities, and more than 
2,600  care sites across the country. At many of these locations, the ransomware eliminated 
the ability  of medical providers to access Electronic Health Records, use phone systems, 
order tests, order  procedures, order medications, and connect to external vendors and 
partners, among other  services that were degraded. While the hospital system shifted to 
“downtime procedures” to deal  with the lack of these systems, public reporting suggests 
that the downtime procedures were  inadequate to deal with the breadth of systems affected 
or duration of the outage. These news  reports carry multiple eye-witness reports of 
medication dosing errors and at least one patient  fatality from delays in obtaining critical 
test results. Conditions were so bad at Ascension  hospitals that one Michigan Ascension 
ER nurse told NPR that “[i]f I started having crushing  chest pain in the middle of work 
and thought I was having a big one, I would grab someone to  drive me down the street to 
another hospital.” These examples show that today’s threat actors,  armed with 
ransomware, pose a threat that extends well beyond the more traditional privacy related 
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risks of their predecessors. They now pose a direct and immediate threat to the lives of  
patients. 

4  
Where does that leave us? Healthcare-related privacy breaches today expose private  

health information for more people than in the past, are much more likely to be caused by cyber 
incidents (as opposed to theft or other methods of unauthorized disclosure), and those cyber 
incidents are more likely to use ransomware. As the Ascension attack painfully illustrates,  cyber 
incidents at healthcare organizations are no longer just a privacy concern. Patients are  being 
harmed, sometimes fatally, in real-time as these attacks unfold. Even where obvious  patient 
harm does not materialize, such as in the UnitedHealth breach, patients still experience a  
substantial negative impact from delays, confusion over billing and insurance approvals, and  
restricted access to pharmacy services. Zooming out a bit further, patients are also certain to be  
harmed by the increased healthcare costs associated with healthcare providers needing to invest  
more in cybersecurity, pay more for liability insurance, or even choosing to pursue work outside  
of direct patient care in an effort to avoid the risks associated with being either the target or  
collateral damage from one of these attacks.  

Figures 1-3 below are taken from The HIPPA Journal reporting and show nationwide 
trends  compiled from OCR breach and HIPAA penalty data.  

Figure 1

 
Figure 2  
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Figure 3  

 

II. Maryland-specific analysis  

Healthcare-related organizations operating in Maryland have experienced similar patterns  
of hacking/IT incidents as those observed nationally. Specifically, according to the information  
publicly reported by the Department of Health and Human Services Office of Civil Rights  
(OCR) regarding data breaches impacting 500 or more individuals, since 2010 Maryland based  
organizations have suffered 84 breaches categorized as “hacking/IT incidents” Of these  
breaches, 55 were of healthcare providers, 18 were of business associates, and 11 were of health  
plans. As the below graph indicates (Figure 4), the rate of these hacking/IT incidents has picked  
up considerably in recent years, with hacking/IT incidents exceeding data breaches caused by  
other forms of data compromise every year since 2018, and the gap appears to be widening.  
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Figure 4  

 
Additionally, the number of individuals impacted in these breaches is rising rapidly.  Hacking/IT 
incidents are responsible for 89% of the total number of individuals impacted by the  reported 
Maryland data breaches, despite only constituting 64% of reported breaches since 2010.  From 
the first reported breach related to a hacking/IT incident in 2010 to the end of 2013, less  than 
10,000 individuals were impacted (7,400 total, with zero reported in 2011 and 2012). In  2014, 
more people were impacted than in the prior four years combined (10,766), and this trend  has 
continued to accelerate since that time. In 2023, over 3.5 million individuals were impacted  by 
hacking/IT incidents. The graph below (Figure 5) illustrates this rapid growth. Note that due  to 
the wide range in reported values, the numbers prior to 2014 and for 2016 look like zero on  this 
scale, but there were over 40,000 people affected across those years. Similarly, though 2022  
looks like a very low number, it is actually 209,213–nearly 20 times higher than the 2014 value.   

Figure 5 
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Of the health-care related organizations represented in this database of Maryland-based  

incidents, 65% of the hacking/IT incidents occurred at healthcare providers (55 out of 84  
incidents), while 21% were from business associates (18 out of 84 incidents) and 13% were  
health plans (11 out of 84 incidents). It should be noted that all of these numbers represent an  
undercount of the scale of the problem, because OCR is only required to publicly report those  
incidents involving data breaches for 500 or more individuals.   

Another helpful reference for understanding how Maryland compares to other similar  
states is a report compiled by the Maryland Healthcare Commission in 2021. It also relies on the  
OCR data, and it zooms in on the years 2018-2020. In addition to breaking down the type of  
breach by the type of covered entity, this study also analyzed MD as a part of a cohort of 7 other  
states which had similar per-capita hospital inpatient rates over the studied period. Thus, the  
report allows for a comparison of MD breach data to each of the other 7 states in the cohort, as  
well as to national averages. One of the observations that can be drawn out of the report is that,  
at least for the years 2018-2020, MD had the highest number of breaches per-capita of the cohort  
states, and also had more records compromised per-capita than the average state in the cohort, as  
shown in the below table (Figure 6) taken from page 6 of the report:  

Figure 6  

 
 
III. Sampling of regulations and legislation being pursued in other states  

A review of regulatory and legislative action being pursued in other States to address  
healthcare-related cybersecurity issues was conducted for this report. Due to the widely varying  
approaches that states take to document the relevant information, there are likely some pending  
regulations or laws that are not captured in this review, but the examples below nonetheless  
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highlight the wide array of different approaches being pursued at the state-level to bolster  
healthcare cybersecurity.   

Oklahoma and New York are both taking an approach that seeks to get hospitals to  
develop robust cybersecurity programs. However, they are taking different angles on the  
problem. New York is creating a regulation that requires substantial and fairly specific actions  by 
hospitals to create a cybersecurity program. The associated regulatory impact statement  
acknowledges that this will likely cost millions of dollars for many of the hospitals governed by  
the regulation. Oklahoma, on the other hand, passed a law in 2023 attempting to incentivize  
(vice requiring) hospitals to develop robust cybersecurity programs by creating a new affirmative  
defense to negligence lawsuits stemming from cybersecurity breaches. To be able to qualify to  
use the affirmative defense to such lawsuits, the hospitals have to have a cybersecurity program  
that meets certain requirements spelled out in the legislation.   

New Jersey is perhaps the next most active state on this front, with three bills pending in  
the current legislative session. One of those bills effectively combines the other two by creating  a 
new requirement for businesses in healthcare, finance, and essential infrastructure to report  
cybersecurity incidents to the state and prepare a detailed cybersecurity plan. Unlike the New  
York regulation, the proposed New Jersey bill would require organizations to use the most up-to 
date cybersecurity frameworks issued by several specific organizations, listed as: (1) the  
Framework for Improving Critical Infrastructure Cybersecurity developed by the National  
Institute of Standards and Technology; (2) the Center for Internet Security Critical Security  
Controls; or (3) the International Organization for Standardization and International  
Electromechanical Commission 2700 series of standards for an information security management  
system.  

There have been a few states that have proposed some form of ban on hospitals or other  
entities paying ransom for cyber-incidents, but no examples could be located of such a bill  
becoming law. For example, there was one bill proposed during New York’s 2021-2022  
legislative session, which would have imposed a $10,000 civil fine for any hospital. It appears to  
have died in committee.  

There are other approaches being pursued that are more removed from the healthcare  
industry, but that nonetheless would impact it in some way. Alaska, for example, makes a cyber  
security vulnerability assessment available to organizations in critical infrastructure sectors. In  
California, regulators are in the early stages of making a rule to require all businesses (above a  
certain size) to undergo periodic cybersecurity audits. There was also a Texas law enacted in 
2023 that requires all businesses to report data breaches to the State in 30 days (shortening the  
prior 60 day window). 

 
Many States have implemented some form of legislation providing for enhanced privacy  
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protections for consumers. Though not directly targeted at the healthcare industry, these bills  
tend to raise the costs of data breaches and create new requirements that in theory could lead to  
hospitals investing more in their cybersecurity efforts. This is an indirect effect of such  
legislation, so laws that fell into this category were not included in this review. However, a very  
useful tracker of such state-level data privacy laws already in effect and currently under  
consideration, including comparisons of the types of provisions in each, is maintained by the  
International Association of Privacy Professionals and is a good starting point for someone  
seeking to get a high-level view of the status of these privacy-related statutes.   

This review found that most states have not yet made a significant move towards  
addressing the cybersecurity risk in the healthcare sector. To the extent states are moving  
towards taking action on this front, it appears to be primarily focused on requiring or  
incentivizing hospitals to have cybersecurity plans. New York’s regulation is the most detailed  
attempt identified in this review to address the threat healthcare-related cyber-incidents entail.  
New Jersey appears to be following the lead of New York and seems to be on track to pass  
legislation requiring a cybersecurity plan and imposing reporting requirements by the end of the  
current legislative session. Oklahoma is also encouraging the development of cybersecurity  
plans by hospitals, via the carrot of creating a liability shield for those that comply with some  
baseline cybersecurity requirements. Periodic efforts by multiple states to make paying ransoms  
illegal have not been successful.   

IV. Current cybersecurity posture of the healthcare industry  

A number of recent wide-ranging surveys have been conducted of healthcare  organizations which 
capture the current cybersecurity posture of the industry. These surveys are  reviewed below. They 
demonstrate both the current rate of adoption of various cybersecurity  frameworks, the incidence rate 
of different types of cybersecurity threats, and trends in  cybersecurity spending.  

2023 Healthcare Information and Management Systems Society (HIMSS) Healthcare  
Cybersecurity Survey, available at   
https://www.himss.org/sites/hde/files/media/file/2024/03/01/2023-himss-cybersecurity-survey 
x.pdf  

10 



●​ Reviews a broad range of information from healthcare cybersecurity professionals  
regarding budgets, workforce challenges, perceptions of the threat environment, AI  
adoption, oversight, and areas for future focus. Key highlights are below: 

○​ Recruiting cybersecurity professionals is a significant challenge due to both 
lack  of qualified workers and inadequate budgets for hiring (page 5) 

○​ Retaining cybersecurity professionals is also challenging for reasons 
including  lack of professional growth opportunities and inadequate 
compensation (page 6)  

○​ Inadequate investment (at the organizational level) in cybersecurity is 
hampering  cybersecurity efforts (page 6)  

○​ Cybersecurity spending was reported to be on the rise, with most 
organizations  (55.31%) reporting increased spending in 2023 versus 2022.  

○​ Traditionally, healthcare organizations tended to spend 6% or less of the IT  
budget on cybersecurity, but that is trending up, and in 2023 the average   

cybersecurity expenditure out of the IT budget was 7% or higher (pages 7-8). The  
below graphic (Figure 7) is from page 8 of the survey report showing the reported  
expenditures from 2023 data:  

 

Figure 7: Percent of Organization’s IT Budget Spent on Cybersecurity  

●​ The majority of respondents (54.59%) reported that their organization  
experienced a significant security incident in the past 12 months (page 9)  

●​ General email phishing was cited as the most frequent initial source of  
compromise in significant security incidents, as shown below (Figure 8, 
taken  from page 11 of the survey report) along with other initial points of 
compromise: 

 
Figure 8: 2023 Security Incidents: Initial Points of Compromise  
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Healthcare Cybersecurity Benchmarking Study 2024, available at https://h-isac.org/partnered 
report-healthcare-cybersecurity-benchmarking-study-2024/  

●​ Out of 58 healthcare industry respondents, (54 payer or provider organizations and 4  
healthcare vendors), 57% used the NIST Cybersecurity Framework (see below for more  
details on this framework) as their primary cybersecurity framework, while another 14%  
used it but not as the primary cybersecurity framework. 29% used the Healthcare  Industry 
Cybersecurity Practices (HICP). The study found that “high NIST CSF and  HICP 
coverage is a strong indication of cybersecurity preparedness” (page 2).  

●​ This survey also breaks down the types of functions healthcare organizations have  
focused on protecting, and those functions which are more neglected, observing in part  
that “[a]verage coverage across the five NIST CSF functions shows that organizations are  
generally more reactive than proactive in their approach to cybersecurity, with the  
Identify function having the lowest coverage and the Respond function having the  
highest. This year’s HICP coverage is also similar to last year’s, confirming that most  
organizations have Email Protection Systems in place but have a long way to go with  
Medical Device Security and Data Protection and Loss Prevention.” (page 3 is the source  
of Figures 9 and 10 below) 

 
 
 
 
 

Figure 9  

 
Figure 10 
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American Medical Association Informal Provider Survey Results Regarding the Change  
Healthcare cyberattack impact, accessible at https://www.ama-assn.org/system/files/change 
healthcare-survey-results.pdf  

●​ A useful reference for demonstrating the degree of vulnerability of providers to a  
cyberattack on a critical business partner. It does not include details on what  
cybersecurity measures providers are taking, but for this particular attack (the  
UnitedHealth Group/Change Healthcare cyberattack) the problem was not the 
healthcare  providers’ cybersecurity posture. Rather, healthcare providers who suffered 
no breach of  their own were nonetheless severely harmed by a breach at a critical 
partner. This serves  as a reminder that it is not enough to require healthcare providers 
to have robust cybersecurity, because they can still be crippled by the loss of key 
services provided by  third-party vendors that are targeted by cyberattacks.  

NIST Cybersecurity Framework (CSF), available at https://www.nist.gov/cyberframework  

●​ This is one of the cybersecurity frameworks cited as being widely employed in the above  
referenced Healthcare Cybersecurity Benchmarking Study 2024. This is also one of the  
three frameworks expressly mentioned in the proposed New Jersey legislation discussed  
in the legislation section of this report.  

Healthcare Industry Cybersecurity Practices (HICP), available at   
https://405d.hhs.gov/cornerstone/hicp#best-practices  

●​ This is a second cybersecurity framework cited by the Healthcare Cybersecurity  
Benchmarking Study 2024 as being widely employed in the healthcare industry. The  HICP 
consists of 10 healthcare-specific cybersecurity practices that are based on the main  
healthcare industry cybersecurity threats.  

V. Information on costs of cyber incidents  

In a 2023 study, IBM Security found that the average cost of a data breach in the  healthcare 
industry was 10.93 million (see Figure 11 below, taken from page 13 of the IBM  study). The study also 
found that the average cost for a data breach for a healthcare  organization went up 53.3% from 
2020-2023 (page 13). In a 2019 study, the Health Sector  Cybersecurity Coordination Center of the 
Department of Health and Human Services reviewed the costs of healthcare sector data breaches, 
finding that the average cost to an organization per  stolen healthcare record in 2018 was as high as 
$408 (page 4).  

Specific information on the actual costs of business disruptions caused by cybersecurity  
incidents varies widely with the type of attack and is often not reported publicly. However, some  
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insight into the magnitude of costs from business disruptions in the ransomware era can be  
gained by referencing the most recent earnings report from UnitedHealth Group, which provided  
estimated costs from the most recent cyber attack discussed in the first section of this report.  
UnitedHealth Group reported $279 million in business disruption costs from this attack, plus  
$593 million in direct response costs (page 5 of the enclosure to the earnings report, titled  
“Earnings by Business-Supplemental Financial Information”). These costs did not include fines  
and litigation costs that will undoubtedly substantially raise the final cost of this cyber attack.  
While most medical organizations are far smaller than UnitedHealth Group, and thus might  
expect far lower costs, it is worth noting that business disruption costs accounted for nearly ⅓ of  
total costs reported thus far. It is unclear if this is a ratio of business disruption costs-to-total  
costs of a cyber-attack that can be expected in future attacks, but it suggests that healthcare  
companies facing ransomware attacks can expect substantial costs due to business disruption.   

Other costs that can be expected for affected organizations include regulatory fines (see  
figure 3 above), ransom payments, and class action lawsuits. One study by law firm  
BakerHostetler, which has tracked and reported data from data breach incidents for nearly a  
decade, reported that the “[a]verage ransom paid (for all industries) increased 15% in 2022 to  
$600,688. The health care industry saw the largest increase in average ransom paid ($1,562,141,  
up 78% from 2021).” This indicates that healthcare organizations are paying significant ransoms  
when targeted and that those ransoms are well above the average for other industries. The $22  
million ransom paid by UnitedHealth Group in response to its recent cyber incident is consistent  
with this trend.   

Class action lawsuits are also on the rise, with a 2023 Bloomberg Law study finding a  
noticeable acceleration in the filing of class action lawsuits related to healthcare data breaches  
(see Figure 12 below, taken from the study). While the costs associated with class action  
lawsuits vary widely based on the facts of the case, one ongoing Maryland case gives a rough  
sense of the magnitude of costs that Maryland-based firms might expect. In a recent ruling in  
Brent v. Advanced Medical Management, a U.S. District Court in Maryland rejected a proposed  
settlement valued at $3,000,000 for a data breach class action lawsuit stemming from a breach  
that affected over 300,000 individuals. Thus, it is reasonable to anticipate class action lawsuit  
costs to a compromised organization of several million dollars for a medium to large-sized  
breach. 

 
Taken together, the data indicates that healthcare organizations face rapidly increasing  

costs from cyber incidents that are becoming increasingly damaging and affecting increasingly  
larger groups of people. There is no indication that these trends will slow in the near future.   
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Figure 11 Cost of a data breach by industry (in millions of US Dollars) 
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Figure 12 
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