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Valuable Data: Healthcare 
organizations possess a wealth 
of sensitive data, which is highly 
valuable to cybercriminals and 
nation-state actors.

High Financial Rewards: Stolen 
records sell 10 times more than stolen 
credit card numbers on the dark web, 
with costs to remediate breaches also 
being significantly higher than in other 
industries.

Disruption Drives Immediacy: 
Disruptions to healthcare lead to 
proven negative impact on 
patient outcomes, meaning the 
pressure is high to pay ransoms 
to cybercriminals.
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Why Healthcare is a Target



National Threat Landscape
• Health-related privacy breaches have 

gone up 256% over the past five years 
(OCR).

• Ransomware attacks on healthcare 
related organizations is up 264%. (OCR)

• ”Healthcare and Public Health” was the 
most affected critical infrastructure industry 
from ransomware attacks. (FBI Internet 
Crime Complaint Center) 

From Chris Hart (2024). Review of National and State-Level Data 
Relating to Cyber Incidents and Cybersecurity at  Healthcare 
Organizations.  Research supported by the Center for Health and 
Homeland Security at the University of Maryland, Baltimore. 3

https://1drv.ms/b/c/da0790498ca8843a/ETqEqIxJkAcggNq2gwAAAAABYlszsQfviiVKYiMJKhawyQ?e=AqlNSL
https://1drv.ms/b/c/da0790498ca8843a/ETqEqIxJkAcggNq2gwAAAAABYlszsQfviiVKYiMJKhawyQ?e=AqlNSL
https://1drv.ms/b/c/da0790498ca8843a/ETqEqIxJkAcggNq2gwAAAAABYlszsQfviiVKYiMJKhawyQ?e=AqlNSL


Maryland Threat Landscape
• Since 2010, Maryland healthcare organizations have 

suffered 84 breaches categorized as “hacking/IT 
incidents” affecting more than 500 people. (OCR)

• In 2023, over 3.5 million people were impacted by 
hacking/IT incidents of Maryland organizations, a 
significant increase from previous years. 

• According to a 2021 Maryland Healthcare 
Commission report, from 2018-2020 Maryland had 
the highest number of breaches per-capita among 7 
states with similar per-capita hospital inpatient rates. 

From Chris Hart (2024). Review of National and State-Level Data 
Relating to Cyber Incidents and Cybersecurity at  Healthcare 
Organizations.  Research supported by the Center for Health and 
Homeland Security at the University of Maryland, Baltimore. 
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https://1drv.ms/b/c/da0790498ca8843a/ETqEqIxJkAcggNq2gwAAAAABYlszsQfviiVKYiMJKhawyQ?e=AqlNSL
https://1drv.ms/b/c/da0790498ca8843a/ETqEqIxJkAcggNq2gwAAAAABYlszsQfviiVKYiMJKhawyQ?e=AqlNSL
https://1drv.ms/b/c/da0790498ca8843a/ETqEqIxJkAcggNq2gwAAAAABYlszsQfviiVKYiMJKhawyQ?e=AqlNSL


Kinetic 
Impacts

• According to a 2023 study, of the 68% of 
hospitals surveyed that experienced a 
ransomware attack: 

• 28% reported an increase in the 
mortality rate

• 59% reported delays in procedures 
and tests have resulted in poor 
outcomes

• 44% reported an increase in 
complications from medical procedures

• 48% reported longer length of stay

• 46% reported an increase in patients 
transferred or diverted to other facilities

Financial 
Impacts

• According to a 2024 Ponemon 
study: 

• 92% of all hospitals 
experienced a cyber incident 
in 2023

• Average cost of single most 
expensive attack was $4.7 
million

• Hospitals suffering a cyber 
incident lost an average of 
$1.47 million due to 
disruptions to normal 
healthcare operations

https://www.proofpoint.com/us/resources/threat-reports/ponemon-healthcare-cybersecurity-report
https://www.proofpoint.com/us/resources/threat-reports/ponemon-healthcare-cybersecurity-report
https://onedrive.live.com/?redeem=aHR0cHM6Ly8xZHJ2Lm1zL2IvYy9kYTA3OTA0OThjYTg4NDNhL0VVT2Y3RFFyeXhkRnNaWWlHcThMN2M4QmtPZUl6TVBIUUZFVm5ZaG1DQVBQZHc%5FZT1uTWs0NnA&cid=DA0790498CA8843A&id=DA0790498CA8843A%21s34ec9f43cb2b4517b196221aaf0bedcf&parId=DA0790498CA8843A%2133577&o=OneUp
https://www.ama-assn.org/system/files/change-healthcare-follow-up-survey-results.pdf
https://www.ama-assn.org/system/files/change-healthcare-follow-up-survey-results.pdf
https://www.proofpoint.com/us/resources/threat-reports/ponemon-healthcare-cybersecurity-report
https://www.proofpoint.com/us/resources/threat-reports/ponemon-healthcare-cybersecurity-report


Change Healthcare
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Widespread Impact- Change Healthcare was attacked, impacting 

the entire U.S. healthcare system.

Critical Role- Processes billing and insurance for hospitals, 

pharmacies, and medical practices.

Massive Data Breach- 190 million patient records were 

compromised.

Key Functions Impacted:

❏ Eligibility Checks – Verifies patient coverage and costs.

❏ Claims Submissions – Sends claims to insurers.

❏ Claims Status – Tracks claim progress and rejections.

❏ Prior Authorizations – Approves high-cost services before

treatment.



HB333/SB 691
No Need to Reinvent the Wheel

• SB 691 adopts the same approach to healthcare 
cybersecurity and protections that the General Assembly 
codified in HB 969 (2023), sponsored by Delegate Qi. 
This provided protections for utilities, with common 
provisions including:

• Expanded regulator responsibility for the agencies 
commensurate with the threat

• Incorporation of NIST frameworks and guidance
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On April 3, 2024 Senator 
Hester sent a letter to MHA:



Conclusion
“The increasing incidence of ransomware attacks and 

proliferating cyberthreats require a coordinated approach led by 
government, in partnership with private sector efforts to innovate 

on cyber protections and distributed data systems that limit 
damage after an intrusion”1

HB 333/SB 691 answers the call

1. Genevieve P Kantor, et al (2024), Lessons From the Change Healthcare 
Ransomware Attack. Journal of the American Medical Association. 
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https://jamanetwork.com/journals/jama-health-forum/fullarticle/2823757
https://jamanetwork.com/journals/jama-health-forum/fullarticle/2823757
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