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THE COALITION TO PROTECT MARYLAND’S CHILDREN
Our Mission: To combine and amplify the power of organizations and
citizens working together to keep children safe from abuse and neglect.
We strive to secure budgetary and public policy resources to make
meaningful and measurable improvements in safety, permanence, and
wellbeing.

SB0545 — Criminal Law - Child Pornography —
Prohibitions and Penalties
Senate Judicial Proceedings Committee
February 5, 2025 CPMC

COALITION TO PROT

Position: SUPPORT

The Coalition to Protect Maryland’s Children is a consortium of organizations and individuals formed
in 1996 who are concerned about the care of Maryland’s most vulnerable children and work together to
promote meaningful child welfare reform. CPMC urges a favorable report on SB0545 - Criminal
Law- Child Pornography — Prohibitions and Penalties.

As a coalition of members dedicated to protecting children and advocating in regard to issues related to
child maltreatment, CPMC recognizes the urgent need to address the growing threat of child sexual
abuse material and its devastating impact on children.

The possession of child pornography is not a victimless crime. Each image or video represents the
sexual abuse and exploitation of a real child. Disturbingly, the accessibility of this material online has
fueled a dramatic increase in its prevalence. This alarming trend demands a strong response to protect
vulnerable children and hold offenders accountable. HB0364 provides critical enhancements to
Maryland law by targeting high volume offenders, protecting younger victims, and ensuring
accountability.

The consequences of child pornography possession extend far beyond the initial act of abuse. Every
time an image is viewed or shared, the victim is re-victimized, causing further trauma and hindering
their ability to heal. HB0364 acknowledges this ongoing harm by increasing penalties and deterring the
possession of these exploitative materials.

Stronger penalties serve as a powerful deterrent, discouraging individuals from engaging in the
possession of child pornography. By increasing the consequences for these crimes, HB0364 sends a
clear message that Maryland will not tolerate the sexual exploitation of children. Furthermore, the
enhanced penalties will aid law enforcement in investigating and prosecuting offenses related to the
possession of inappropriate material featuring children, leading to the removal of more offenders from
our communities.

For the reasons above, the Coalition to Protect Maryland’s Children urges a favorable report on
SB0545 - Criminal Law- Child Pornography — Prohibitions and Penalties.

The Coalition to Protect Maryland’s Children
www.protectmarylandschildren.org admin@protectmarylandschildren.org

ECT
MARYLAND'S CHILDREN


http://www.protectmarulandschildren.org/
http://www.protectmarulandschildren.org/
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POSITION: Support

The Office of the State’s Attorney for Cecil County supports SB 545.

SB 545 enhances the charging capability of prosecutors in child pornography possession crimes
in two significant ways: 1) it permits the combination of 100 images into one felony count; and
2) creates a charge that is specific to images that contain children under the age of 13. For either
theory, the bill enhances the sentence to 10 years that is consecutive to any separate sentence
imposed for a violation of Criminal Law 8§ 11-207 or § 11-208.

This bill contemplates the reality of modern child pornography possession. Current trends
include the downloading and retention of a significant number of images, videos, and other
material. At times the amount of material downloaded and retained have exceeded 1000 or more
separate images. This trend is the consequence of increasingly available digital pathways to
seek, download, and retain through sophisticated and hidden means. Recently, offenders have
been utilizing a variety of cell phone apps and social media outlets to reach like-minded
consumers and trade material. Law enforcement is in a constant battle to identify and understand
emerging technology used in this manner.

Further, these images and videos have become increasingly graphic and lengthy as download
speeds and storage capacity have also exponentially improved. Downloading excessive volumes
of child pornographic materials creates an enhanced market that drives disturbing individuals to
flood this industry with more victims. Photographic and video evidence of child pornography
often exists in perpetuity, and the victims of these crimes suffer lasting psychological
consequences and are revictimized every time an image is viewed, possessed, or distributed and
is precisely why in 2021 the Maryland Sentencing Guidelines Commission enhanced criminal
sentencing guidelines for this type of criminal conduct.

Current law requires investigators, prosecutors, and fact finders to review each image separately
which does not contemplate the full extent of the criminal conduct or trauma to victims. Further,
each charge necessitates the inclusion of the particular image, video file name or hash value
which may produce charging documents or indictments that involve hundreds of individual



counts. Such a charging methodology is unwieldy and ineffectual. By pooling batches of
pornographic material into a singular 10-year charge, offenders are held accountable for the
possession and proliferation of the child pornographic industry in a reasonable way. Further,
although ALL child pornographic images are extremely harmful and reprehensible, there exists a
particular market that caters to the exploitation of very young children who are often displayed in
extremely graphic sadomasochistic material that includes torture. This bill confronts the
retention of that material in a similar manner by specifically addressing images that contain this
population.

The idea of batch image charging and sentencing enhancements for voluminous age-based or
disturbing image retention is not new and is codified in a similar manner in Californial,
Colorado?, West Virginia®, Pennsylvania* and the United States Criminal Code®. This
straightforward and common-sense legislation will immediately hold offenders accountable in
line with current trends and protect future victims from this extremely harmful and offensive
conduct.

The Office of the State’s Attorney for Cecil County seek a favorable report on SB 545.

1 California Penal Code § 311.11
2 Colorado Statute § 18-6-403 and § 18-1.3-401

3 West Virginia Statute § 61-8C-3

4 Pennsylvania Statute 18 PA.C.S.A. § 6312, §3101, §106

5 Sentencing enhancements for violation of the federal child pornography statutes under 18 U.S.C. 88§ 1466A, 2252,
2252A(a)—(b), 2260(b) are not codified in the criminal statute, however, the United States Sentencing Commission
has expressly provided for enhancing sentencing score based on quantity of images possessed.

(A) at least 10 images, but fewer than 150, increase by 2 levels;

(B) at least 150 images, but fewer than 300, increase by 3 levels;

(C) at least 300 images, but fewer than 600, increase by 4 levels; and

(D) 600 or more images, increase by 5 levels.

In determining the number of images, the Sentencing Commission decided each individual image shall be
considered to be one image, while “each video, video-clip, movie, or similar visual depiction shall be considered to
have 75 images.”
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BILL NO: Senate Bill 545

TITLE: Criminal Law — Child Pornography — Prohibitions and Penalties
COMMITTEE: Judicial Proceedings

HEARING DATE: February 5, 2025

POSITION: SUPPORT

The Maryland Network Against Domestic Violence (MNADV) is the state domesticviolence coalition that
brings together victim service providers, allied professionals, and concerned individuals for the common
purpose of reducingintimate partner and family violence and its harmful effects on our citizens. MNADV
urges the Senate Judiciary Committee to issue a favorable report on SB 545.

Senate Bill 545 increases the penalties for possession of child pornography where the image depicts a
child under or indistinguishable from a child under the age of 13. It also clarifies how to calculate the
number of images in a video and increases penalties for possession of large numbers of images (over
100 images).

Victims of child pornography sufferlonglastinga repeated harm. They are initially sexually abused during
the creation of the images but then experience repeated harm as the pictures of their abuse are
circulated. Childpornography, now often referred to asimages of child sexualabuse, are typically shared
electronically. The material travels the web, around the world, and is shared by the sex offenders
interested in exploiting children by viewing their sexual abuse.

In Maryland, possession of child pornography requires that the child depicted be under the age of 16
andthecrimeisaisa misdemeanor with a penalty with up to 5years and a $2,500 fine or both for a first
offense, and up to 10 years and a $10,000 fine or both for subsequent offenses. SB 545 proposes that
the penalty for possessingan image of child under 13 or more than 100 images have a potential penalty
of up to 10 years.

These cases include horrificand vile depictions of sexual abuse of children. The very definition of child
pornography includes children who are a “subject of sadomasochistic abuse”. Maryland law already
recognizes that children under the age of 13 are particularly vulnerable through its “tender years”
statute, Criminal Law §11-304. Age 13 is alsorecognized in juvenile lawas a relevant demarcation line.
Senate Bill 545 is consistent with these approaches. MCASA condemns pornographicimages of any child.
SB 545 creates a reasonable and appropriate recognition of the need additional sentencing options for
those who help create and sustain a market for images of younger children.

For further information contact Laure Ruth ® Public Policy Director ® 301-852-3930 ® [ruth@mnadyv.org

1997 Annapolis Exchange Parkway, Suite 300 ® Annapolis, MD 21401
Tel: 301-429-3601 ® E-mail: info@mnadv.org ® Website: www.mnadv.org
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For the above stated reasons, the Maryland Network Against Domestic Violence urges a favorable
report on SB 545.

For further information contact Laure Ruth ® Public Policy Director ® 301-852-3930 ® [ruth@mnadyv.org

1997 Annapolis Exchange Parkway, Suite 300 ® Annapolis, MD 21401
Tel: 301-429-3601 ® E-mail: info@mnadv.org ® Website: www.mnadv.org
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Maryland Coalition Against Sexual Assault

Working to end sexual violence in Maryland

P.O. Box 8782 For more information contact:
Silver Spring, MD 20907 Lisae C. Jordan, Esquire
Phone: 301-565-2277 443-995-5544

Fax: 301-565-3619 WWW.mcasa.org

Testimony Supporting Senate Bill 547
Lisae C. Jordan, Executive Director & Counsel
February 4, 2025

The Maryland Coalition Against Sexual Assault (MCASA) is a non-profit membership
organization that includes the State’s seventeen rape crisis centers, law enforcement,
mental health and health care providers, attorneys, educators, survivors of sexual violence
and other concerned individuals. MCASA includes the Sexual Assault Legal Institute
(SALI), a statewide legal services provider for survivors of sexual assault. MCASA
represents the unified voice and combined energy of all of its members working to
eliminate sexual violence. We urge the Judicial Proceedings Committee to report favorably
on Senate Bill 547.

Senate Bill 547 -- Child Pornography — Images of Younger Children

This bill increases the penalties for possession of child pornography where the image
depicts a child under or indistinguishable from a child under the age of 13. It also
clarifies how to calculate the number of images in a video and increases penalties for
possession of large numbers of images (over 100 images).

Victims of child pornography suffer long lasting a repeated harm. They initiating are
sexual abused during the creation of the images, but then experience repeated harm as the
pictures of their abuse are circulated. Child pornography, now often referred to as images
of child sexual abuse, are typically shared electronically. The material travels the web,
around the world, and shared by the sex offenders interested in exploiting children by
viewing their sexual abuse.

In Maryland, possession of child pornography requires that the child depicted be under
the age of 16 and the crime is a is a misdemeanor with a penalty with up to 5 years and a
$2,500 fine or both for a first offense, and up to 10 years and a $10,000 fine or both for
subsequent offenses. SB547 proposes that the penalty for possessing an image of child
under 13 or more than 100 images have a potential penalty of up to 10 years.

These cases include horrific and vile depictions of sexual abuse of children. Without
providing unnecessary detail, consider cases involving children and bodily fluids, or with
animals, or violence. Remember that the very definition of child pornography includes
children who are a “subject of sadomasochistic abuse”. Maryland law already recognizes



that children under the age of 13 are particularly vulnerable through its “tender years”
statute, Criminal Law 811-304. Age 13 is also recognized in juvenile law as a relevant
demarcation line. Senate Bill 547 is consistent with these approaches. MCASA
condemns pornographic images of any child. SB547 creates a reasonable and appropriate
recognition of the need additional sentencing options for those who help create and
sustain a market for images of younger children.

The Maryland Coalition Against Sexual Assault urges the
Judicial Proceedings Committee to
report favorably on Senate Bill 547



2025 SB545 Sponsor Written Testimony.pdf
Uploaded by: Mary-Dulany James

Position: FAV



MaARY-DULANY JAMES v James Senate Office Building

Legislative District 34 11 Bladen Street, Room 103
Harford County y _ Y Annapolis, Maryland 21401
- - 410-841-3158 - 301-858-3158
Jicial P I . . “f:ﬁ!&ﬁg‘i 800-492-7122 Ext. 3158
Judicial Proceedings Committee J‘A'EI‘E! ‘ MaryDulany.James@senate.state.md.us
Executive Nominations Committee N
Senate Chair
o THE SENATE OF MARYLAND

Joint Committee on

ANNAPOLIS, MARYLAND 21401

Children, Youth, and Families

Testimony of Senator Mary-Dulany James
In Support of SB 545 - Criminal Law - Child Pornography -
Prohibitions and Penalties
Senate Judicial Proceedings Committee
February 5%, 2024

Dear Mr. Chairman, Vice Chair, and Members of the Committee,

Over the past fifteen years or so three major trends have occurred and
converged to justify and indeed necessitate that Maryland pass SB 545.

First, the victims of child pornography are getting younger, much younger:
prepubescent, toddlers, and infants. Second, because of how young those victims
are, the hideous acts against them are all violent and probably beyond a normal
person’s comprehension. Third, advances in technology, computers, internet, and
data storage means perpetrators receive and store not hundreds, but often
thousands of images, and, more often, these images are actually videos and films
as captured in the new section 11-208.2.

To begin to address these issues, SB 545 does three things:
1. Increases the penalty for possession of 100 or more images.

2. Increases the penalty for child pornography when the child victim is
under the age of 13.

3. Treats each video, film, or other similar moving depictions as equaling
20 images.



There is now a constant escalation of these negative trends because a tipping
point has been reached. Demand is fueling supply, and more supply is
desensitizing the perpetrators who internalize what they are seeing as normal and
thus they demand more shocking and more craven images.

The following highlights further demonstrate the need for this legislation.
From 2007 to 2011 alone, the total images and videos reviewed by law
enforcement went from 5 million to 22 million. Eighty-five (85%) of men arrested
for possession and/or distribution of child pornography also committed a hands-on
offense against a child.

At the same time, the consumers of child pornography now possess ever
increasing numbers of images. According to federal authorities in 2019, the median
number of images was 4,265, but with many offenders possessing millions. In
cases across the country, state law enforcement officials repeatedly see the typical
case involving 20,000 to 50,000 images, but plenty of cases involve over 100,000.

According to the Federal Sentencing of Child Pornography Report for 2019,
over half (52.2%) of child pornography offenses included images or videos of
infants and toddlers, and nearly every offense (99.4%) included prepubescent
children. That the incredibly young are an ever-increasing and often dominant part
of today’s child pornography is evident in every state for which I could find
reporting. A list of some of my sources are at the end of my testimony.

Currently at the federal level, there can be sentence enhancements based on
the age of the victim (under 14 years old), the brutality of the image (sadistic and
masochistic), and the number of images. Additionally, a number of states have
increased penalties for the number of images and the age of the victim. To keep up
with the technological capabilities of ever-increasing storage capacity, these same
states allow initial criminal complaints to describe the vast number of images in
batches to make the early process more efficient and less unwieldly.

Maryland’s child pornography statute has not been updated in this area since
at least 2014, but possibly as far back as 2009. In either event, Maryland has not
caught up with realities on the ground and our child pornography laws are not
aligned with our recognition and significant policy improvements in protecting
children from abuse, assaults, and trafficking, all of which are the essential crimes



behind the explosion in numbers of the ever more hideously, perverted, and brutal
Images that have taken hold in the modern world of child pornography. As one
expert with the “We Need To Do Better” organization, the country’s leader in
fighting sex trafficking, stated, “We don’t say the words ‘child pornography’
because the accurate description is images of sexual assault on a child.”

SB 545 is a first step in acknowledging this truth.

Respectfully,

W0 fm

Senator Mary-Dulany James
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Data from the National Center for Missing and Exploited Children
(NCMEC)
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Online Enticement Other Relative

Data: Relationship of offender to child in actively traded images and videos

% of Total Victim
Type of Relationship # of Known Relationships Relationships
Parent/Guardian 590 20.93%
Other Relative 335 11.88%
Babysitter/Mentor/Coach/Teacher 193 6.85%
Neighbor/Family friend 675 23.94%
Self-Production 328 11.64%
Online Enticement/Youth Produced 480 17.03%
Child Sex Trafficker 82 291%
Unknown to Child 136 4.82%
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CSAM Sentencing Enhancements 50-State Comparison

Executive Summary

This report is an analysis of the differences in CSAM legislation between states. Data has been
compiled in the following charts.
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Federal Code

Problem/Solution Relationship
See Mississippi, Louisiana

50 State Statues

Alabama: Code of Alabama § 13A-12-192 Possession and Possession With Intent to Disseminate
Obscene Matter Containing Visual Depiction of Persons Under 17 Years of Age Involved in
Obscene Acts.

-Enhancement by quantity; no enhancements for age or violence-

Possession of CSAM is a Class C felony, subject to a prison sentence of between 1 and 10 years.
Possessing 3 or more images is prima facie evidence of possession with intent to disseminate.
Having the intent to disseminate is a Class B felony, subject to up to 10 years in prison and up to
$100,000 in fines. When being charged for possession, each image can be charged separately.

Alaska: Alaska Statutes § 11.61.125 Distribution of Child Pornography; § 11.61.127 Possession
of Child Pornography.

-Enhancements for quantity; no enhancements for age or violence-

Possession of CSAM is a Class C felony, subject to a prison sentence of up to five years and a
fine of up to $50,000. Possessing 100 images or more is prima facie evidence of intent to
distribute; distribution is a Class B felony, subject to up to 10 years in prison and up to $100,000
in fines. When being charged for possession, each image can be charged separately.

Arizona: Arizona Revised Statues § 13-3553 Sexual Exploitation of a Minor; Evidence;
Classification

-Enhancements for age; no enhancements for quantity or violence-

Possessing CSAM is a Class 2 felony, subject to no less than 3 to 12% years in prison or a fine of
up to $150,000. If the minor depicted is under 15, the crime is punishable pursuant to §13-705
(about 10 to 24 years imprisonment).

Arkansas: Arkansas Code § 5-27-304 Pandering or Possessing Visual or Print Medium Depicting
Sexually Explicit Conduct Involving a Child




-No enhancements for quantity, age, or violence-

Possessing CSAM is a Class C felony, punishable by 3 to 10 years in prison and a fine of up to
$10,000. Repeat offenses are Class B felonies, subject to 5 to 20 years in prison and fines of up
to $15,000.

California: California Penal Code § 311.11 Possession or Control of Matter Depicting Minor
Engaging in or Simulating Sexual Conduct; Punishment; Previous Conviction

-Enhancements for quantity and violence; no enhancements for age-

The California statute enhances the penalty for possession of child pornography from 1 year or
a $2500 fine to possible imprisonment of 16 months, or 2 or 5 years in a state facility for
possession of child sexual abuse material (CSAM), or child pornography, in circumstances in
which:

1. The materials possessed constitute “600 or more images that violate [the general
possession prohibition] and the matter contains 10 or more images involving a
prepubescent minor or a minor who has not attained 12 years of age”

2. The materials possessed portrays sexual sadism or sexual masochism involving a person
under 18 years of age.

See Appendix A.

Colorado: Colorado Statute § 18-6-403 Sexual Exploitation of a Child and § 18-1.3-401 Felonies
Classified-Presumptive Penalties

-Enhancements for violence and age; no enhancements for quantity-

The Colorado statute enhances the penalty for commission of sexual exploitation of a child,
including possession of child pornography in circumstances in which the material depicts:

1. “achild under 12 years of age”

2. Achild is “subjected to actual application of physical force or violence”

3. Achildis “subjected to sexual intercourse, sexual intrusion, or sadomasochism.”
Colorado statute gives a sentencing range depending on the class of crime committed. Sexual
exploitation is typically a Class 3 felony, requiring a 4 to 12 year range of imprisonment, with
parole after 3 years. The sentencing enhancement in situations discussed above increases the
maximum sentence in the presumptive range by 4 years.

See Appendix B.

Connecticut: Connecticut Code § 53a-196d; § 53a-196e; § 53a-196f Possessing Child
Pornography in the First, Second, and Third Degree (Respectively)
-Enhancements for quantity, violence, and number of children; no enhancements for age-
Connecticut’s Possession of CSAM charge is divided into three degrees:
1. First degree (196d) is a Class B felony, subject to a prison sentence of 1 to 40 years and a
fine of up to $15,000. A person is guilty of first-degree Possession if they:
a. Knowingly possess fifty or more CSAM images;
b. One or more image shows the infliction (or threatened infliction) of serious
physical injury; or




c. Possesses a CSAM video of more than two frames that features more than one
child, more than one sexual act, or a collection of videos depicting a child
engaged in a sexual act.

See Appendix C.
2. Second degree (196¢) is a Class C felony, subject to one to ten years in prison and a fine
of up to $10,000. A person is guilty of second-degree Possession if they:

a. Knowingly possess 20 or more CSAM images, up to fifty; or

b. Knowingly possess a CSAM video of 20 or more frames.

3. Third degree (196f) is a Class D felony, subject to a prison sentence between one and
five years and a fine of up to $5,000. A person is guilty of third-degree Possession if
they:

a. Knowingly possess fewer than 20 CSAM images; or
b. Knowingly possess a CSAM video of fewer than 20 frames.

Delaware: Delaware Code Title 11 § 1111 Possession of Child Pornography

-No enhancements for quantity, violence, or age-

Possessing child pornography is a Class F felony, which is subject to up to three years in prison
and a fine of up to $500,000.

Florida: Florida Statues § 827.071 Sexual Performance by a Child; Child Pornography; Penalties
-Enhancement by quantity; no enhancements for age or violence-

Possession of CSAM is a third-degree felony, subject to a prison sentence of up to 5 years and
up to $5,000 in fines. Possessing 3 or more images is prima facie evidence of possession with
intent to promote—a second-degree felony, subject to between 1 and 10 years in prison and up
to $10,000 in fines. The possession, control, and intentional viewing of CSAM can be charged as
separate offenses, as well as any CSAM that features more than one child (one offense per
child).

Georgia: Georgia Code & 16-12-100 Sexual Exploitation of Children; Reporting Violation; Civil
Forfeiture; Penalties

-Enhancement for quantity; no enhancements for age or violence-

Possessing or controlling CSAM (as well as creating it) is charged as a felony, subject to between
5 and 20 years in prison and a fine of up to $100,000. Fines are not applicable if the abuser was
a member of the immediate family. Further sentence guidelines are imposed pursuant to GA
Code 17-10-6.2, which outlines the probation guidelines for sex offenders. During charging,
each piece of CSAM constitutes a separate offense.

Hawaii: Hawaii Revised Statues § 707-750; § 707-751; § 707-752 Promoting Child Abuse in the
First, Second, and Third Degree (Respectively)

- Enhancement for quantity of images, age, violence, and bestiality-

Hawaii’s CSAM charges is divided into three degrees:




1.

3.

First degree Promotion of Child Abuse (750) is a Class A felony, subject to a prison
sentence of 1 to 20 years (sometimes life) and a fine of up to $50,000. A person is guilty
of first-degree abuse if they:
a. Produce in the preparation of pornographic material that contains a minor
engaging in sexual conduct; or
b. Participate in a pornographic performance that contains a minor engaging in
sexual conduct.

See Appendix D.

Second degree Promotion of Child Abuse (751) is a Class B felony, subject to a prison
sentence of up to 10 years and a fine of up to $25,000. A person is guilty of second-
degree abuse if they:
a. Disseminate CSAM images;
b. Reproduce CSAM images with the intent to disseminate; or
c. Possess 30 or more CSAM images with at least one image containing one of the
following:
i. A minor younger than the age of twelve;
ii. Sadomasochistic abuse of a minor; or
iii. Bestiality involving a minor.

Third degree Promotion of Child Abuse (752) is a Class C felony, subject to a prison
sentence of up to 5 years and a fine of up to $10,000. A person is guilty of third-degree
abuse if they possess CSAM.

Idaho: Idaho Code § 18-1507 Definitions—Sexual Exploitation of a Child—Penalties

-No enhancements for image quantity, violence, or age-
A person commits sexual exploitation of a minor if they:

1.
2.

3.
4,

Possess or access CSAM;

Causes or permits a child to engage in (or be used for) any sexual conduct for the
purpose of making CSAM;

Promotes, finances, or publishes CSAM; or

Distributes CSAM.

Possessing CSAM (#1) is considered a lower-grade violation and sentenced as a felony, subject
to up to 10 years in prison and a fine up to $10,000.

Illinois: 720 ILCS 5/11-20.1 Child Pornography

-Enhancements for quantity, film, and age and violence in production-
Possession of CSAM is a Class 3 felony, subject to 2 to 5 years in prison, 1 year of supervised
release, and a fine of between $1,000 and $100,000.

a) If a CSAM video is possessed, the offense gets upgraded to a Class 2 felony, subject
to 3 to 7 years in prison, up to 2 years of supervised release, and a fine of between
$1,000 and $100,000.



Disseminating or having the intent to disseminate CSAM is a Class 1 felony that also incurs a
fine of between $1,000 and $100,000.
a) If a CSAM video is disseminated, then the offense gets upgraded to a Class X felony,
keeping the same fine of $1,000 to $100,000.
Producing or creating CSAM is an offense of further varying severity.
1. If the CSAM is only a photograph, the offense is a Class 1 felony also subject to a fine of
between $2,000 and $100,000.
a. Ifthe CSAM image was computer generated, the fine range is between $1,500
and $100,000.
2. If a CSAM video was created, the offense gets upgraded to a Class X felony, with a fine
of between $2,000 and $100,000.
a. |If this video was computer generated, the fine range is between $1,500 and
$100,000.
If the CSAM in question depicts a child under the age of 13:
1. Producing or dissemination will upgrade the sentence to a Class X felony, subject to a
fine of between $1,000 and $100,000.
a. If thisis a repeat offense (of any sex crime) then the minimum sentence is 9
years, with a mandatory minimum fine of $2,000.
2. Possessing CSAM of a child under 13, if previously convicted of another sex crime, will
upgrade the sentence to a Class 1 felony with a fine of between $1,000 and $100,000.
Each individual piece of CSAM is an individual charge, but extra copies are not counted. Instead,
multiple copies of CSAM may be used as evidence that an offender had an intent to distribute.
Producing or disseminating CSAM with any sort of sadistic abuse is considered a crime of
violence. Victims and their families are thus entitled to expanded rights under the lllinois Crime
Victims’ Bill of Rights (consideration in fixing bail, sentencing updates, etc.).
In lllinois, a Class X felony is subject to 6 to 30 years in prison (no probation), 3 years supervised
release, and a varying fine. A Class 1 felony is subject to 4 to 15 years in prison, a mandatory 2-
year supervised release, and a varying fine.
See Appendix E.

Indiana: Indiana Code § 35-42-4-4 Child Exploitation; Possession of Child Pornography;
Exemptions; Defenses
-Enhancements by age, violence, and all-around depravity; no enhancements for quantity-
Distributing or producing CSAM is a Level 5 felony, subject to 1 to 6 years in prison, and a fine of
up to $10,000. However, the offense is upgraded to a Level 4 felony—subject to 2 to 12 years in
prison and a fine of up to $10,000—if:

1. The CSAM depicts bestiality;
depicts a minor who is mentally disabled;
depicts a minor being forced (or threatened with force);
depicts a minor physically or verbally resisting;
the minor receives bodily injury; or

6. the minor is less than 12 years of age.
Simple possession of CSAM is a Level 6 felony, subject to a prison sentence between 6 months
and 2% years, and a fine of up to $10,000. Like when distributing or producing CSAM, these
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charges are upgraded to a Level 5 felony if CSAM is found containing any of the content above
(1-6).

lowa: lowa Code § 728.12 Sexual Exploitation of a Minor
- Enhancements for quantity; no enhancements for age or violence -
Possessing CSAM is an aggravated misdemeanor, subject to up to 2 years in jail and a fine
between $625 and $6,250. Subsequent offenses are treated as Class D felonies, subject to up to
5 years in prison and a fine between $750 and $7,500. Offenses will be charged separately for
each different minor in the visual depictions.
Multiple minors depicted in a piece of CSAM are to be filed as multiple charges; multiple
pictures of the same (one) minor would be filed as one charge.

Kansas: Kansas Statutes § 21-5510 Sexual Exploitation of a Child

-No enhancements for quantity, age, or violence-

Possessing CSAM is a “severity level 5, person felony,” subject to between about 2.8 to 11.3
years (31 and 136 months) in prison, and a fine of up to $300,000. Like most states, additional
charges exist for promotion or production.

Kentucky: Kentucky Revised Statutes § 531.335 Possession or Viewing of Matter Portraying
Sexual Performance by a Minor

-Enhancement for age; no enhancements for quantity or violence-

Possessing CSAM where the offender knew the minor was under 18 is a Class D felony, subject
to 1 to 5 years in prison, and a fine between $1,000 and $10,000. If the offender knew the
minor was under 12, then the offense is upgraded to a Class C felony, subject to 5 to 10 years in
prison, and a fine between $1,000 and $10,000. Kentucky Statute § 531.330 explains that age
may be presumed, but also that the defendant believing in good faith that the person is over 18
can qualify as a defense.

Louisiana: Louisiana Laws Revised Statutes § 14:81.1 Pornography Involving Juveniles
-Enhancements for quantity and age; no enhancements for violence-
Possession of CSAM is a crime that carries a sentence of 5 to 20 years of hard labor without
parole, as well as a fine of up to $50,000. Distribution of CSAM carries the same sentence. The
“intent to distribute” can be proven through:

1. Possessing three or more copies of a piece of CSAM; or

2. Possessing three or more pieces of CSAM, and any type of file sharing technology.
If a child is under 13, possessing or distributing CSAM carries a sentence of 10 to 40 years of
hard labor with no parole. Producing or promoting CSAM of a child under 13 carries a sentence
of 25 to 99 years of hard labor—at least 25 of which must be served without parole. Repeat
offenders face higher sentences.

Maine: 17A Maine Revised Statutes § 284 Possession of Sexually Explicit Material
-Enhancements for age; no enhancements for quantity or violence-

Possession of CSAM in which the depicted minor has not reached the age of 16—and the
offender has reason to know that they are under 16—is charged as a Class D crime. This is




subject to up to a year in prison and a fine of up to $2,000. If the depicted minor is younger
than 12 (and the offender has reason to know this is the case) then the offense is charged as a
Class C crime, subject to up to 5 years in prison and a fine of up to $5,000. Repeat offenses
carry larger sentences.

Maryland: Maryland Criminal Law Code § 11-207 Child Pornography

-No enhancements for quantity, age, or violence-

Possession of CSAM is a crime subject to a prison sentence of up to 10 years and a fine of up to
$25,000. Subsequent offenses will be subject to imprisonment for up to 20 years and a fine to
not exceed $50,000. In Maryland, there is no differentiation made between child pornography
or sadomasochistic abuse material—they are charged as the same.

Massachusetts: Massachusetts General Laws ch 272 § 29c

-No enhancements for quantity, age, or violence-

Possession of CSAM in Massachusetts is a crime which’s sentencing depends on how many
previous offenses have occurred. For the first offense, the punishment is imprisonment for up
to 5 years or up to 2% years in a jail or corrections house, as well as a fine between $1,000 and
$10,000. A second offense is subject to not less than 5 years in a state prison and a fine of
$5,000 to $20,000; all subsequent offenses are subject to not less than 10 years in prison and a
fine of between $10,000 and $30,000.

Michigan: Michigan Compiled Laws § 750.145c Child Sexually Abusive Activity or Material
-Enhancements for quantity, age, violence, and bestiality-

Possession of CSAM is a felony subject to up to 4 years in prison and a fine of up to $10,000. If
the CSAM involves a prepubescent child, sadomasochistic abuse, bestiality, or contains a video
or more than 100 images, the offense is a felony subject to up to 10 years in prison and a fine of
up to $50,000.

Minnesota: Minnesota Statute § 617.247 Possession of Pornographic Work Involving Minors
-Enhancements for age; no enhancements for quantity or violence-

Possession of CSAM in Minnesota is a felony subject to imprisonment for up to 5 years and a
fine of up to $5,000. If the CSAM involved a minor under the age of 14, or the offender is a
repeat offender, then the sentence gets increased to imprisonment of up to 10 years and a fine
of up to $10,000.

Mississippi: Mississippi Code § 97-5-33 Exploitation of Children; Prohibitions

-No enhancements quantity, age, or violence-

Possession of CSAM is a felony subject to 5 to 40 years in prison and a fine of between $50,000
and $500,000 (as outlined in § 97-5-35). Subsequent offenses are subject to imprisonment of 20
years to life, and a fine of $100,000 to $1,000,000.

Missouri: Missouri Revised Statutes § 573.037 Possession of Child Pornography
-Enhancements for quantity; no enhancements for age or violence-




Possession of CSAM is a Class D felony, subject to either 5 years in a state prison or 1 year in a
county jail, as well as a fine of up to $10,000. This penalty is upgraded to a Class B felony,
subject to between 5 and 15 years in prison (plus the same $10,000 maximum fine), if:

1. The offender is in possession of more than 20 pieces of CSAM;

2. The offender is in possession of a CSAM video; or

3. The offender has been previously found guilty of this offense.
Note, sentencing enhancements for age exist for producing CSAM of a child under 14, but not
for possessing it.

Montana: Montana Code § 45-5-625 Sexual Abuse of Children

-No enhancements for quantity, age, or violence-

Possession of CSAM in Montana is considered sexual abuse and subject to a punishment of up
to 10 years in prison and up to $10,000 in fines. The punishment is upgraded to life in prison for
repeat offenses.

Nebraska: Nebraska Code § 28-813.01 Sexually Explicit Conduct; Visual Depiction

-No enhancements for quantity, age, or violence-

Possession of CSAM by an offender 19 years of age or older is a Class IIA felony, subject to up to
20 years in prison. If the offender is under 19, the offense is a Class | misdemeanor, subject to
up to 1 year in jail and a fine of up to $1,000. Subsequent offenses for the offender under 19
are Class IV felonies, subject to up to 2 years in prison, up to 12 months of post-release
supervision, and a fine of up to $10,000.

For repeat offenders, who are already Sex Offenders or who have already violated this section,
each offense is considered a Class IC felony, subject to 5 to 50 years in prison.

Nevada: Nevada Revised Statutes § 200.730 Possession of Visual Presentation Depicting Sexual
Conduct of Person Under 16 Years of Age Unlawful; Penalties

-No enhancements for quantity, age, or violence-

Possession of CSAM depicting a child under the age of 16 is a category B felony and subject to 1
to 6 years in prison and a fine of up to $5,000. Subsequent offenses are considered category A
felonies and are subject to 1 year to life in prison, as well as the same fine of up to $5,000.
Notably, it does not appear that any laws exist regarding possession of CSAM of 16- and 17-
year-olds. While production and distribution of CSAM applies to all “minors,” possession crime
seems to be limited to just the younger age range.

New Hampshire: New Hampshire Revised Statutes § 649 -A:3 Possession of Child Sexual Abuse
Images

-No enhancements for quantity, age, or violence-

Possession of CSAM is a Class A felony, subject to between 7% to 15 years in prison, and up to
$4,000 in fines. Subsequent offenses are subject to a sentence of between 10 to 20 years in
prison.

New Jersey: New Jersey Revised Statutes § 2C:24-4 Endangering Welfare of Children
-Enhancements for quantity; no enhancements for age or violence-




The New Jersey statute increases penalties by quantity, dividing Possession offenses into three
degrees:
1. Possession or viewing of 100,000 or more items of CSAM constitutes a crime of the first
degree, subject to 10 to 20 years in prison and a fine of up to $200,000.
2. Possession or viewing of 1,000 to 100,000 items of CSAM constitutes a crime of the
second degree, subject to 5 to 10 years in prison and a fine of up to $150,000.
3. Possession or viewing of less than 1,000 items of CSAM constitutes a crime of the third
degree, subject to 3 to 5 years in prison, and a fine of up to $15,000.
For any offender in possession of 100 or more images, the court is advised to impose a
sentence of imprisonment unless “it is of the opinion that imprisonment would be a serious
injustice which overrides the need to deter such conduct by others.”
Note, in New Jersey it is also a crime to distribute CSAM, as it is in many states. Unlike other
states, New Jersey refers to file sharing programs directly, placing the burden on preventing

distribution on the offender themselves:
In a prosecution under sub-subparagraph (iii) of this subparagraph, the State shall not be required to offer
proof that an item depicting the sexual exploitation or abuse of a child had actually been searched,
copied, transmitted or viewed by another user of the file-sharing program, or by any other person, and it
shall be no defense that the defendant did not intend to distribute the item to another user of the file-
sharing program or to any other person. Nor shall the State be required to prove that the defendant was
aware that the item depicting the sexual exploitation or abuse of a child was available for searching or
copying to one or more other computers, and the defendant shall be strictly liable for failing to designate
the item as not available for searching or copying by one or more other computers.

Like Possession, Distribution is a crime that has three degrees of sentencing severity. For all

offenses, subsequent offenses are subject to extended imprisonment pursuant to N.J.S. §

2C:43-7.

New Mexico: New Mexico Statutes § 30-6A-3 Sexual Exploitation of Children
-Enhancements for age; no enhancements for quantity or violence-

Possession of CSAM is considered a fourth-degree felony and subject to 18 months
imprisonment and a fine of up to $5,000. If it can be proven beyond a reasonable doubt that
the minor depicted is under the age of 13, the sentence will be increased by 1 year.

New York: New York Penal Law § 263.16 Possessing a Sexual Performance by a Child

-No enhancements for quantity, age, or violence-

New York’s law against possessing CSAM is one paragraph. Simply put, Possessing is a Class E
felony, subject to 1 to 5 years in prison, and a fine of up to $5,000.

North Carolina: North Carolina General Statutes § 14-190.17A Third Degree Sexual Exploitation
of a Minor

-No enhancements for quantity, age, or violence-

In North Carolina, possession of CSAM is considered (3™ Degree) sexual exploitation of a
minor—a Class H felony. Offenders will be subject to 4 to 25 months in prison and a varying
fine.




North Dakota: North Dakota Century Code § 12.-27.2-04.1 Possession of Certain Materials
Prohibited

-No enhancements for quantity, age, or violence-

Possession of CSAM is a Class C felony, subject to up to 5 years in prison and a fine of up to
$10,000. If a person or company possesses, produces, or promotes CSAM for profit, they are
subject to a fine enhancement of up to $10,000 for an individual and up to $25,000 for a
company. Subsequent offenders are subject to up to $50,000 for an individual and $100,000 for
a company.

Ohio: Ohio Revised Code § 2907.322 Pandering Sexually Oriented Matter Involving a Minor or
Impaired Person

-No enhancements for quantity, age, or violence-

Possession of CSAM is a felony of the fourth degree, subject to probation or imprisonment of 6
to 18 months and a fine of up to $5,000. Subsequent offenses are felonies in the third degree,
subject to probation or imprisonment of 9 to 60 months and a fine of up to $10,000.

Oklahoma: Oklahoma Statute § 21-1024.2 Obscene Material or Child Pornography

-No enhancements for quantity, age, or violence-

Possession of CSAM is a felony, subject to a sentence of up to 20 years in prison and a fine of up
to $25,000.

Oregon: Oregon Revised Statistics § 163.665 to § 163.693 Visual Recording of Sexual Conduct of
Children
-No enhancements for quantity, age, or violence-
Oregon is unique in that they do not have any blanket CSAM legislation. Instead, child
pornography charges are divided into three sets of laws.
1. §163.670, Using Child in Display of Sexually Explicit Conduct: Anyone who compels or
permits a child to engage in a CSAM performance is guilty of a Class A felony.

2. §163.684, .686, .687, Encouraging Child Abuse in the First, Second, and Third Degree
a. First Degree: Producing or disseminating CSAM is a Class B felony.

b. Second Degree: Possessing CSAM, or buying or trading to view CSAM, when the
offender consciously disregards the fact that creation of the visual recording of
CSAM involved child abuse is a Class C felony.

c. Third Degree: Possessing or trading to view CSAM (as in a second-degree
offense), when the offender knows or fails to be aware that the creation of the
recording involved child abuse is a Class A misdemeanor.

3. §163.688, .689, Possession of Materials Depicting Sexually Explicit Conduct of a Child
in the First and Second Degree
a. First Degree: Possessing CSAM and using it to induce a child to participate in
sexual activity is a Class B felony.



b. Second Degree: Possessing CSAM and having the intent to use it to induce a child
to participate in sexual activity is a Class C felony.

In Oregon, a Class A felony is punishable by up to 20 years in prison and a fine of up to
$375,000. A Class B felony is punishable by up to 10 years in prison and a fine of up to
$250,000. A Class C felony is punishable by up to 5 years in prison and a fine of up to $125,000.
Class A misdemeanors are punished by up to a year in prison and a maximum fine of $6,250.

It appears that a loophole in this legislation exists when prosecuting computer-generated
images of CSAM. Would that be illegal if no actual child abuse was ever involved?

Pennsylvania: Statute 18 PA.C.S.A. § 6312 Sexual Abuse of Children
-Enhancements for age and sexual content; no enhancements for quantity or violence-
The Pennsylvania statute enhances the penalties for possession and distribution of child
pornography in the following circumstances:

1. Material depicting “Any touching of the sexual or other intimate parts of the person for

the purpose of arousing or gratifying sexual desire, in any person.”

2. Material depicting a child under 10 years of age or that is prepubescent.
Possession of child pornography is designated as a third-degree felony, punishable by no more
than 7 years. The enhancing factors increase the felony to a second-degree felony punishable
by no more than 10 years.
See Appendix F.

Rhode Island: Rhode Island General Law § 11-9-1.3 Child Pornography Prohibited

-No enhancements for quantity, age, or violence-

Possessing CSAM is a crime punishable by up to 5 years imprisonment and a fine of up to
$5,000.

South Carolina: South Carolina Code § 16-15-410 Third Degree Sexual Exploitation of a Minor
Defined; Penalties; Exception

-No enhancements for quantity, age, or violence-

Possession of CSAM is considered an exempt felony, subject to imprisonment for up to 10
years. South Carolina uses a Class A-F system to categorize felonies, but some crimes, (like child
exploitation) fall in their own category, where a punishment is explicitly stated in the statute.

South Dakota: South Dakota Codified Law § 22-24A-3 Possessing, Manufacturing, or Distributing
Child Pornography—Felonies—Assessment

-No enhancements for quantity, age, or violence-

Possession of CSAM is considered a Class 4 felony, subject to up to 10 years in prison and up to
$20,000 in fines. Any subsequent violations that occur within a 15-year period are considered
Class 3 felonies, subject to up to life in prison and fines of up to $50,000.

Tennessee: Tennessee Code § 39-17-1003 Offense of Sexual Exploitation of a Minor
-Enhancements for quantity; no enhancements for age, or violence-




Possession of CSAM is a Class D felony, subject to 2 to 12 years in prison and fines of up to
$5,000. Each piece of CSAM constitutes a separate offense, up to 50, at which point the felony
is enhanced:
1. If the individual possesses more than 50 images, the offense is a Class C felony, subject
to 3 to 15 years in prison, and fines of up to $10,000.
2. If the individual possesses more than 100 images, the offense is a Class B felony, subject
to 8 to 30 years in prison and fines of up to $30,000.

Texas: Texas Penal Code § 43.26 Possession or Promotion of Child Pornography

-No enhancements for quantity, age, or violence-

Possession of CSAM is considered a third-degree felony, subject to 2 to 10 years in prison and a
fine of up to $10,000. On a second conviction, it becomes a felony of the second degree,
subject to 2 to 20 years in prison and a fine of up to $10,000. All subsequent convictions are
charged as felonies of the first degree, subject to 5 years to life in prison and a fine of up to
$10,000. Notably, if an offender possesses 6 or more identical pieces of CSAM, it is considered
possession with the intent to promote, and enhanced to a second-degree felony.

Utah: Utah Code § 76-5b-201 Sexual Exploitation of a Minor—Offenses

-Enhancements for quantity; no enhancements for age or violence-

Possession of CSAM is considered a second-degree felony, subject to 1 to 15 years in prison and
a fine of up to $10,000. Separate offenses can be charged for each individual minor depicted
and each time a minor appears in a different piece of CSAM.

Vermont: Vermont Statutes Annotated 13 § 2827 Possession of Child Sexual Abuse Material
-Enhancements for sexual content; no enhancements for quantity, age, or violence-
In Vermont, a “child” for the purposes of defining CSAM, is anyone 15 or younger. 16- and 17-
year-olds would not be considered children, and therefore not be considered child pornography
(§ 2821). The penalties for possessing are:
1. If an obscene depiction of a child, but without showing sexual conduct, the offense is
subject to up to 2 years in prison and a fine of up to $5,000; or
2. If a depiction of sexual conduct, the offense is subject to up to 5 years in prison and up
to $10,000.
Any subsequent violations of either of these sections are subject to up to 10 years in prison and
a fine of up to $50,000.

Virginia: Virginia Code § 18.2-374.1:1 Possession, Reproduction, Distribution, Solicitation, and
Facilitation of Child Pornography; Penalty

-No enhancements for quantity, age, violence-

Possession of CSAM is considered a Class 6 felony, subject to 1 to 5 years in prison and a fine of
up to $2,500. Repeated offenses are Class 5 felonies, subject to 1 to 10 years in prison and the
same fine of up to $2,500.

Washington: Washington Revised Code § 9.68A.075 Viewing Depictions of a Minor Engaged in
Sexually Explicit Conduct




-Enhancements for sexual content; no enhancements for quantity, age, or violence-
Viewing CSAM is a felony which’s severity is dependent on the type of content viewed. The
penalty for CSAM is a Class B felony, subject to up to 10 years in prison and a fine of up to
$20,000, if the content depicts:

1. Sexual intercourse;

2. Penetration by any object;

3. Masturbation;

4., Sadomasochistic abuse; or

5. Defecation or urination for the purpose of sexual stimulation.
If the CSAM only depicts nudity, or there is touching but without penetration, then the offense
is a Class C felony. An offender of the latter would be subject to up to 5 years in prison and a
fine of up to $10,000.

West Virginia: West Virginia Statute § 61-8C-3 Distribution and Exhibiting of Material Depicting
Minors Engaged in Sexually Explicit Conduct Prohibited; Penalty

-Enhancements for quantity, violence, and bestiality; no enhancements for age-

West Virginia bases its sentencing scheme on the number of images possessed. Possession of
under 50 images imposes a penalty of no more than 2 years; possession of 50 to 600 images
imposes a penalty of no less than 2 to 10 years; possession of 600 or more images or images
depicting violence against a child or a child engaging in bestiality imposes a sentence of no less
than 5 years to 15 years. The defines each video file under 5 minutes as constituting 75 images.
For any video exceeding five minutes constitutes 75 images per every 2 minutes that exceeds 5
minutes.

See Appendix G.

Wisconsin: Wisconsin Statutes § 948.12 Possession of Child Pornography

-Enhancements for quantity; no enhancements for age or violence-

Possession or viewing of CSAM is a Class D felony, subject to 3 to 25 years in prison and a fine of
up to $100,000. As established in State v. Multaler (2002 WI 35, 252 Wis. 2d 54, 643 N.W.2d
437, 00-1846), each piece of CSAM can be charged separately.

Wyoming: Wyoming Statutes § 6-4-303 Sexual Exploitation of Children; Penalties; Definitions
-No enhancements for quantity, age, or violence-

Possession of CSAM is a felony subject to up to 10 years in prison and a fine of up to $10,000.
Subsequent offenses are punished by a sentence of 7 to 12 years and a fine of up to $10,000.

Federal Scheme

-Enhancements for quantity and age; no enhancements for violence-

Sentencing enhancements for violation of the federal child pornography statutes under 18
U.S.C. §§ 1466A, 2252, 2252A(a)—(b), 2260(b) are not codified in the criminal statute, however,
the United States Sentencing Commission has expressly provided for enhancing sentencing
score based on quantity of images possessed.

“(A) at least 10 images, but fewer than 150, increase by 2 levels;

(B) at least 150 images, but fewer than 300, increase by 3 levels;




(C) at least 300 images, but fewer than 600, increase by 4 levels; and

(D) 600 or more images, increase by 5 levels.

In determining the number of images, the Sentencing Commission decided each individual
image shall be considered to be one image, while “each video, video-clip, movie, or similar
visual depiction shall be considered to have 75 images.”

For production of child pornography under 18 U.S.C. §§ 1591, 2251(a)—(c), 2251(d)(1)(B),
2260(a), the sentencing guidelines also allow for an increased score “if the offense involved a
minor who had (A) not attained the age of twelve years...; or (B) attained the age of twelve
years but not attained the age of sixteen years....”

Appendices

Appendix A

California Penal Code § 311.11 Possession or control of matter depicting minor engaging in or
simulating sexual conduct; Punishment; Previous conviction

(a) Every person who knowingly possesses or controls any matter, representation of
information, data, or image, including, but not limited to, any film, filmstrip, photograph,
negative, slide, photocopy, videotape, video laser disc, computer hardware, computer
software, computer floppy disc, data storage media, CD-ROM, or computer-generated
equipment or any other computer-generated image that contains or incorporates in any
manner, any film or filmstrip, the production of which involves the use of a person under 18
years of age, knowing that the matter depicts a person under 18 years of age personally
engaging in or simulating sexual conduct, as defined in subdivision (d) of Section 311.4, is guilty
of a felony and shall be punished by imprisonment in the state prison, or a county jail for up to
one year, or by a fine not exceeding two thousand five hundred dollars ($2,500), or by both the
fine and imprisonment.

(b) Every person who commits a violation of subdivision (a), and who has been previously
convicted of a violation of this section, an offense requiring registration under the Sex Offender
Registration Act, or an attempt to commit any of the above-mentioned offenses, is guilty of a
felony and shall be punished by imprisonment in the state prison for two, four, or six years.

(c) Each person who commits a violation of subdivision (a) shall be punished by imprisonment in
the state prison for 16 months, or two or five years, or shall be punished by imprisonment in a
county jail for up to one year, or by a fine not exceeding two thousand five hundred dollars
(52,500), or by both the fine and imprisonment, if one of the following factors exists:

(1) The matter contains more than 600 images that violate subdivision (a), and the matter
contains 10 or more images involving a prepubescent minor or a minor who has not attained 12
years of age.

(2) The matter portrays sexual sadism or sexual masochism involving a person under 18 years of
age. For purposes of this section, “sexual sadism” means the intentional infliction of pain for
purposes of sexual gratification or stimulation. For purposes of this section, “sexual masochism”
means intentionally experiencing pain for purposes of sexual gratification or stimulation.

Appendix B



Colorado Statute § 18-6-403 Sexual Exploitation of a Child

(3) A person commits sexual exploitation of a child if, for any purpose, he or she knowingly:
(a) Causes, induces, entices, or permits a child to engage in, or be used for, any explicit sexual
conduct for the making of any sexually exploitative material; or

(b) Prepares, arranges for, publishes, produces, promotes, makes, sells, finances, offers,
exhibits, advertises, deals in, distributes, transports or transfers to another person, or makes
accessible to another person, including, but not limited to, through digital or electronic means,
any sexually exploitative material; or

(b.5) Accesses with intent to view, views, possesses, or controls any sexually exploitative
material for any purpose; except that this subsection (3)(b.5) does not apply to law
enforcement personnel, defense counsel personnel, or court personnel in the performance of
their official duties, nor does it apply to physicians, psychologists, therapists, or social workers,
so long as such persons are licensed in the state of Colorado and the persons possess such
materials in the course of a bona fide treatment or evaluation program at the treatment or
evaluation site; or

(c) Possesses with the intent to deal in, sell, or distribute, including but not limited to
distributing through digital or electronic means, any sexually exploitative material; or

(d) Causes, induces, entices, or permits a child to engage in, or be used for, any explicit sexual
conduct for the purpose of producing a performance, or accesses with intent to view or views
explicit sexual conduct in the form of a performance involving a child if the conduct in the
performance was caused, induced, enticed, requested, directed, or specified by the viewer or
potential viewer.

Colorado Statute 18-1.3-401 Felonies Classified-Presumptive Penalties

(10)(a) The general assembly hereby finds that certain crimes that are listed in subsection
(10)(b) of this section present an extraordinary risk of harm to society and therefore, in the
interest of public safety, for such crimes that constitute class 3 felonies, the maximum sentence
in the presumptive range is increased by four years; for such crimes that constitute class 4
felonies, the maximum sentence in the presumptive range is increased by two years; for such
crimes that constitute class 5 felonies, the maximum sentence in the presumptive range is
increased by one year; for such crimes that constitute class 6 felonies, the maximum sentence
in the presumptive range is increased by six months.

Appendix C
2022 Connecticut General Statutes Title 53a - Penal Code Chapter 952 - Penal Code: Offenses

Section 53a-196d. - Possessing child pornography in the first degree: Class B felony
a) A person is guilty of possessing child pornography in the first degree when such person
knowingly possesses
1) fifty or more visual depictions of child pornography;
2) one or more visual depictions of child pornography that depict the infliction or
threatened infliction of serious physical injury; or
3) (A) a series of images in electronic, digital or other format, which is intended to be
displayed continuously, consisting of two or more frames, or a film or videotape,
consisting of two or more frames, that depicts (i) more than one child engaging in




sexually explicit conduct, or (ii) more than one act of sexually explicit conduct by one or
more children, or (B) any combination of a (i) series of images in electronic, digital or
other format, which is intended to be displayed continuously, (ii) film, or (iii) videotape,
which series, film or videotape each consists of two or more frames and depicts a single
act of sexually explicit conduct by one child.
(b) In any prosecution for an offense under this section, it shall be an affirmative defense that
the acts of the defendant, if proven, would constitute a violation of section 53a-196h.
(c) Possessing child pornography in the first degree is a class B felony and any person found
guilty under this section shall be sentenced to a term of imprisonment of which five years of the
sentence imposed may not be suspended or reduced by the court.

Appendix D
Hawaii Revised Statues § 707-750 Promoting Child Abuse in the First Degree

(1) A person commits the offense of promoting child abuse in the first degree if, knowing or
having reason to know its character and content, the person:

a) Produces or participates in the preparation of child pornography;

b) Produces or participates in the preparation of pornographic material that employs, uses,
or otherwise contains a minor engaging in or assisting others to engage in sexual
conduct; or

¢) Engages in a pornographic performance that employs, uses, or otherwise contains a
minor engaging in or assisting others to engage in sexual conduct.

(2) As used in this section:

"Child pornography" means any pornographic visual representation, including any
photograph, film, video, picture, or computer or computer-generated image or picture,
whether made or produced by electronic, mechanical, or other means, of sexual conduct, if:

a) The pornographic production of such visual representation involves the use of a minor
engaging in sexual conduct; or

b) The pornographic visual representation has been created, adapted, or modified to
appear that an identifiable minor is engaging in sexual conduct.

"Community standards" means the standards of the State.

"Computer" shall have the same meaning as in section 708-890.

"Lascivious" means tending to incite lust, to deprave the morals in respect to sexual relations,
or to produce voluptuous or lewd emotions in the average person, applying contemporary
community standards.

"Material" means any printed matter, visual representation, or sound recording and includes,
but is not limited to, books, magazines, motion picture films, pamphlets, newspapers,
pictures, photographs, and tape or wire recordings.

"Minor" means any person less than eighteen years old.

"Performance" means any play, motion picture film, dance, or other exhibition performed
before any audience.

"Pornographic" shall have the same meaning as in section 712-1210.

"Produces" means to produce, direct, manufacture, issue, publish, or advertise.
"Sadomasochistic abuse" means flagellation or torture by or upon a person as an act of sexual
stimulation or gratification.




"Sexual conduct" means actual or simulated sexual intercourse, including genital-genital
contact, oral-genital contact, anal-genital contact, or oral-anal contact, whether between
persons of the same or opposite sex, masturbation, bestiality, sexual penetration, deviate
sexual intercourse, sadomasochistic abuse, or lascivious exhibition of the genital or pubic area
of a minor.

"Visual representation" refers to, but is not limited to, undeveloped film and videotape and
data stored on computer disk or by electronic means that are capable of conversion into a
visual image.

(3) The fact that a person engaged in the conduct specified by this section is prima facie
evidence that the person engaged in that conduct with knowledge of the character and
content of the material or the performance produced, directed, or participated in. The fact
that the person who was employed, used, or otherwise contained in the pornographic
material or performance, was at that time, a minor, is prima facie evidence that the defendant
knew the person to be a minor.

(4) Promoting child abuse in the first degree is a class A felony. [L 1978, c 214, §1; am L 1982, c
218, 8§1; am L 1986, c 314, §58; am L 1988, ¢ 91, §1; am L 1997, c 363, §1; am L 2002, c 200,
§2; am L 2016, c 16, §1]

Appendix E
2022 lllinois Compiled Statutes Chapter 720 — CRIMINAL OFFENSES 720 ILCS 5/ - Criminal Code
2012

Sec. 11-20.1. Child pornography.
(a) A person commits child pornography who:
(1) films, videotapes, photographs, or otherwise depicts or portrays by means of any
similar visual medium or reproduction or depicts by computer any child whom he or she
knows or reasonably should know to be under the age of 18 or any person with a severe
or profound intellectual disability where such child or person with a severe or profound
intellectual disability is:
(i) actually or by simulation engaged in any act of sexual penetration or sexual
conduct with any person or animal; or
(ii) actually or by simulation engaged in any act of sexual penetration or sexual
conduct involving the sex organs of the child or person with a severe or profound
intellectual disability and the mouth, anus, or sex organs of another person or
animal; or which involves the mouth, anus or sex organs of the child or person
with a severe or profound intellectual disability and the sex organs of another
person or animal; or
(iii) actually or by simulation engaged in any act of masturbation; or
(iv) actually or by simulation portrayed as being the object of, or otherwise
engaged in, any act of lewd fondling, touching, or caressing involving another
person or animal; or
(v) actually or by simulation engaged in any act of excretion or urination within a
sexual context; or



(vi) actually or by simulation portrayed or depicted as bound, fettered, or subject

to sadistic, masochistic, or sadomasochistic abuse in any sexual context; or

(vii) depicted or portrayed in any pose, posture or setting involving a lewd

exhibition of the unclothed or transparently clothed genitals, pubic area,

buttocks, or, if such person is female, a fully or partially developed breast of the

child or other person; or
(2) with the knowledge of the nature or content thereof, reproduces, disseminates,
offers to disseminate, exhibits or possesses with intent to disseminate any film,
videotape, photograph or other similar visual reproduction or depiction by computer of
any child or person with a severe or profound intellectual disability whom the person
knows or reasonably should know to be under the age of 18 or to be a person with a
severe or profound intellectual disability, engaged in any activity described in
subparagraphs (i) through (vii) of paragraph (1) of this subsection; or
(3) with knowledge of the subject matter or theme thereof, produces any stage play,
live performance, film, videotape or other similar visual portrayal or depiction by
computer which includes a child whom the person knows or reasonably should know to
be under the age of 18 or a person with a severe or profound intellectual disability
engaged in any activity described in subparagraphs (i) through (vii) of paragraph (1) of
this subsection; or
(4) solicits, uses, persuades, induces, entices, or coerces any child whom he or she
knows or reasonably should know to be under the age of 18 or a person with a severe
or profound intellectual disability to appear in any stage play, live presentation, film,
videotape, photograph or other similar visual reproduction or depiction by computer in
which the child or person with a severe or profound intellectual disability is or will be
depicted, actually or by simulation, in any act, pose or setting described in
subparagraphs (i) through (vii) of paragraph (1) of this subsection; or
(5) is a parent, step-parent, legal guardian or other person having care or custody of a
child whom the person knows or reasonably should know to be under the age of 18 or
a person with a severe or profound intellectual disability and who knowingly permits,
induces, promotes, or arranges for such child or person with a severe or profound
intellectual disability to appear in any stage play, live performance, film, videotape,
photograph or other similar visual presentation, portrayal or simulation or depiction by
computer of any act or activity described in subparagraphs (i) through (vii) of paragraph
(1) of this subsection; or
(6) with knowledge of the nature or content thereof, possesses any film, videotape,
photograph or other similar visual reproduction or depiction by computer of any child
or person with a severe or profound intellectual disability whom the person knows or
reasonably should know to be under the age of 18 or to be a person with a severe or
profound intellectual disability, engaged in any activity described in subparagraphs (i)
through (vii) of paragraph (1) of this subsection; or
(7) solicits, or knowingly uses, persuades, induces, entices, or coerces, a person to
provide a child under the age of 18 or a person with a severe or profound intellectual
disability to appear in any videotape, photograph, film, stage play, live presentation, or
other similar visual reproduction or depiction by computer in which the child or person



with a severe or profound intellectual disability will be depicted, actually or by
simulation, in any act, pose, or setting described in subparagraphs (i) through (vii) of
paragraph (1) of this subsection.
(a-5) The possession of each individual film, videotape, photograph, or other similar visual
reproduction or depiction by computer in violation of this Section constitutes a single and
separate violation. This subsection (a-5) does not apply to multiple copies of the same film,
videotape, photograph, or other similar visual reproduction or depiction by computer that are
identical to each other.
(b)(2) It shall be an affirmative defense to a charge of child pornography that the defendant
reasonably believed, under all of the circumstances, that the child was 18 years of age or older
or that the person was not a person with a severe or profound intellectual disability but only
where, prior to the act or acts giving rise to a prosecution under this Section, he or she took
some affirmative action or made a bonafide inquiry designed to ascertain whether the child
was 18 years of age or older or that the person was not a person with a severe or profound
intellectual disability and his or her reliance upon the information so obtained was clearly
reasonable.
(1.5) Telecommunications carriers, commercial mobile service providers, and providers of
information services, including, but not limited to, Internet service providers and hosting
service providers, are not liable under this Section by virtue of the transmission, storage, or
caching of electronic communications or messages of others or by virtue of the provision of
other related telecommunications, commercial mobile services, or information services used by
others in violation of this Section.
(2) (Blank).
(3) The charge of child pornography shall not apply to the performance of official duties by law
enforcement or prosecuting officers or persons employed by law enforcement or prosecuting
agencies, court personnel or attorneys, nor to bonafide treatment or professional education
programs conducted by licensed physicians, psychologists or social workers. In any criminal
proceeding, any property or material that constitutes child pornography shall remain in the
care, custody, and control of either the State or the court. A motion to view the evidence shall
comply with subsection (e-5) of this Section.
(4) If the defendant possessed more than one of the same film, videotape or visual
reproduction or depiction by computer in which child pornography is depicted, then the trier of
fact may infer that the defendant possessed such materials with the intent to disseminate
them.
(5) The charge of child pornography does not apply to a person who does not voluntarily
possess a film, videotape, or visual reproduction or depiction by computer in which child
pornography is depicted. Possession is voluntary if the defendant knowingly procures or
receives a film, videotape, or visual reproduction or depiction for a sufficient time to be able to
terminate his or her possession.
(6) Any violation of paragraph (1), (2), (3), (4), (5), or (7) of subsection (a) that includes a child
engaged in, solicited for, depicted in, or posed in any act of sexual penetration or bound,
fettered, or subject to sadistic, masochistic, or sadomasochistic abuse in a sexual context shall
be deemed a crime of violence.



(c) If the violation does not involve a film, videotape, or other moving depiction, a violation of
paragraph (1), (4), (5), or (7) of subsection (a) is a Class 1 felony with a mandatory minimum
fine of $2,000 and a maximum fine of $100,000. If the violation involves a film, videotape, or
other moving depiction, a violation of paragraph (1), (4), (5), or (7) of subsection (a) is a Class X
felony with a mandatory minimum fine of $2,000 and a maximum fine of $100,000. If the
violation does not involve a film, videotape, or other moving depiction, a violation of paragraph
(3) of subsection (a) is a Class 1 felony with a mandatory minimum fine of $1500 and a
maximum fine of $100,000. If the violation involves a film, videotape, or other moving
depiction, a violation of paragraph (3) of subsection (a) is a Class X felony with a mandatory
minimum fine of $1500 and a maximum fine of $100,000. If the violation does not involve a
film, videotape, or other moving depiction, a violation of paragraph (2) of subsection (a) is a
Class 1 felony with a mandatory minimum fine of $1000 and a maximum fine of $100,000. If the
violation involves a film, videotape, or other moving depiction, a violation of paragraph (2) of
subsection (a) is a Class X felony with a mandatory minimum fine of $1000 and a maximum fine
of $100,000. If the violation does not involve a film, videotape, or other moving depiction, a
violation of paragraph (6) of subsection (a) is a Class 3 felony with a mandatory minimum fine
of $1000 and a maximum fine of $100,000. If the violation involves a film, videotape, or other
moving depiction, a violation of paragraph (6) of subsection (a) is a Class 2 felony with a
mandatory minimum fine of $1000 and a maximum fine of $100,000.

(c-5) Where the child depicted is under the age of 13, a violation of paragraph (1), (2), (3), (4),
(5), or (7) of subsection (a) is a Class X felony with a mandatory minimum fine of $2,000 and a
maximum fine of $100,000. Where the child depicted is under the age of 13, a violation of
paragraph (6) of subsection (a) is a Class 2 felony with a mandatory minimum fine of $1,000 and
a maximum fine of $100,000. Where the child depicted is under the age of 13, a person who
commits a violation of paragraph (1), (2), (3), (4), (5), or (7) of subsection (a) where the
defendant has previously been convicted under the laws of this State or any other state of the
offense of child pornography, aggravated child pornography, aggravated criminal sexual abuse,
aggravated criminal sexual assault, predatory criminal sexual assault of a child, or any of the
offenses formerly known as rape, deviate sexual assault, indecent liberties with a child, or
aggravated indecent liberties with a child where the victim was under the age of 18 years or an
offense that is substantially equivalent to those offenses, is guilty of a Class X felony for which
the person shall be sentenced to a term of imprisonment of not less than 9 years with a
mandatory minimum fine of $2,000 and a maximum fine of $100,000.

Where the child depicted is under the age of 13, a person who commits a violation of paragraph
(6) of subsection (a) where the defendant has previously been convicted under the laws of this
State or any other state of the offense of child pornography, aggravated child pornography,
aggravated criminal sexual abuse, aggravated criminal sexual assault, predatory criminal sexual
assault of a child, or any of the offenses formerly known as rape, deviate sexual assault,
indecent liberties with a child, or aggravated indecent liberties with a child where the victim
was under the age of 18 years or an offense that is substantially equivalent to those offenses, is
guilty of a Class 1 felony with a mandatory minimum fine of $1,000 and a maximum fine of
$100,000. The issue of whether the child depicted is under the age of 13 is an element of the
offense to be resolved by the trier of fact.



(d) If a person is convicted of a second or subsequent violation of this Section within 10 years of
a prior conviction, the court shall order a presentence psychiatric examination of the person.
The examiner shall report to the court whether treatment of the person is necessary.

Appendix F
Pennsylvania Statute 18 PA.C.S.A. § 6312- Sexual Abuse of Children

(b) Photographing, videotaping, depicting on computer or filming sexual acts.--

(1) Any person who causes or knowingly permits a child under the age of 18 years to engage in
a prohibited sexual act or in the simulation of such act commits an offense if such person
knows, has reason to know or intends that such act may be photographed, videotaped,
depicted on computer or filmed.

(2) Any person who knowingly photographs, videotapes, depicts on computer or films a child
under the age of 18 years engaging in a prohibited sexual act or in the simulation of such an act
commits an offense.

(c) Dissemination of photographs, videotapes, computer depictions and films.--Any person who
knowingly sells, distributes, delivers, disseminates, transfers, displays or exhibits to others, or
who possesses for the purpose of sale, distribution, delivery, dissemination, transfer, display or
exhibition to others, any book, magazine, pampbhlet, slide, photograph, film, videotape,
computer depiction or other material depicting a child under the age of 18 years engaging in a
prohibited sexual act or in the simulation of such act commits an offense.

(d) Child pornography.--Any person who intentionally views or knowingly possesses or controls
any book, magazine, pamphlet, slide, photograph, film, videotape, computer depiction or other
material depicting a child under the age of 18 years engaging in a prohibited sexual act or in the
simulation of such act commits an offense.

(d.1) Grading.--The offenses shall be graded as follows:

(1) Except as provided in paragraph (3), an offense under subsection (b) is a felony of the
second degree.

(2)(i) Except as provided in paragraph (3), a first offense under subsection (c) or (d) is a felony of
the third degree.

(ii) A second or subsequent offense under subsection (c) or (d) is a felony of the second degree.
(3) When a person commits an offense graded under paragraph (1) or (2)(i), the grading of the
offense shall be one grade higher than the grade specified in paragraph (1) or (2)(i) if:

(i) indecent contact with the child as defined in section 3101 (relating to definitions) is depicted;
or

(ii) the child depicted is under 10 years of age or prepubescent.

Pennsylvania Statute 18 Pa.C.S.A. § 3101-Definitions
“Indecent contact.” Any touching of the sexual or other intimate parts of the person for the
purpose of arousing or gratifying sexual desire, in any person.

Pennsylvania Statute 18 Pa.C.S.A. § 106-Classification of Offenses

(2) A crime is a felony of the first degree if it is so designated in this title or if a person convicted
thereof may be sentenced to a term of imprisonment, the maximum of which is more than ten
years.




(3) A crime is a felony of the second degree if it is so designated in this title or if a person
convicted thereof may be sentenced to a term of imprisonment, the maximum of which is not
more than ten years.

(4) A crime is a felony of the third degree if it is so designated in this title or if a person
convicted thereof may be sentenced to a term of imprisonment, the maximum of which is not
more than seven years.

Appendix G
West Virginia Statute § 61-8C-3 Distribution and exhibiting of material depicting minors

engaged in sexually explicit conduct prohibited; penalty

(a) Any person who, knowingly and willfully, sends or causes to be sent or distributes, exhibits,
possesses, electronically accesses with intent to view or displays or transports any material
visually portraying a minor engaged in any sexually explicit conduct is guilty of a felony.

(b) Any person who violates the provisions of subsection (a) of this section when the conduct
involves fifty or fewer images shall, upon conviction, be imprisoned in a state correctional
facility for not more than two years or fined not more than $2,000 or both.

(c) Any person who violates the provisions of subsection (a) of this section when the conduct
involves more than fifty but fewer than six hundred images shall, upon conviction, be
imprisoned in a state correctional facility for not less than two nor more than ten years or fined
not more than $5,000, or both.

(d) Notwithstanding the provisions of subsections (b) and (c) of this section any person who
violates the provisions of subsection (a) of this section when the conduct involves six hundred
or more images or depicts violence against a child or a child engaging in bestiality shall, upon
conviction, be imprisoned in a state correctional facility for not less than five nor more than
fifteen years or fined not more than $25,000, or both.

(e) For purposes of this section each video clip, movie or similar recording of five minutes or
less shall constitute seventy-five images. A video clip, movie or similar recording of a duration
longer than five minutes shall be deemed to constitute seventy-five images for every two
minutes in length it exceeds five minutes.
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MEMORANDUM
DATE: May 11, 2021
TO: MSCCSP
FROM: Guidelines Subcommittee
RE: Review of Offenses Involving Child Pornography or Sexual Solicitation of a
Minor

Background

At the Commission’s December 8, 2020, Public Comments Hearing, Joyce King, an assistant
state’s attorney in the Frederick County State’s Attorney’s Office, provided testimony, on behalf
of the Frederick County Cyber Crimes Task Force and the Maryland State’s Attorney’s
Association, to request an increase in the guidelines for online child sex abuse and exploitation
offenses in Maryland, specifically possession and distribution of child pornography and sexual
solicitation of a minor. Ms. King noted the increased prevalence of internet crimes against
children, particularly during the COVID-19 pandemic, and provided three additional reasons for
her request to increase the offenses’ guidelines severity.

First, the Maryland General Assembly, in recent years, has expanded Maryland statutes related to
the online sexual abuse and exploitation of children to bring them in line with Federal standards,
thereby recognizing the severity of these crimes.! While the State’s statutes have been expanded,
Ms. King suggested that sentencing has been left behind. Though the Legislature generally did
not increase penalties for internet crimes against children, Ms. King suggested that the expansion
of crimes covered by Maryland laws warrants an increase in the guidelines.

Second, Ms. King noted that the guidelines do not currently consider the evolving and permanent
nature of the internet. Images placed on the Internet and disseminated online exist in perpetuity.
The victims of these crimes suffer lasting psychological consequences and are revictimized every
time an image is viewed, possessed, or distributed.

!'In 2019, the General Assembly voted unanimously to pass House Bill 1027/Senate Bill 736 (Chapters 25 and 26 of
the Laws of Maryland), which added key language— “lascivious exhibition”— to the definition of “sexual conduct”
contained in Maryland’s child pornography statutes (CR, § 11-101). This change expanded Maryland’s child
pornography law and brought the State statute in line with federal laws and definition of child pornography. The
same bills also added language that allows for the prosecution of pornographic content featuring computer-generated
images that are indistinguishable from an actual child (CR, § 11-208).

In 2020, the General Assembly again took action to expand Maryland’s internet crimes against children statutes and
make them consistent with federal laws. House Bill 246/Senate Bill 231 (Chapters 128 and 129 of the Laws of
Maryland) expanded the current Sexual Solicitation of a Minor law (CR, § 3-324) to include the prohibition of the
sexual solicitation of a minor through their parent, guardian, or custodian. The bill also added an enhanced 20-year
penalty for a second or subsequent offender. In response, the MSCCSP classified a subsequent sexual solicitation of
a minor offense as a seriousness category III, one seriousness category more serious than a first-time offense.
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Third, Ms. King noted that offenders who commit internet crimes against children may be
distinguished from other offenders. Ms. King noted that research has found a correlation between
online sex offenses and hands-on sex offenses. Research has also noted the progressive nature of
online sex offenses and high rates of recidivism among its offenders.

In response to Ms. King’s testimony, the Commission agreed to review the current classification
of possession and distribution of child pornography and sexual solicitation of a minor.? The
Guidelines Subcommittee reviewed the topic at its April 27, 2021, meeting. Specifically, the
Guidelines Subcommittee reviewed two proposed revisions to the sentencing guidelines. One,
the Guidelines Subcommittee reviewed increases to the seriousness categories for these offenses.
Two, the Subcommittee reviewed revised language for the Maryland Sentencing Guidelines
Manual (MSGM) and COMAR that would award permanent victim injury points to offenses
involving evidence of child pornography. The Subcommittee ultimately decided against
increasing the seriousness categories for offenses involving child pornography or sexual
solicitation of a minor. The Subcommittee unanimously agreed to recommend to the
Commission revisions to the MSGM and COMAR to instruct that permanent victim injury points
shall be assigned in cases involving evidence of child pornography.

This memo provides a summary of how child pornography offenses and sexual solicitation of a
minor are treated in the sentencing guidelines of other jurisdictions. Additionally, this memo
provides a review of child pornography offenses and sexual solicitation of a minor sentenced in
Maryland circuit courts in fiscal years 2016 through 2020. Finally, the memo provides
recommended revisions to the MSGM and COMAR to instruct that permanent victim injury
points shall be assigned in cases involving evidence of child pornography.

State and Federal Treatment of Child Pornography Offenses and Sexual Solicitation of a
Minor

Presently, the District of Columbia, the Federal system, and 15 states maintain sentencing
guidelines for use at criminal sentencings.® Of the 17 jurisdictions that maintain sentencing
guidelines, MSCCSP staff identified three jurisdictions that provide for sentence enhancements
when calculating the sentencing guidelines for offenses involving child pornography or sexual
solicitation of a minor. The United States’ sentencing guidelines provide enhancements for
offenses involving child pornography or sexual exploitation of minors based on the number of
images involved in the offense, the number of victims, the victim’s age, and the defendant’s
relationship to the victim.* Pennsylvania’s sentencing guidelines provide enhancements to

2 The definition of and penalties for offenses involving distribution and production of child pornography are
provided in Criminal Law Article (CR), § 11-207. The definition of and penalties for offenses involving the
possession of child pornography are provided in CR, § 11-208. The definition of and penalties for sexual solicitation
of a minor are provided in CR, § 3-324.

3 These states include: Alabama, Arkansas, Delaware, Kansas, Maryland, Massachusetts, Michigan, Minnesota,
Missouri, North Carolina, Oregon, Pennsylvania, Utah, Virginia, and Washington.

4§ 2G1.3 of the United States’ 2018 Guidelines Manual provides instructions for determining the offense severity
level for Promoting a Commercial Sex Act or Prohibited Sexual Conduct with a Minor; Transportation of Minors to
Engage in a Commercial Sex Act or Prohibited Sexual Conduct; Travel to Engage in Commercial Sex Act or
Prohibited Sexual Conduct with a Minor; Sex Trafficking of Children; and Use of Interstate Facilities to Transport
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offenses involving child pornography based on the number of images and nature of the abuse
involved in the offense.’ Virginia’s sentencing guidelines provide for enhancements to offenses

Information about a Minor. Enhancements to the base offense severity level are provided in the following scenarios:
if the defendant was a parent, relative, or legal guardian of the minor involved in the offense, or if the minor was
otherwise in the custody, care, or supervisory control of the defendant; if the offense involved the knowing
misrepresentation of a participant’s identity to persuade, induce, entice, coerce, or facilitate the travel of, a minor to
engage in prohibited sexual conduct; if a participant otherwise unduly influenced a minor to engage in prohibited
sexual conduct; if the offense involved the use of a computer or an interactive computer service to (a) persuade,
induce, entice, coerce, or facilitate the travel of, the minor to engage in prohibited sexual conduct; or (b) entice,
encourage, offer, or solicit a person to engage in prohibited sexual conduct with the minor; if (a) the offense
involved the commission of a sex act or sexual contact; if the offense involved a commercial sex act; or if the
offense involved a minor who had not attained the age of 12 years.

§ 2G2.1 of the United States’ 2018 Guidelines Manual provides instructions for determining the offense severity
level for Sexually Exploiting a Minor by Production of Sexually Explicit Visual or Printed Material; Custodian
Permitting Minor to Engage in Sexually Explicit Conduct; and Advertisement for Minors to Engage in Production.
Enhancements to the base offense severity level are provided in the following scenarios: if the offense involved a
minor who had not yet attained the age of 12 years; if the offense involved a minor who had attained the age of 12
years but not attained the age of 16 years; if the offense involved a sexual act or sexual contact; if the defendant
knowingly engaged in distribution; if the offense involved (a) material that portrays sadistic or masochistic conduct
or other depictions of violence, or (b) an infant or toddler; if the defendant was a parent, relative, or legal guardian
of the minor involved in the offense, or if the minor was otherwise in the custody, care, or supervisory control of the
defendant; if, for the purpose of producing sexually explicit material or for the purpose of transmitting such material
live, the offense involved (a) the knowing misrepresentation of a participant’s identity to persuade, induce, entice,
coerce, or facilitate the travel of, a minor to engage sexually explicit conduct; or (b) the use of a computer or an
interactive computer service to (i) persuade, induce, entice, coerce, or facilitate the travel of, a minor to engage in
sexually explicit conduct, or to otherwise solicit participation by a minor in such conduct; or (ii) solicit participation
with a minor in sexually explicit conduct; or if the offense involved the exploitation of more than one minor.

§ 2G2.2 of the United States’ 2018 Guidelines Manual provides instructions for determining the offense severity
level for Trafficking in Material Involving the Sexual Exploitation of a Minor; Receiving, Transporting, Shipping,
Soliciting, or Advertising Material Involving the Sexual Exploitation of a Minor; Possessing Material Involving the
Sexual Exploitation of a Minor with Intent to Traffic; and Possessing Material Involving the Sexual Exploitation of a
Minor. Enhancements to the base offense severity level are provided in the following scenarios: If the material
involved a prepubescent minor or a minor who had not attained the age of 12 years; if the offense involved
distribution for pecuniary gain; if the defendant distributed in exchange for any valuable consideration, but not for
pecuniary gain; if the offense involved distribution to a minor; if the offense involved distribution to a minor that
was intended to persuade, induce, entice, or coerce the minor to engage in any illegal activity; if the offense
involved distribution to a minor that was intended to persuade, induce, entice, coerce, or facilitate the travel of, the
minor to engage in prohibited sexual conduct; if the defendant otherwise knowingly engaged in distribution; if the
offense involved material that portrays (A) sadistic or masochistic conduct or other depictions of violence; or (B)
sexual abuse or exploitation of an infant or toddler; if the defendant engaged in a pattern of activity involving the
sexual abuse or exploitation of a minor; if the offense involved the use of a computer or an interactive computer
service for the possession, transmission, receipt, or distribution of the material, or for accessing with intent to view
the material; if the offense involved at least 10 images but less than 150 images; if the offense involved at least 150
images but less than 300 images; if the offense involved at least 300 images but less than 600 images; or if the
offense involved 600 or more images.

5In 2013, House Bill 321 (Pennsylvania State Legislature) mandated that the Pennsylvania Commission on
Sentencing shall provide for a sentence enhancement within its guidelines for certain offenses relating to the sexual
abuse of children. The sexual abuse of children enhancement, effective September 26, 2014, provides for sentence
enhancements for violations of 18 Pa.C.S.§6312 (relating to the production, distribution, and possession of child
pornography) based on the number of images possessed by the offender (50 to 200 images, more than 200 images
but less than or equal to 500 images, and more than 500 images) and/or whether the abuse depicted in the images
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involving child pornography offenses or sexual solicitation of a minor based on the age of the
victim and victim injury, including both physical and emotional injury.® The Virginia Sentencing
Guidelines Manual (p.18) specifically provides that, for possession of child pornography, victim
injury is scored only if the defendant or co-defendant inflicted the documented injury.

Summary of Sentencing Guidelines Data Pertaining to Child Pornography Offenses and
Sexual Solicitation of a Minor

MSCCSP staff conducted an analysis of sentences for and characteristics of offenses involving
child pornography and sexual solicitation of a minor, sentenced in Maryland circuit courts in
calendar years 2016 through 2020, for which a sentencing guidelines worksheet was received.
Below is a summary of the main findings. More detailed findings can be found in Appendix A, at
the end of the memo.

e The MSCCSP received sentencing guidelines worksheets for 605 sentencing events
involving 1,039 counts of offenses involving child pornography or sexual solicitation of a
minor, sentenced in 2016 through 2020. The majority of sentencing events occurred in
the Third Circuit (29.4%, Baltimore and Harford Counties), followed by the 5th Circuit
(18.8%, Anne Arundel, Carroll, and Howard Counties) and the 6th Circuit (17.4%,
Frederick and Montgomery Counties). The smallest percentage (2.3%) of sentencing
events occurred in the 8th Circuit (Baltimore City).

e The most common of these offenses was possession of child pornography, followed by
manufacture, distribution, etc. child pornography, and sexual solicitation of a minor. The
MSCCSP received few worksheets for defendants sentenced pursuant to subsequent
offender statutes.

e The mean age of defendants sentenced for offenses involving child pornography or
sexual solicitation of a minor was 37.8 years, slightly older than the average age of all
defendants (31.4 years). Nearly all defendants were male (99.0%), and the majority of
defendants were white (72.5%) and had no prior adult criminal record (77.8%).”

possessed by the offender portrays or contains any of the following: (i) the bondage of a child; (ii) a weapon used in
a sexual context; (iii) penetration or attempted penetration of a child; or (iv) an act which would constitute a crime
under 18 Pa.C.S. § 25 (relating to criminal homicide), 18 Pa.C.S. § 27 (relating to assault), or 18 Pa.C.S. § 31
(relating to sexual offenses). For the purposes of this enhancement, the number of images is defined as follows: (i)
Each photograph, picture, computer generated image, or any similar visual depiction shall be considered to be one
image. (ii) Each video, video-clip, movie, or similar visual depiction shall be considered to have 50 images.
(Pennsylvania Commission on Sentencing, Sentencing Guidelines Manual:7" Edition, 2012, Amendment 2, also
located at 204 Pa.C.S. § 303.9(1) and 204 Pa.C.S. § 303.10(¢)).

® Virginia’s sentencing guidelines provide for enhancements to offenses involving child pornography or the
solicitation of a minor based on the age of the victim (less than 13 years) and victim injury (threatened or emotional;
or physical, serious, or life-threatening). (Virginia Criminal Sentencing Commission. Virginia Sentencing
Guidelines Manual. (2014); Other Sexual Assault/Obscenity Worksheet. (2020)).

7 When looking at all defendants for which the MSCCSP received a worksheet in 2016 through 2020, 82.1% are
male, 30.5% are white, 62.0% are black, 6.2% are Hispanic, and 1.3% are another race; and 33.8% have no prior
criminal record.
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e Approximately, 61.1% of defendants convicted of offenses involving child pornography
or sexual solicitation of a minor received a sentence that included incarceration. Just over
half (50.5%) of defendants received a period of post-sentence incarceration.

e The majority (88.3%) of sentences for offenses involving child pornography or sexual
solicitation of a minor were guidelines-compliant. When a departure from the guidelines
occurred, it was more likely to be above versus below the guidelines (7.8% versus 3.9%,
respectively).®

e Victim injury points were rarely assigned to offenses involving child pornography or
sexual solicitation of a minor. Approximately 86.3% of these offenses were awarded no
points for victim injury; 13.2% were awarded one point for a non-permanent injury; and
0.5% were awarded two points for permanent injury or death.

e Special victim vulnerability points were assigned in 54.1% of offenses involving child
pornography or sexual solicitation of a minors, though the percentage varies by offense.
More than half of offenses involving the manufacture, distribution, etc. of child
pornography or the possession of child pornography (51.2% and 66.0%, respectively)
were assigned points for special victim vulnerability, whereas the majority (86.3%) of
offenses involving the sexual solicitation of a minor were not assigned points for special
victim vulnerability. These findings suggest that the majority of victims of sexual
solicitation of a minor are over the age of 11 years.’

Recommended Revisions to Part B of the Offense Score (Victim Injury)

The Guidelines Subcommittee recommends the Commission adopt the following revisions to the
MSGM and COMAR to instruct that permanent victim injury points shall be awarded in cases
involving evidence of child pornography.' For an illustration of how the guidelines would
increase with the application of permanent victim injury points, see Table #1 through Table #6,
beginning on page 7 of the memo.

8 For the purpose of this analysis, guidelines-compliance is calculated at the offense-level. A sentence is defined as
guidelines-compliant if it meets at least one of the following conditions: the guidelines-applicable sentence (defined
as the sum of incarceration, credit for time served, and home detention) is within the guidelines range; the
guidelines-applicable sentence exceeds the upper guidelines limit but includes only credit for time served; the
sentencing event was disposed of by an ABA plea agreement; or the sentencing event involved the imposition of one
or more correction options and the total sentence falls within or above the recommended guidelines range (excluding
sentencing events that contain a crime of violence, child sexual abuse, or escape).

When looking at all offenses, 80.0% of sentences fall within the recommended guidelines range (i.e., are guidelines-
compliant). When looking at just person offenses, 80.7% of sentences fall within the recommended guidelines range.
Departures below the guidelines are much more common than departures above the guidelines when looking at all
offenses (14.5% versus 5.3%, respectively) or just person offenses (12.6% versus 6.4%, respectively).

 The MSCCSP does not collect data pertaining to the age of the victim.

10 This language is intended to apply permanent victim injury points to any offense involving photographic or video
evidence of child pornography and is not limited to convictions for the possession, manufacture, or distribution of
child pornography. For instance, this rule may apply in cases involving the following types of offenses, if evidence
of child pornography is present: sexual solicitation of a minor, sextortion, visual and camera surveillance of a private
place, obscene matter, prostitution, human trafficking, or electronic harassment.
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MSGM, Chapter 6.1

B. Victim Injury

Victim injury means physical or psychological injury to the crime victim, the cause of which is
directly linked to the conduct of the defendant in the commission of the convicted offense. The
individual completing the worksheet shall apply the following rules regarding victim

injury.

b

Victim injury, whether physical or psychological, shall be based on reasonable proof.

I=

Psychological injury shall be based on confirmed medical diagnosis or psychological
counseling or treatment. Rape crisis hotlines, clergy conferences, and other similar
services are considered psychological counseling or treatment, but the contact with a
counselor must be confirmed in writing or otherwise by the counseling or treatment
provider. Psychological injury is presumed not permanent unless otherwise demonstrated.

c. Physical injury shall be more than minimal. Physical injuries such as lasting muscle
damage or amputation are permanent.

d. Offenses involving photographic or video evidence of child pornography shall be
scored as permanent victim injury.

The individual completing the worksheet shall assign a score of 0 if there was no victim injury.
The individual completing the worksheet shall assign a score of 1 if victim injury occurred and
the injury was not permanent. The individual completing the worksheet shall assign a score of 2
if victim injury occurred and the injury was permanent or resulted in the death of the victim.

COMAR
14.22.01.09

.09 Offense Score.

(3) Victim Injury.

(a) Victim injury, whether physical or psychological, shall be based on reasonable proof.
Psychological injury shall be based on confirmed medical diagnosis or psychological counseling
or treatment. Rape crisis hotlines, clergy conferences, and other similar services are considered
psychological counseling or treatment, but the contact with a counselor must be confirmed in
writing or otherwise by the counseling or treatment provider. Psychological injury is presumed
not permanent unless otherwise demonstrated. Physical injury shall be more than minimal.
Physical injuries such as lasting muscle damage or amputation are permanent. Offenses
involving photographic or video evidence of child pornography shall be scored as
permanent victim injury.
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The following tables illustrate how the guidelines for a typical offender, with no prior adult

criminal record, would increase with the application of permanent victim injury points to

offenses involving evidence of child pornography.

Table 1. Sample Scenario #1

Child Pornography
(Manufacture, Distribution, Etc.),
1* Offense
No Injury Permanent
Injury
Offender Score 0 points 0 points
Offense Score
Part A 3 points 3 points
(Seriousness Category)
Part B . .
(Victim Injury) 0 points 2 points
Part C : :
(Weapon Presence) Yo U ipaiis
Part D 1 point 1 voint
(Special Victim Vulnerability) poin potn
Total Offense Score 4 points 6 points
Guidelines P-3Y 1Y-6Y

Table 2. Sample Scenario #2

Child Pornography
(Manufacture, Distribution, Etc.),
Subsequent Offense
No Injury Permanent
Injury
Offender Score 0 points 0 points
Offense Score
Part A 5 points 5 points
(Seriousness Category)
Part B . .
(Victim Injury) 0 points 2 points
Part C : :
(Weapon Presence) st Yo
Part D 1 point 1 point
(Special Victim Vulnerability) po PO
Total Offense Score 6 points 8 points
Guidelines 1Y-6Y 4Y-9Y
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No Injury Permanent
Injury
Offender Score 0 points 0 points
Offense Score
Part A 1 point 1 point
(Seriousness Category)
Part B . .
(Victim Injury) 0 points 2 points
Part C . .
(Weapon Presence) Yo U ipaiis
Part D 1 point 1 voint
(Special Victim Vulnerability) pomn pom
Total Offense Score 2 points 4 points
Guidelines P-6M P-3Y

Table 4. Sample Scenario #4

Child Pornography (Possession),

Subsequent Offense
No Injury Permanent
Injury
Offender Score 0 points 0 points
Offense Score
Part A 3 points 3 points
(Seriousness Category)
Part B . .
(Victim Injury) 0 points 2 points
Part C . .
(Weapon Presence) Yo U ipaiis
Part D 1 point 1 voint
(Special Victim Vulnerability) poin potn
Total Offense Score 4 points 6 points
Guidelines P-3Y 1Y-6Y
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Table 5. Sample Scenario #5

Sexual Solicitation of a Minor,
1% Offense

No Injury Permanent
Injury
Offender Score 0 points 0 points
Offense Score
Part A 3 points 3 points
(Seriousness Category)
Part B . .
(Victim Injury) 0 points 2 points
Part C . .
(Weapon Presence) Yo U ipaiis
Part D . .
(Special Victim Vulnerability) 0 points 0 points
Total Offense Score 3 points 5 points
Guidelines P-2Y 3IM-4Y

Table 6. Sample Scenario #6

Sexual Solicitation of a Minor,

Subsequent Offense
No Injury Permanent
Injury
Offender Score 0 points 0 points
Offense Score
Part A 5 points 5 points
(Seriousness Category)
Part B 0 1o .
(Victim Injury) points 2 points
Part C . .
(Weapon Presence) Yo U ipaiis
Part D 0 point 0 point
(Special Victim Vulnerability) points potnts
Total Offense Score 5 points 7 points
Guidelines 3M-4Y 3Y-8Y
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Appendix A

The following provides a detailed analysis of sentences for and characteristics of offenses
involving child pornography and sexual solicitation of a minor, sentenced in Maryland circuit
courts in calendar years 2016 through 2020, for which a sentencing guidelines worksheet was
received.

Table 1 provides a list of the six reviewed offenses, their statutory sources, and their maximum
penalties.

Appendix Table 1. Maryland Offenses Involving Child Pornography or Sexual Solicitation of a
Minor.

Statutory Seriousness

Offense Source Maximum Fine Category | Classification
Child pornography
(Manufacture, distribution, CR, § 11-
etc.)- 1% offense 207(b)(1) 10Y $25,000 v Felony
Child pornography
(Manufacture, distribution, CR,§ 11-
etc.)- subsequent offense 207(b)(2) 20Y $50,000 111 Felony
Child pornography CR, § 11-
(Possession)- 1% offense 208(b)(1) 5Y $2,500 \Y Misdemeanor
Child pornography
(Possession)- subsequent CR, § 11-
offense 208(b)(2) 10Y $10,000 10\Y% Felony
Sexual solicitation of a minor
or law enforcement officer
posing as a minor- CR, § 3-
1t offense! 324(d)(1) 10Y $25,000 v Felony
Sexual solicitation of a minor
or law enforcement officer
posing as a minor- CR, § 3-
subsequent offense! 2 324(d)(2) 20Y $50,000 11 Felony

! Per Chapters 128/129 of the 2020 Laws of Maryland (House Bill 246/Senate Bill 231), effective October 1, 2020,
CR, § 3-324 provides that a person may not, with the intent to commit a violation of CR, §3-304, CR, §3-307, CR,
§11-303, CR, §11-304, CR, §11-305, CR, §11-306, or CR, §11-30, knowingly solicit the consent of a parent,
guardian, or custodian of a minor, or a law enforcement officer posing as a parent, guardian, or custodian of
a minor, to engage in activities with the minor that would be unlawful for the person to engage in under CR,
§3-304, CR §3-307, CR, §11-303, CR, §11-304, CR, §11-305, CR, §11-306, or CR,§11-3070f this article.

2 Per Chapters 128/129 of the 2020 Laws of Maryland (House Bill 246/Senate Bill 231), effective October 1, 2020, a
subsequent violation of CR, § 3-324 is subject to a maximum penalty of 20 years incarceration, a $50,000 fine, or
both. Prior to October 1, 2020, both first and subsequent offenses were subject to a maximum penalty of 10 years, a
$25,000 fine, or both.

10
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Table 2 provides a breakdown, by type of offense, for each of the offenses and sentencing events
involving child pornography or the sexual solicitation of a minor. The MSCCSP received
sentencing guidelines worksheets for 605 sentencing events and 1,039 offenses involving child
pornography or the sexual solicitation of a minor in calendar years 2016 through 2020. The most
common of these offenses was the possession of child pornography, followed by the
manufacture, distribution, etc. of child pornography, and sexual solicitation of a minor. Maryland
Law provides for subsequent offender penalties for each of the offenses involving child
pornography or sexual solicitation of a minor. As Table 2 illustrates, the MSCCSP received few
worksheets for defendants sentenced pursuant to subsequent offender statutes in 2016 through
2020.

Appendix Table 2. Maryland Sentencing Guidelines Worksheets Received for
Offenses Involving Child Pornography or Sexual Solicitation of a Minor,

Calendar Years 2016 through 2020.
Sentencing
Offenses Events

Csltnld pornography- Manufacture, distribution, etc., 333 234
I* offense

Child pornography- Manufacture, distribution, etc., 3 )
subsequent offense

Child pornography- Possession, 1% offense 264 200
Child pornography- Possession, subsequent offense 8 7
Sexual solicitation of a minor, 1% offense 131 119
Sexual solicitation of a minor, subsequent offense 0 0
Total 1,039 605

Table 3 provides a breakdown of offenses by judicial circuit. The largest percentage of
sentencing events involving child pornography or sexual solicitation of a minor came from the
3t Circuit (29.4%), followed by the 5 Circuit (18.8%) and the 6™ Circuit (17.4%). The 8%
Circuit, which sentences the largest overall percentage of cases in the State, sentenced the
smallest percentage (2.3%) of sentencing events involving child pornography or sexual
solicitation of a minor.

11
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Appendix Table 3. Total Offenses and Sentencing Events Involving Child Pornography or

the Sexual Solicitation of a Minor, by Judicial Circuit, Calendar Years 2016 through 2020
Offense Involving Child
Pormography or Sexual

Solicitation of a Minor

Sentencing Sentencing
Offenses Events Offenses Events

# % State # % State # % State # % State
Ist Circuit (Dorchester, 4,847 7.3% | 3,333 7.0% 72 6.9% 48 7.9%
Somerset, Wicomico,
Worcester)
2nd Circuit (Caroline, 3,916 5.9% | 2,728 5.7% 84 8.1% 36 6.0%
Cecil, Kent, Queen
Anne's, Talbot)
3rd Circuit (Baltimore, 11,925 | 18.0% | 9,606 | 20.1% 224 | 21.6% | 178 29.4%
Harford)
4th Circuit (Allegany, 3,497 5.3% | 2,662 5.6% 117 | 11.3% 44 7.3%

Garrett, Washington)

5th Circuit (Anne Arundel, | 8,226 | 12.4% | 6,100 | 12.8% | 156 | 15.0% | 114 18.8%
Carroll, Howard)

6th Circuit (Frederick, 9,370 | 14.1% | 6,375 | 13.4% | 223 | 21.5% | 105 17.4%
Montgomery)

7th Circuit (Calvert, 11,316 | 17.1% | 7,694 | 16.1% | 135 | 13.0% | 66 10.9%
Charles, Prince George's,

St. Mary's)

8th Circuit (Baltimore 13,266 | 20.0% | 9,238 | 19.4% 28 2.7% 14 2.3%
City)

Total 66,363 | 100.0% | 47,736 | 100.0% | 1,039 | 100.0% | 605 | 100.0%

Table 4 provides the mean age, gender, race, prior adult criminal record, and multiple offense
sentencing event distributions for defendants convicted of one or more offenses involving child
pornography or sexual solicitation of a minor in 2016 through 2020. The mean age of defendants
convicted of one or more of these offenses was 37.8 years, slightly older than the average of all
defendants (31.4 years). The majority were male (99%), white (72.5%), and had no prior adult
criminal record (77.8%).!! Approximately, 41.2% of sentencing events involving child
pornography or sexual solicitation of a minor involved multiple offenses, most often multiple
offenses involving the online sexual abuse or exploitation of children. Sentencing events
involving the possession of child pornography were most likely to involve multiple offenses. The
multiple victim stacking rule was applied in 4.3% of all sentencing events (or 10.4% of multiple
offense sentencing events) involving at least one count of child pornography or sexual
solicitation of a minor.

' When looking at all defendants for which the MSCCSP received a worksheet in 2016 through 2020, 82.1% are
male, 30.5% are white, 62.0% are black, 6.2% are Hispanic, and 1.3% are another race; and 33.8% have no prior
criminal record.
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Appendix Table 4. Characteristics of Sentencing Events Involving Child Pornography or the Sexual
Solicitation of a Minor, Calendar Years 2016 through 2020
All Offenses

Involving Child
Pornography or Child Pornography- Child Sexual
Sexual Solicitation Manufacture, Pornography- Solicitation of a
of a Minor Distribute, Etc. Possession Minor
Mean age 37.8 years 37.5 years 37.7 years 38.0 years
# Valid % # Valid % # Valid % # Valid %
Gender
Male | 586 99.0% 232 99.1% 271 99.3% 114 97.4%
Female 6 1.0% 2 0.9% 2 0.7% 3 2.6%
Missing | 13 2 10 2
Race
Black | 89 15.9% 37 17.0% 33 12.7% 24 21.4%
White | 405 72.5% 151 69.3% 210 80.8% 68 60.7%
Hispanic | 51 9.1% 24 11.0% 11 4.2% 18 16.1%
Other | 14 2.5% 6 2.8% 6 2.3% 2 1.8%
Missing | 46 18 23 7
Prior record
None | 469 77.8% 188 79.7% 226 80.1% 82 69.5%
Minor | 81 13.4% 30 12.7% 31 11.0% 23 19.5%
Moderate | 37 6.1% 13 5.5% 20 7.1% 7 5.9%
Major | 16 2.7% 5 2.1% 5 1.8% 6 5.1%
Missing 2 0 1 1
Additional offenses
No additional offenses | 356 58.8% 146 61.9% 125 44.2% 85 71.4%
Multiple offenses | 249 41.2% 90 38.1% 158 55.8% 34 28.6%
Multiple child | 193 31.9% 66 28.0% 146 51.6% 14 11.8%

pornography or sexual
solicitation of a minor

offenses
Crime of violence | 28 4.6% 21 8.9% 7 2.5% 4 3.4%
Other person offense | 21 3.5% 7 3.0% 8 2.8% 10 8.4%
Multiple victim stacking | 26 4.3% 13 5.5% 19 6.7% 1 0.8%
rule imposed
Total sentencing events | 605 236 283 119

Note. Valid percentages are based on non-missing data. First and subsequent offenses are combined into one offense category.

13
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Table 5 provides the average total sentence, the average guidelines applicable sentence, and
incarceration rates for offenses involving child pornography or sexual solicitation of a minor,
sentenced in 2016 through 2020. Approximately 61.1% of these offenses received a sentence
with some period of incarceration. Just over half (50.5%) of offenses received incarceration time

beyond credit for time served.

Appendix Table 5. Average Sentences and Incarceration Rates for Offenses Involving Child Pornography or
the Sexual Solicitation of a Minor, Calendar Years 2016 through 2020

All Offenses
Involving Child Child Child
Pornography or Pornography- Pormography- Child Child Sexual
Sexual Manufacture, Manufacture, | Pornography- | Pornography- | Solicitation
Solicitation of a | Distribute, Etc., | Distribute, Etc., | Possession, 1% Possession, of a Minor,
Minor 1* Offense Subsequent Offense Subsequent 1* Offense’
Mean total - 7.0 years 15.0 years 4 years 5.6 years 7.4 years
sentence
Mean - 1.5 years 6.7 years 0.6 years 1.5 years 1.6 years
guidelines- (7.1 months)
applicable
sentence’
# % # % # % # % # % # %
Incarceration

Yes | 635 61.1% | 246 | 73.9% 2 66.7% | 281 | 49.8% 4 50% | 102 | 77.9%
No | 404 38.9% 87 26.1% 1 33.3% | 283 | 50.2% 4 50% 29 | 22.1%

Post-Sentence

Incarceration
Yes | 525 50.5% 216 64.9% 2 66.7% | 223 | 39.5% 2 25.0% | 82 | 62.6%

No | 514 49.5% 117 | 35.1% 1 33.3% | 341 | 60.5% 6 75.0% | 49 | 37.4%

Probation 55 5.3% 4 1.2% 0 0.0% 46 8.2% 1 12.5% | 4 3.1%
Only?
Probation 66 6.4% 9 2.7% 0 0.0% 48 8.5% 0 0.0% 9 6.9%
Before
Judgement?

Total offenses | 1,039 333 3 564 8 131

! Prior to October 1, 2020, there was no subsequent offender penalty for sexual solicitation of a minor.

2 The guidelines-applicable sentence is defined as the sum of jail/prison time, home detention, and credit for time served. The guidelines-
applicable sentence does not include suspended time. The guidelines-applicable sentence is used to determine guidelines compliance.

3 When looking at all offenses, 7.2% of offenses received a sentence of probation only; 7.8% of offenses received a probation before
judgement (PBJ) disposition. When looking at just person offenses, 4.9% of offenses received a sentence of probation only; 5.4% of
offenses received a PBJ. The percentage of offenses that receive a PBJ is higher than the percentage of offenses that receive probation only
as defendants who receive a PBJ may still serve a brief period of incarceration or receive credit for time served.
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Table 6 provides offense-level compliance rates for offenses involving child pornography or
sexual solicitation of a minor, sentenced in 2016 through 2020.'? Approximately, 88.3% of
sentences for offenses involving child pornography or sexual solicitation of a minor were
guidelines-compliant; approximately 3.9% of sentences fell below the guidelines; and
approximately 7.8% of sentences percent fell above the guidelines. When looking at strict
compliance, approximately 80.3% of sentences for offenses involving child pornography or
sexual solicitation of a minor fell within the guidelines range; 5.9% fell below the guidelines;
and approximately 13.8% percent fell above the guidelines. Looking at regular compliance,
when a departure from the guidelines occurred, it was more likely to be above versus below the
guidelines for first-time offenses involving child pornography.'*> When looking at strict
compliance, when a departure from the guidelines occurred, it was more likely to be above
versus below the guidelines for first-time offenses involving child pornography or the sexual
solicitation of a minor.

12'A sentence is defined as guidelines-compliant if it meets at least one of the following conditions: the guidelines-
applicable sentence (defined as the sum of incarceration, credit for time served, and home detention) is within the
guidelines range; the guidelines-applicable sentence exceeds the upper guidelines limit but includes only credit for
time served; the sentencing event was disposed of by an ABA plea agreement; or the sentencing event involved the
imposition of one or more correction options and the total sentence falls within or above the recommended
guidelines range (excluding sentencing events that contain a crime of violence, child sexual abuse, or escape).

A sentence is defined as compliant based on strict compliance if the guidelines-applicable sentence (defined as the
sum of incarceration, credit for time served, and home detention) is within the guidelines range. Per this definition,
sentencing events disposed of via ABA pleas are not automatically considered guidelines-compliant.
Approximately, 36.2% of sentencing events involving child pornography or sexual solicitation of a minor were
disposed of via an ABA plea.

13 When looking at all offenses, 80.0% of sentences fall within the recommended guidelines range (i.e., are
guidelines-compliant). When looking at just person offenses, 80.7% of sentences fall within the recommended
guidelines range. Departures below the guidelines are much more common than departures above the guidelines
when looking at all offenses (14.5% versus 5.3%, respectively) or just person offenses (12.6% versus 6.4%,
respectively). Several other person offenses, however, display a similar pattern to offenses involving child
pornography, in that above departures are more common than below departures, most notably false imprisonment
(30.4% above versus 19.6% below), accessory after the fact to first degree murder (25.8% above versus 12.9%
below), and sexual abuse, third degree, with age based elements (CR, § 3-307(a)(3)-(a)(5), 25.6% above versus
2.5% below).
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Appendix Table 6. Compliance Rates for Offenses Involving Child Pornography or the Sexual Solicitation of a
Minor, Calendar Years 2016 through 2020
All Offenses

Involving Child Child Child
Pornography or Pornography- Pornography- Child Child Sexual
Sexual Manufacture, Manufacture, Pornography- Pornography- Solicitation of a
Solicitation of a | Distribute, Etc., | Distribute, Etc., | Possession, 1™ Possession, Minor, 1%
Minor 1** offense Subsequent Offense Subsequent Offense'
# Valid % # Valid% | # | Valid% | # Valid % # Valid % | # Valid %
Compliance
Within | 917 88.3% 301 | 90.4% 3 100.0% | 488 | 86.7% 7 87.5% | 118 | 90.1%
Below | 40 3.9% 5 1.5% 0 0.0% 27 4.8% 1 12.5% 7 5.3%
Above | 81 7.8% 27 8.1% 0 0.0% 48 8.5% 0 0.0% 6 4.6%
Strict Compliance
Within | 796 76.7% 276 | 82.9% 0 0.0% 400 | 71.0% 6 75.0% | 114 | 87.0%
Below | 67 6.5% 14 4.2% 2 66.7% 42 7.5% 1 12.5% 8 6.1%
Above | 175 16.9% 43 12.9% 1 33.3% | 121 | 21.5% 1 12.5% 9 6.9%
Total offenses | 1,039 333 3 564 8 131

Note. For definitions of guidelines compliance, see Footnote 8 (bottom of page 11). Valid percentages are based on non-missing data. One count
of child pornography- possession, 1*' offense was missing compliance.

! Prior to October 1, 2020, there was no subsequent offender penalty for sexual solicitation of a minor.

Table 7 displays the percentage of offenses involving child pornography or sexual solicitation of
a minor in which victim injury or special victim vulnerability points were assigned.'* The
majority (86.3%) of offenses involving child pornography or the sexual solicitation of a minor
were not assigned victim injury points. Approximately 13.2% of offenses involving child
pornography or sexual solicitation of a minor were assigned points for a non-permanent injury.
Very few cases (0.5%) were assigned points for permanent injury or death.

The assignment of special victim vulnerability points varies by offense. More than half of
offenses involving the manufacture, distribution, etc. of child pornography or the possession of
child pornography (51.2% and 66.0%, respectively) were assigned points for special victim
vulnerability, whereas the majority (89.3%) of offenses involving the sexual solicitation of minor
were not assigned points for special victim vulnerability. These findings suggest that the majority
of victims of sexual solicitation of a minor are over the age of 11 years. !°

4 Victim injury is defined in the Maryland Sentencing Guidelines Manual (MSGM, Version 13.0, Chapter 6.3.B) as
“physical or psychological injury to the crime victim, the cause of which is directly linked to the conduct of the
defendant in the commission of the convicted offense.”

Special victim vulnerability is defined in the MSGM (Version 13.0, Chapter 6.3.C) and “refers to cases in which the
relative status of the victim tends to render the actions of the perpetrator more serious.” Per the MSGM, “[a]
vulnerable victim is anyone: a. Younger than 11 years old; b. 65 years old or older; or c. Having a temporary or
permanent physical or mental disability, including an individual who is physically or mentally limited in a material
way. Examples of a temporary physical or mental limitation include, but are not limited to, instances when the
offender knew or should have known the victim was pregnant, unconscious, asleep, or intoxicated.”

15 The MSCCSP does not collect data pertaining to the age of the victim.
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Appendix Table 7. Victim Injury and Special Victim Vulnerability Among Offenses
Involving Child Pornography or the Sexual Solicitation of a Minor, Calendar Years 2016
through 2020
All Offenses
Involving Child Child

Pornography or Pornography- Child Sexual
Sexual Solicitation | Manufacture, Pornography- Solicitation of a
of a Minor Distribute, Etc. Possession Minor
# Valid % # | Valid % # | Valid % # Valid %

Victim Injury
No injury | 888 86.3% 283 | 84.7% 492 | 87.2% 113 86.3%
Injury, non- | 136 13.2% 51 15.3% 68 12.1% 17 13.0%
permanent
Permanent | 5 0.5% 0 0.0% 4 0.7% 1 0.8%
injury or death
Missing | 10 2 8 0
Special Victim
Vulnerability
Yes | 557 54.1% 171 51.2% | 372 66.0% 14 10.7%
No | 472 45.9% 163 | 48.8% 192 | 34.0% 117 89.3%
Missing | 10 2 8 0
Total offenses | 1,039 336 572 131

Note. Valid percentages are based on non-missing data. First and subsequent offenses are combined into one offense
category.
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DEFINITIONS
AND ACRONYMS'

CSAM - Child Sexual Abuse Material. Any
representation, by whatever means, of a child who is
subjected to real or simulated explicit sexual activities
or any representation of the sexual parts of a child for
primarily sexual purposes.? It includes photographs
and recordings that are made during real criminal
acts of sexual abuse of children and/or focus on the
genitalia of the child.?

Darknets/Dark Web — Networks of technologies and
platforms that can obfuscate traditional IP addresses
and make it highly difficult to identify offenders. This
anonymity emboldens users to commit more egregious
offenses than are seen on traditional Internet platforms.

Encryption — Readily available, easy-to-use, often
built-in software that thwarts the collection and
analysis of critical evidence in child sexual exploitation
cases. Even with proper legal process, law enforcement
often is unable to obtain the evidence on an encrypted
device.

ICANN - Internet Corporation for Assigned Names and
Numbers.

INHOPE - International Association of Internet Hotlines

Offender Communities — Online communities
dedicated to the sexual abuse of children, which have
proliferated in closed and highly protected online
spaces. Hand-picked members normalize each other’s
sexual interest in children and encourage each other to
act on their deviant sexual interests.
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NASDTEC — National Association of State Directors of
Teacher Education and Certification

NCMEC — National Center for Missing & Exploited
Children®. A private, nonprofit corporation whose
mission is to help find missing children, reduce child
sexual exploitation, and prevent child victimization.
Since 1984, NCMEC has served as the national
clearinghouse and resource center for families, victims,
private organizations, law enforcement, and the public
on issues relating to missing and sexually exploited
children.

NSOPW - National Sex Offender Public Website.
A search tool that allows the public to search sex
offender data across registries.

NSOR — National Sex Offender Registry
SORNA - Sex Offender Registration and Notification
Act. This sets minimum standards for sex offender

registration and notification in the United States.

USDoJ — United States Department of Justice

"Terms throughout this report conform with the “Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse,” a 2016 report written by an
Interagency Working Group coordinated by ECPAT International. This group was composed of the United Nations Special Representative of the Secretary General on Violence
against Children, the United Nations Committee on the Rights of the Child, the International Labor Organization (ILO), the United Nations Special Rapporteur on Sale of Children,
Child Prostitution and Child Pornography, ECPAT, the International Centre for Missing and Exploited Children, the Office of the United Nations High Commissioner for Human Rights,
the United Nations Children’s Fund (UNICEF), and 10 other international organizations working in the field of children’s rights.

2Definition from SECO Manifestations Factsheet. ECPAT International. Retrieved from http://www.ecpat.org/wp-content/uploads/legacy/SECO%20Manifestations_CSAM.pdf

SECPAT International and Religions for Peace. 2016. “Protecting Children from Online Sexual Exploitation: A Guide to Action for Religious Leaders and Communities.”



WE NEED TO DO BETTER

LET’S END ONLINE CHILD SEXUAL ABUSE MATERIAL CRIMES IN THE U.S.A.

INTRODUCTION

Despite the astounding growth in child sexual abuse
material (CSAM) crimes over the past twenty years,

the general public has little understanding about what
it means, how vast the problem is, and how violently
children are abused in order to produce the imagery
depicted in photographs and recordings of child sexual
abuse. A more accurate description of CSAM is “images
of sexual assault on children.” Sometimes this assault is
very violent, and some victims are as young as infants.

This report draws attention to the tremendous growth in
the production and dissemination of child sexual abuse
material. Because it is illegal to own even a single
CSAM image, and many people have never seen or
heard about CSAM, it is difficult for the public to grasp
the nature and horror of the crime and the extreme
abuse depicted. But it is important for there to be public
knowledge about the problem if we are to create better
policies and practices to protect children. Therefore, we
provide here some details and graphic descriptions of a
number of CSAM crimes.

ECPAT-USA’s mission is to protect every child’s right
to grow up free from the threat of sexual exploitation
and trafficking, including being used in child sex
abuse material.

We seek to ensure that:

« Government policies protecting children from sexual
abuse and exploitation are as strong and well-
informed as possible.

« There are strong laws so the criminals responsible
are prosecuted and imprisoned.

- Private companies take steps to ensure they are
not inadvertently facilitating the production or
dissemination of CSAM.

« The general public is informed and equipped with
the information it needs to help keep children safe
from exploitation.

From October to December of 2015, ECPAT-USA utilized
Google Alerts to collect details of 538 CSAM cases in
the United States. Contained in this report is a summary
of ECPAT-USA’s analysis of those cases.

This report describes CSAM itself and the violent
crimes involved, and provides links to resources and
materials that can enable the public to help protect
children from these abhorrent crimes. It concludes with
recommendations for policies to begin to grapple with
the problem of CSAM in the United States.
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WHAT IS CHILD
SEXUAL ABUSE

MATERIAL?

ECPAT-USA defines CSAM as any representation,
by whatever means, of a child who is subjected to
real or simulated explicit sexual activities or any
representation of the sexual parts of a child for
primarily sexual purposes.® It includes photographs
and recordings that are made during real criminal
acts of sexual abuse of children and/or focus on
the genitalia of the child.®

In the pre-digital age, most CSAM consisted of
physical photographs of nude children in sexual
poses, classified under federal law as a “lascivious
exhibition of the genitals or pubic area.”® In recent
years, the problem has increased exponentially, with
graphic images of abuse becoming the norm rather
than the exception.

Child Pornography versus CSAM

Although the term child pornography is used commonly
in official documents and media, ECPAT-USA prefers
the term child sexual abuse material. The word
pornography refers to material with adult sexual
content that in many cases is made and distributed

legally, involving individuals who are legally old
enough to provide sexual consent. It is ECPAT-USA’s
position that the term child pornography does not
adequately convey the horror and violence of sexual
crimes against children. This statement should not be
taken to condone adult pornography, but to highlight
the vital and relevant differences between pornography
and CSAM. Children cannot legally consent to
participate in the making of sexually explicit content
and, not infrequently, this content is produced without
their knowledge or understanding. In addition, there
is nothing beautiful or artistic about the photos and
imagery of child sexual exploitation.

Accounts of CSAM

Conveying the violence inflicted upon children in order
to produce CSAM requires some description of these
acts. Please note that this section includes descriptions
of abuse that are highly disturbing. However, ECPAT-
USA believes that it is vital to communicate the stark
and severe levels of abuse involved in contemporary
CSAM crimes.

4 Definition from SECO Manifestations Factsheet. ECPAT International. Retrieved from http://www.ecpat.org/wp-content/uploads/legacy/SECO%20Manifestations_CSAM.pdf
S ECPAT International and Religions for Peace. 2016. “Protecting Children from Online Sexual Exploitation: A Guide to Action for Religious Leaders and Communities.”

¢ Gelber, Alexandra. 2009. “Response to ‘A Reluctant Rebellion.”
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Alexandra Gelber, in her 2009 United States
Department of Justice (USDoJ) article, “Response to

‘A Reluctant Rebellion,” describes one prosecution
thus: “fourteen defendants were convicted for
participating in a newsgroup where they traded over
400,000 sexually abusive images and videos of
children, including images of toddlers and the sadistic
sexual abuse of children.” In some of these videos,

the children can be heard screaming and crying in
response to the physical assault, and Gelber adds that
one video depicts an adult male raping an infant girl.
In another, a man is depicted having sex with a toddler
wearing a dog collar around her neck.

In another section, Gelber describes the CSAM
collection amassed by a defendant. According to her
account, the collection included nude images of young
girls revealing their genitalia, as well as images of:

« A naked young girl who appears to be screaming
in pain while being sexually violated.

- Two young girls, one naked and kneeling with a dog
collar and leash around her neck; the other standing
in a see-through bodysuit holding a whip in one hand
and a leash in the other.

- A series entitled “Young Bondage,” depicting a naked,
young female with a thick metal collar around her
neck, connected by chains to straps around her wrists.

Unfortunately, these descriptions are characteristic

of many CSAM crimes. A 2012 NCMEC report breaks

down the most common types of child sexual abuse

depicted:

- 84% contained images depicting oral copulation.

« 76% contained images depicting anal and/or
vaginal penetration.

LET’S END ONLINE CHILD SEXUAL ABUSE MATERIAL CRIMES IN THE U.S.A.

« 52% contained images depicting the use of foreign
objects or sexual devices.

« 44% contained images depicting bondage and/or
sado-masochism.

- 20% contained images depicting urination and/or
defecation.

- 4% contained images depicting bestiality.”

One of the survivors profiled in Gelber’s account
survived a murder attempt by her mother and long-
term sexual abuse by her adoptive father — including
being chained in the basement and intentionally
malnourished — from ages 5-10. The adoptive father
later shared images of this abuse. In the words of the
survivor:

“Usually, when a kid is hurt and the abuser goes
to prison, the abuse is over. But because [the
defendant] put my pictures on the Internet, the
abuse is still going on. Anyone can see them.
People are still downloading them...”®

In another case from 2009, in which the offender used
child pornography to groom his own victims, a survivor
testified, “thinking about all those sick perverts viewing
my body being... hurt like that makes me feel like | was
raped by each and every one of them. | was so young...
It terrifies me that people enjoy viewing things like this...
Each person who has found enjoyment in these sick
images needs to be brought to justice... even though |
don’t know them, they are hurting me still. They have
exploited me in the most horrible way.”®

7Collins, M. 2012. Federal Child Pornography Offenses.” Testimony of Michelle Collins before the US Sentencing Commission. National Center for Missing and Exploited Children.

£Gelber, Alexandra. 2009. “Response to ‘A Reluctant Rebellion.””

9“Child Molester Nets 40-Year Sentence under New Federal Anti-Grooming Law.” 2009. Federal Bureau of Investigation. Retrieved from https://archives.fbi.gov/archives/mobile/

press-releases/2009/mo071509a.htm




THE SCOPE OF
THE PROBLEM

The wide availability of the Internet, along with easy
access to mobile devices that record and share media,
has enabled a transformation in how CSAM is created,
distributed, and consumed. These factors have vastly
increased the amount of CSAM in circulation.'®

Before the Internet, and before digital cameras and
mobile phones, CSAM perpetrators had to produce
physical copies of photographs, which could only be
shared via mail or in person. In 1995, Interpol estimated
there were only about 4,000 such physical CSAM
images in existence." Since that time, there has been
an astronomical increase in the amount of CSAM being
produced. Between March 2010 and April 2012, 43
police departments in the United Kingdom were asked
to participate in a survey. The five that responded
reported that they had seized some 26 million CSAM
images during that two-year span.”? According to

a more recent report from the We Protect Global
Network, there are hidden CSAM websites with over
one million user profiles.” This same article reports
that National Center for Missing & Exploited Children’s
(NCMEC’s) CyberTipline received over 10.2 million
reports of CSAM in 2017, a stark increase from the

1.1 million it received in 2014."

'©We Protect Global Alliance. 2018 Global Threat Assessment.
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The increase is partly due to digital CSAM’s insidious
ability to spread. According to a 2015 UN report,

“88% of self-generated, sexually-explicit content of
children was taken from its original online location and
uploaded to a different Internet site, usually without the
children themselves being aware.”™®

High tech tools such as encryption programs enable
offenders to hide from detection and prosecution. Law
enforcement has made important strides in gaining
access to the same tools used by exploiters, but
these efforts are hampered by globalization, constant
advances in encryption programs, and the difficulty
of penetrating the Dark Web and its heavily guarded
offender communities. As far back as 2002, the FBI
reported, “Those who trade in child pornography
participate in... networks of like-minded individuals,
which serve as support groups.

Because these individuals can easily find, identify
with, correspond with, and trade child pornography
with each other, they are comforted in the fact that
they are not alone and thereby, their offending
behavior is thereby validated. They feel they are part
of a vast network of like-minded people who believe
it is acceptable to engage in sexual fantasies about
children.”'®

" Carr, John. The Unbelievable Truth about Child Pornography in the UK. Huffington Post UK Edition. 10/17/2012. Retrieved from http://www.huffingtonpost.co.uk/john-carr/

child-pornography-the-unbelievable-truth-ab_b_1970969.html
21bid.
*We Protect Global Alliance. 2018 Global Threat Assessment.
" Ibid.

> United Nations Office on Drugs and Crime. 2015. “Study on the Effects of New Information Technologies on the Abuse and Exploitation of Children.”
'® Heimbach, Michael. 2002. Testimony. Federal Bureau of Investigation. Retrieved from https://archives.fbi.gov/archives/news/testimony/supreme-courts-child-pornography-decision
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For the most part, CSAM transactions appear to be
non-commercial. In 2014, 91% of CSAM analyzed or
processed by the International Association of Internet
Hotlines (INHOPE) were not sold or exchanged “for
financial or other types of measurable gain,” but

rather “shared or traded among like-minded criminal
individuals at no cost.””"™® According to Gelber’s report,
this “quid pro quo” trading practice is dangerous
because it can turn a collector into a producer: “In order
to have the requisite ‘new’ images needed to barter for
images in return, a defendant may decide to produce
images of his own abuse of a child.”*
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CSAM crimes are committed throughout the United
States. As this ECPAT-USA investigation reveals, there
was at least one CSAM-related case reported in almost
every state during the fourth quarter of 2015. In some
states, these cases were being reported on once every
few days.

The following series of charts present a graphic
summary of the CSAM cases reported in the news in
the United States and captured by Google Alerts for the
last three months of 2015. They include stories written
at the time of arrest or, in some cases, at the time of
trial or sentencing of a perpetrator.

7ECPAT International and Religions for Peace. 2016. “Protecting Children from Online Sexual Exploitation: A Guide to Action for Religious Leaders and Communities.”
®International Association of Internet Hotlines. 2015. “InHope - Statistics and Infographics 2014.”

®Gelber, Alexandra. 2009. “Response to ‘A Reluctant Rebellion.””
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NUMBER OF CHILD SEXUAL ABUSE MATERIAL CASES
OCTOBER - DECEMBER 2015, BY STATE IN THE U.S.A.

Total Number of Cases: 538

Alabama
Alaska
Arizona
Arkansas
California
Colorado
Connecticut
Delaware
Florida

Georgia

Hawaii
Idaho
Illinois

Indiana

lowa
Kansas
Kentucky
Louisiana
Maine
Maryland
Massachusetts
Michigan
Minnesota
Mississippi
Missouri

State

1L LA Lo LAY

Montana
Nebraska
Nevada

New Hampshire

New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon

|

Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee
Texas

Utah

Vermont

Virginia

Washington

West Virginia
Wisconsin
Wyoming

o
(6]

10 15 20 25 30 35 40 45 50

Number of Cases



WE NEED TO DO BETTER

AGE OF CHILD VICTIMS

27.4%

14.6% %

Out of the 538 cases examined in this study, 281 (52%)
reported age-related information on the victim.

For the 52% of cases that reported on the age of the
victims:

« 17.4% of victims were under the age of 5.

» 36.7% of victims were under the age of 10.

« 58.0% of victims were under the age of 12.

« 72.6% of victims were under the age of 14.
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4% 17.4%
i 19.2%

Under 5 years
Under 10 years
Under 12 years
Under 14 years
Under 18 years

According to the USDoJ, the ages of victims depicted
in child abuse imagery have significantly decreased.”?°
In 2014, 7% of CSAM victims were infants, compared

to 6% in 2011.2" According to the We Protect Global
Alliance, this increase in pre-verbal children in CSAM
in recent years has been due to a deliberate effort to
involve children who cannot self-report their abuse or
describe what happened. A 2018 report from ECPAT
International, which analyzed Interpol’s database of
CSAM, found that more than 60% of victims depicted in
the materials they examined were prepubescent, and
that the younger the child, the more severe the abuse
tended to be.?? The most recent annual report from
INHOPE shows that 82% of the victims are 13 years old
or younger, including 3% of victims who are 2 years old
or younger.?®

20 U.S. Department of Justice. 2016. “The National Strategy for Child Exploitation Prevention and Interdiction.”
2! International Association of Internet Hotlines. 2015. “InHope - Statistics and Infographics 2014.”
22 ECPAT International and Interpol. 2018. “Towards a Global Indicator on Unidentified Victims of Sexual Exploitation Material.”

2 International Association of Internet Hotlines, “INHOPE - Statistics and Infographics 2017.”
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GENDER OF CHILD VICTIMS

27.1%
72.9%
Boy

B Girl
Of the 538 cases examined in this study, 133 (24.7%), The general perception is that child sexual exploitation
reported the gender of the victim. When the victim’s happens only to girls,? but over a quarter of cases in
gender was reported: this sample involved male victims. Other studies have
« 72.9% of victims were female. found that percentage to be higher, including a 2012
« 27.1% of victims were male.? NCMEC report that found 43% of all depicted victims

were boys.?¢ In ECPAT and Interpol’s recent research
report, in those cases in which the gender of the victim
was identified 72.5% were female, 31.1% were boys, and
4.1% depicted both boys and girls. In general the CSAM
pictures of boys showed more severe abuse.?’

24 Data sources only reported on male and female as genders, and thus data in this category reflects this gender binary.

25 ECPAT-USA. 2014. ECPAT-USA’s PSA “It Happens Here.”

26 Collins, M. 2012. Federal Child Pornography Offenses.” Testimony of Michelle Collins before the US Sentencing Commission. National Center for Missing and Exploited Children.
27 ECPAT International and Interpol. 2018. “Towards a Global Indicator on Unidentified Victims of Sexual Exploitation Material.”
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PROFESSION OF OFFENDER

17.5%

= .

43.0%

Out of the 538 cases examined in this study, 114

(21.2%) reported the profession of the offender.

Of these:

« 43.0% of cases involved an offender who was a
teacher, school employee, youth worker, coach,
or youth mentor.

« 19.3% of cases involved an offender who was in law
enforcement or the armed forces, i.e., police sergeant,
officer, state trooper, deputy, detective, public safety
dispatcher, or a member of the army, air force, navy
or coast guard.

« 13.2% of cases involved an offender who was a church
worker, including priests and pastors.

« 7.0% of cases involved an offender who was a medical
professional, i.e., doctor, surgeon, pediatrician, dentist,
EMS worker, and health worker

28 Gelber, 2009
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i 19.3%

Church Worker

Law Enforcement/ Armed Forces

Teacher/ School/ Employee/ Youth Worker/ Coach
Medical Professional

Miscellaneous

« 17.5% of cases involved an offender with a profession
that would not put them into consistent contact with
youth. Examples include radio D.J., used-car
salesman, politician, jail warden, fire department
dispatcher, television star, and public transit
authority worker

As Gelber notes, CSAM criminals are harder to spot;
“unlike gang members, drug runners, alien smugglers,
and illegal gun dealers, these defendants typically
do not make their living through the violation of the
law... there is a distressing tendency to place greater
emphasis on a defendant’s outer appearance of
normalcy than on his criminal conduct, which can
lead to an under-estimation of their danger and an
over-estimation of their capacity for rehabilitation.”2®




Overall, a significant proportion of those arrested for

CSAM crimes (whose occupations were noted) were in

positions involving regular interaction with children.

A recent report from NCMEC shows the following data

about the relationships between children and those

who abuse them?°:

« In 32% of the cases, the abuser was a neighbor
or family friend.

- In 21% of the cases, the abuser was a parent or
guardian.

« In 11% of the cases, the abuser was another relative.

- In 7% of the cases, the abuser was a babysitter or
coach.

- In 3% of the cases, the abuser was the guardian’s
partner.

- In total, 74% of the child sex offenders belonged to
the child’s “circle of trust.”
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A 2016 USDoJ report notes that some offenders

may specifically seek positions that provide them
with access to children, such as teacher, daycare
provider, clergy, doctor or coach.?° Gelber describes
a situation in which a father of three was convicted for
CSAM possession: “He may have been ‘an otherwise
law abiding father... but when it came to the child
pornography laws that he was willing to break, he
did so persistently, consistently, and with unwavering
dedication. Notably, his effort to rehabilitate himself
came only after his arrest.””>

Some discrepancies exist between NCMEC’s findings
and ECPAT’s. This may be due to the fact that the
ECPAT-USA study gathered data from mainstream
media outlets, who might be more likely to report
the profession of the offender when that profession
is higher-profile or more newsworthy (teachers, law
enforcement, clergy), or some other reason.

29 National Center for Missing and Exploited Children. 2018. “Production and Active Trading of Child Sexual Exploitation Images Depicting Identified Victims.”
30 U.S. Department of Justice. 2016. “The National Strategy for Child Exploitation Prevention and Interdiction.”

3! Gelber, Alexandra. 2009. “Response to ‘A Reluctant Rebellion.””
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AGE OF OFFENDER

6%
4% 3%

Under 21 years
21to 44 years

45 to 64 years

65 years and over

All of the news articles examined for this study disclosed the age of the offender(s).
- In 3% of cases, the offender was under the age of 21.

« In 61% of cases, the offender was between the ages of 21 and 44.

« In 30% of cases, the offender was between 45 and 64 years of age.

- In 6% of cases, the offender was over the age of 65.

While 61% of the arrest cases involved an offender between the ages of 21 and 44, it is important to note that
offenders can be of any age.



n LET’S END ONLINE CHILD SEXUAL ABUSE MATERIAL CRIMES IN THE U.S.A.  WE NEED TO DO BETTER

GENDER OF OFFENDER

3%

% 97%

B Male offenders
Female offenders

All of the cases examined for this study disclosed the gender of the offender(s).
« 97% (521 cases) involved a male offender.
« 3% (17 cases) involved a female offender.

These statistics are supported by Interpol’s 2018 analysis of their database of
CSAM materials, which found that 92.7% of the offenders depicted in CSAM (when
gender is determinable) are male. When female and male offenders were both
depicted (5.5% of cases), it was typically the male recording the imagery while the
female abused the child(ren). In a small percentage (2%) of cases, females seemed
to be the sole abusers, and in such situations, the offenders tended to be younger
in age (teens or young adults).®?

32 ECPAT International and Interpol. 2018. “Towards a Global Indicator on Unidentified Victims of Sexual Exploitation Material.”
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THE IMPORTANCE OF
BACKGROUND CHECKS

In June 2011, a survey of sex offender registries
conducted by NCMEC concluded that there were
approximately 740,000 registered sex offenders in the
United States and its territories.® By 2017, this number
had risen to 874,725.34 Sex offender registries include
those convicted for sex crimes against victims of all
ages. There are no separate registries for sex crimes
against children.

Many CSAM convictions involve first-time offenders,
making it difficult to be proactive against these types
of crimes.®®> One important step that employers can
take is to have background screening policies in place
to conduct thorough and proper background checks
on all potential employees. However, the current,
decentralized system of background checks and

sex offender registries in the US is neither perfectly
comprehensive nor easily comprehensible.

As a complement to background checks, employers
can have detection tools installed on company
computers, mobile phones, and servers to prevent them
from being used to consume CSAM. The detection
works like a virus detector with the difference that it
detects child sexual abuse material that has been
previously identified by law enforcement. The software
detects when someone is viewing or downloading

CSAM and functions wherever the image comes from,
whether the open internet, the Dark Web or a USB
drive. This helps employers find those with a sexual
interest in children and enables them to report the
findings to law enforcement.3®

State Laws

Registries of sex offender information are organized by
jurisdiction and include the 50 states, U.S. territories,
Washington D.C., and participating Indian tribes.
While there are general federal guidelines for what
information must be stored, each jurisdiction has its
own laws, and some jurisdictions give details that
others do not, such as birth dates or penal codes for
specific offences. Jurisdictions also have their own
laws regarding how sex offender information is
collected, maintained, and displayed.

Sex offenders are subject to the registration laws of
the jurisdictions where they work, live, attend school,
or were convicted. Each jurisdiction’s registration
requirements might be different. For example, some
require a sex offender’s registration information to
remain on the public registry website even after they
have relocated to another jurisdiction, while others
do not.

33 Whalen, Kelly & Weiss, Alexander. 2013. “Building Stronger, Safer Communities: A Guide for Law Enforcement and Community Partners
to Prevent and Respond to Hate Crimes.” Washington, D.C.: U.S. Dept. of Justice, Office of Community Oriented Policing Services.

3 National Center for Missing and Exploited Children. 2017. “Map of Registered Sex Offenders in the United States.”

35 Phillips, Kyra, and Scott Zamost. 2017. “Theme Park Employees Caught in Child Porn Arrests.” CNN.

3¢ A survey conducted by NetClean revealed that 1in 500 employees are using the company computer to consume CSAM.
Most frequently the computer is used outside the workplace, on business trips or in offline mode using USB drives or external devices.




Currently, the most comprehensive database of
registered sex offenders available to the public is the
National Sex Offender Public Website (NSOPW), which
provides links to all the websites of US jurisdictions.
While not a national database itself, the NSOPW does
give the public the ability to search each jurisdiction

for information free of charge.?” However, a check of the
registry will not help in cases where the person has not
been convicted of a sex crime; it will only identify those
that were. For the most part, when private vendors are
contracted by organizations to run background checks
on employees, they will always check the NSOPW. If a
sex offender is identified through NSOPW, it eliminates
the need for a criminal check.

The National Sex Offender Registry (NSOR), is currently
only searchable by law enforcement. However, if a
criminal history record search is requested through

the state and/or FBI, NSOR is searched along with
other criminal files. Currently, access to state and FBI
fingerprint background checks is not available in all
U.S. states, and is prohibitively expensive in the states
in which such access is available. The Child Protection
Improvement Act of 2017, which was signed into law on
March 23, 2018, will increase access to FBI fingerprint-
based records and allow them to be more readily and
affordably available to everyone.

Federal Laws

There are federal minimum standards for how individual
states handle sex offender registration and notification,
as well as for keeping their registries updated and
current. Title | of the Adam Walsh Child Protection and

7 United States Department of Justice. 2017. “National Sex Offender Public Website.”
3 Hagen, Leslie A., and John Dossett. “Adam Walsh Child Protection & Safety Act of 2006.”
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Safety Act of 2006, also known as the Sex Offender
Registration and Notification Act (SORNA), sets base
requirements for monitoring and tracking offenders
when they are released back into the public. These
include establishing tiers of offenders so that crimes
of a more severe nature may be distinguished, and
requiring offenders to keep their information current
through in-person appearances, not only for the
registry in which they reside, but also for the one

in which they work or attend school.383°

Two Types of Background Checks:

Criminal and Sex Offender Checks

Employers should always include both criminal history
checks and sex offender registry checks for all job
applicants for those working in close proximity to
children. A criminal history check provides different
information and both are relevant for screening.

Sex offender registry searches only include queries
for convictions for sex offences that appear on a
state/territorial/tribal sex offender registry website or
the national sex offender public website, as well as
geolocation information that allows offenders to be
located via computerized tracking. Criminal background
checks do not contain such tracking information.
They reveal only where an offender was convicted,
not where they are currently living and registered.
Importantly, though, not all convicted registered sex
offenders appear on public sex offender registries.
While some jurisdictions display information about all
convicted sex offenders, others only display a portion
of them.

% United States Department of Justice. “SORNA.” Office of Sex Offender Sentencing, Monitoring, Apprehending, Registering, and Tracking (SMART).
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Depending on the source of a criminal history check,
it is possible that it will only uncover convictions for
crimes that do not rise to sex offender status. Such
crimes would not be uncovered in a search of the sex
offender registry, although they may be relevant.
For example, it is a federal offense to give obscene
material to a minor, but not all states require that
offenders register as a sex offender for this crime.

Criminal history checks conducted through the state or
FBI will always include an NSOR check. If by chance
the offender is not in NSOR, the crime would likely
come up in their criminal history check, which also
includes arrest history, charge, convictions, etc.,

for any type of crime.

Problems with the System

Due to the nature of this state-centered system,
offenders often slip through the cracks, especially
when moving across state borders. There is no
standardized set of rules for how a sex offender must
register when moving between jurisdictions. We need
to look in great depth and reevaluate the current

sex offender registration systems, especially since

it is well known that offenders seek out employment
opportunities where they will be in direct contact with
children and potential victims. Only by ensuring that
all potential employees, especially in places such as
schools, church youth groups, summer camps, boys
and girls groups, and other similar organizations, are
checked against sex offender registries can we prevent
the hiring of employees who are sex offenders.
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SORNA sets general guidelines that states should
substantially meet in their sex offender laws in

order to continue receiving federal aid. However,
these guidelines are mere recommendations,

not requirements. State and federal laws vary in
enforcement of their registries of sex offenders and in
their collection of information. A greater collaboration
between these federal and state level registries is
needed to ensure compliance.

The problem of weak systems of criminal and sex
offender databases extends to the realm of education.
In 2014, the U.S. Government Accountability Office
examined the problem of child sexual abuse by school
personnel, publishing a report identifying weaknesses
in schools’ ability to prevent and confront such abuse.*°
A 2016 USA Today article supported their findings,
reporting that hundreds of cases of educators whose
licenses had been revoked due to allegations of
sexual or physical abuse had not been entered into
the National Association of State Directors of Teacher
Education and Certification’s (NASDTEC'’s) screening
database. These reports describe numerous gaps

and inconsistencies that have made it possible for
problematic teachers to be re-hired, often simply by
crossing state lines.* There is currently no federal
requirement for schools to report teacher sexual
misconduct to law enforcement, child protective
services, or NASDTEC, even when the individual is fired
for their offense, nor is there a national database of
disciplinary actions taken against teachers. So-called
“Pass the Trash” legislation, which would force schools
to share such information, has failed to get traction on
the national level. However, laws that call for stricter
background check policies have been passed in
Pennsylvania, New Jersey, and elsewhere on the
state level.

“°Child Welfare: Federal Agencies Can Better Support State Efforts to Prevent and Respond to Sexual Abuse by School Personnel.

Retrieved from https://www.gao.gov/assets/670/660375.pdf

“'Reilly, Steve. 2016. Broken discipline tracking systems let teachers flee troubled pasts. USA Today. Retrieved from https://www.usatoday.com/
story/news/2016/02/14/broken-discipline-tracking-system-lets-teachers-with-misconduct-records-back-in-classroom/79999634
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PROBLEMS WITH
INTERNET OVERSIGHT

As noted above, the widespread production and
distribution of child sexual abuse exploded in scale
due to the development of digital photography and the
internet. Over time, some federal legislation has taken
aim at this practice in a variety of ways. The 2008
Protect Our Children Act, for example, which requires
electronic communication service providers

to report instances of CSAM to NCMEC, has
dramatically increased the number of reports to
NCMEC’s CyberTipline. More broadly, however,

there has been little interest by policy makers to
impose regulations or oversee the administrators

of the internet.

In 2016, the two biggest internet domains — .com and
.net — accounted for 70% of the child abuse imagery
found on the open internet. Those two domain names
only represented about 44% of all domain names,
indicating they are the domain of choice for those
who share child abuse imagery.

The global organization responsible for maintaining
the Domain Name system is the Internet Corporation
for Assigned Names and Numbers (ICANN). ICANN, a
non-profit organization incorporated in California, sets
the rules for how domains operate. Both the .com and
.net domains are owned by a Virginia-based company
called Verisign.

ICANN can do more to increase oversight, as it has
done so at the request of private industry. In 2012,
ICANN initiated a process which resulted in the creation
of over 1,000 new “top level domain names.” Some of
these include names such as .bank, .pharmacy, and
.insurance. Significantly, it also allowed the creation
of a .kids domain name. Banks, pharmaceutical
companies, and insurance companies were fearful

of the consequences of bad actors being able to buy
and run websites that implied a link to legitimate
businesses. A vetting process was created requiring
any company or individual desiring such a domain to
undergo a pre-approval process to determine if they
are fit and proper.

No such vetting process exists for the .kids domain
name. By failing to insist on reasonable and prudent
child protection measures, ICANN is creating conditions
that will likely allow unknown persons to collect
children’s data, including contact information; see
their conversations, intimate thoughts and relationship
patterns; and enable them to commit other actions
detrimental to children’s well-being if they are so
inclined. ICANN does not engage with Verisign to
reduce the volume of child sexual abuse imagery
being found within the .com and .net domains.
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RECOMMENDATIONS

The astronomical growth of CSAM in recent years is
yet to be broadly understood and confronted by the
public, policy makers, or private industry. These groups
must understand the true nature of CSAM imagery,
what is depicted, and how the images are portraying
real sexual assault abuses and crimes being carried
out on real children. Some tentative steps have been
taken by all sectors, but there is much more that needs
to be done to learn about why CSAM is so widespread
and what to do about it. ECPAT-USA’s aim is to educate
the public about this huge horrific and prolific form of
child sexual abuse and to address a few of the early
steps to challenge and prevent it. Additional research,
study, and action are needed. This list of suggested
recommendations is the first step toward a robust
public debate to grapple with this terrible and growing
social problem.

Recommendations for the public:

1. Educate yourselves and your children, whether
through schools or some other medium, about
child sexual abuse and exploitation.

(See Resources section below.)

2. Listen to children. Believe a child who describes
something that sounds like it could be sexual abuse.
Note unusual changes in the child’s behavior, such as
becoming overly withdrawn, acting very secretive, or
regressing in behavior.

3. Report incidents of possession, distribution, receipt,
or production of child sexual abuse material to
NCMEC: www.cybertipline.com or 1-800-843-5678

4. Write to your elected officials calling on them to q)
require ICANN to do more to increase oversight on
.kids, .net and .com sites; b) provide child protection
measures; c) apply a vetting process requiring that
any company or individual desiring a website under
these domains must undergo a pre-approval process
to determine if they are fit and proper; and d) require
that ICANN engage with Verisign to reduce the
volume of child sexual abuse imagery being
found within the .com and .net domains.

Recommendations for policy makers:

1. Appoint a federal commission to investigate and
develop recommendations for how to make the
internet a safe place for children through the
development of legislation and regulation.

2.Create new oversight on ICANN to a) require ICANN
to do more to increase oversight on .kids, .net, and
.com sites; b) provide child protection measures; c)
apply a vetting process requiring that any company
or individual desiring a website under these domains
must undergo a pre-approval process to determine
if they are fit and proper; and d) require that ICANN
engage with Verisign to reduce the volume of child
sexual abuse imagery being found within the .com
and .net domains.




3. Strengthen federal and state mandates to improve
the system of background checks. For example,
create a standardized set of rules for how a sex
offender must register when moving between
jurisdictions and between states. Tighten regulations
so that all states require that all child sexual
offenders must register as a sex offender if they
have committed a federal sexual offense against
a child or children.

4. Create state authorities to collect and maintain
background check information for educators
statewide.

5. Require states to release records of teacher
dismissals to any other state requesting the
information.

6. Use technology in all government offices that
protects company assets, such as computers,
mobiles phones, and servers from being used
to consume CSAM and report incidents to law
enforcement.

Recommendations for the private sector:

1. Create robust background screening policies, require
sexual abuse awareness training for all staff dealing
with children, and include a reporting structure and
mechanism for staff to report suspected or known
sexual abuse.

2. Conduct thorough criminal history checks on anyone
to be hired to work directly with children or whose
work involves proximity to children. For example,
online moderators who might have access to or view
exchanges between children or children’s data should
be subject to background checks.
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3. Consult and comply with the recommendations in
the “Sound Practices Guide to Fight Child Exploitation
Online” published by the organization Thorn.

(See Resources section below.)

4. Report to the public thoroughly, transparently, and
regularly on steps your company has taken to protect
children from exploitation.

5. Verisign should take active steps to reduce the
volume of child sexual abuse imagery found on .com
and .net domains and ICANN should both insist on
and oversee those steps.

6. Computer repair companies and technicians should
receive awareness training about how and when
to report child sexual abuse material to NCMEC’s
CyberTipline or law enforcement.

7. Use technology that protects company assets such
as computers, mobiles phones, and servers from
being used to consume CSAM and report incidents
to law enforcement.

8. Report incidents of possession, distribution, receipt,
or production of child sexual abuse material to
NCMEC at www.cybertipline.com or 1-800-843-5678

Recommendations for employers, who hire people to

work with children:

1. Employers of people who work with children should
always include both criminal history checks and
sex offender registry checks for all job applicants.
While there are loopholes in these registries, criminal
history checks conducted through the state or FBI
will always include an NSOR check. If by chance the
offender is not in NSOR, the crime would likely come
up in their criminal history check, which also includes
arrest history, charge, convictions, etc., for any type
of crime.
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2. Use technology that protects company assets
such as computers, mobiles phones and servers
from being used to consume child sexual abuse
and report incidents to law enforcement.

Recommendations for schools:

1. Incorporate education for parents, educators, and
youth about online safety.

2. Always include both criminal history checks and sex
offender registry checks for all job applicants. While
there are loopholes in these registries, criminal
history checks conducted through the state or FBI
will always include an NSOR check. If by chance the
offender is not in NSOR, the crime would likely come
up in their criminal history check, which also includes
arrest history, charge, convictions, etc., for any type
of crime.

3. Report to the police all incidences of child sexual
abuse by teachers and other staff at schools.

4. Ensure mechanisms are in place for children to be
able to report any incidence of child sexual abuse
to safe and trusted adults.

5. Use technology that protects school assets such as
computers, mobiles phones and servers from being
used to consume CSAM and report incidents to law
enforcement.

Recommendations for religious leaders:

1. Speak out about the huge growth of online child
exploitation and explain what it is, the size of the
problem, and its impact on children.

2. Provide guidance to congregations on how to protect
their children.
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3. Use technology that protects the organization’s
assets, such as computers, mobiles phones, and
servers from being used to consume CSAM and
report incidents to law enforcement.

4. Faith-based institutions, because of their position
of trust within the community, should always include
both criminal history checks and sex offender
registry checks for all job applicants. While there
are loopholes in these registries, criminal history
checks conducted through the state or FBI will always
include an NSOR check. If by chance the offender is
not in NSOR, the crime would likely come up in their
criminal history check, which also includes arrest
history, charge, convictions, etc., for any type of
crime.

5. Have mechanisms in place for children to be able to
report any incidence of child sexual abuse to safe
and trusted adults.

Recommendations for the media:

1. Report arrests for CSAM crimes, provide more
information on the offenders: gender, age,
profession, and identity.

2. Report the gender and age of the victim.

3. Report on the vast scale of CSAM; provide details.

4. Review all the recommendations above, aimed at
other groups, and report on them to make the public
aware of what actions are needed to protect their
children.

5. Use technology that protects company assets, such
as computers, mobiles phones, and servers from
being used to consume CSAM and report incidents
to law enforcement.
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FURTHER READING
AND RESOURCES

« https://www.ecpatusa.org

« https://www justice.gov/jm/jm-9-75000-obscenity-sexual-exploitation-sexual-abuse-and-related-offenses
- www.kidsmartz.org/~/media/KidSmartz/ResourceDocuments/KidSmartz_Setting_Physical_Boundaries.pdf
« http://www.missingkids.org/theissues/sexualabuseimagery

« https://www.netclean.com

- https://www.ojjdp.gov/programs/csec_program.html

« https://www.thorn.org

- https://www.ussc.gov/sites/default/files/pdf/training/annual-national-training-seminar/2010/009¢_Reluctant_
Rebellion_Response.pdf

« https://www.youtube.com/watch?v=hMVHz-111zY

For further reading and resources, please also see the bibliography on the following pages.
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TESTIMONY ON SB#0545 - POSITION: FAVORABLE
Criminal Law - Child Pornography - Prohibitions and Penalties

TO: Chair Smith, Vice Chair Waldstreicher, and members of the Judicial Proceedings Committee
FROM: Richard Keith Kaplowitz

My name is Richard Kaplowitz. I am a resident of District 3, Frederick County. I am
submitting this testimony in support of/ SB#/0545, Criminal Law - Child Pornography -
Prohibitions and Penalties

This bill will further criminalize persons committing perversion of use of Al technology in the
creation of child pornography. As documented by the Maryland Coalition Against Sexual
Assault:

Preventionists, advocates, and service providers who work to address sexual violence
must contend with new challenges presented by the rise of widely accessible artificial
intelligence (Al) technology. Perpetrators of sexual abuse and exploitation have begun
using Al technology to create “deepfakes.” Deepfakes are hyper-realistic synthetic
images and videos created using Al software that convincingly replace the individual in
the original video or image with the likeness of another person (Harris, 2015). This
allows the creators of these representations to make it appear that the person whose face
is portrayed in the image or video is engaging in an act that in reality they did not engage
in. !

The bill treats a person who would possess or view child pornography as a felon. It would
accomplish that by prohibiting a person from possessing more than 100 images of certain child
pornography or possessing or viewing images of certain child pornography depicting a minor or
an individual indistinguishable from an actual and identifiable child under the age of 13 years. It
treats these deviants by providing that a violation of the Act is a felony and on conviction is
subject to imprisonment not exceeding 10 years. It also permits that providing that a sentence
under the Act may be separate from and consecutive to or concurrent with a sentence imposed
for certain other crimes.

People who consider children as sexual objects for their gratification will be held accountable for
using technology to enhance their predatory activities. This bill will make it more costly for the
purveyors of this misuse of Al with a strong deterrent to that conduct.

I respectfully urge this committee to return a favorable report on SB0545.

! https://mcasa.org/newsletters/article/survivor-safety-deepfakes-and-negative-impacts-of-ai-technology
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TOGETHER WE CARE

Chairman, Will Smith
Judicial Proceedings Committee, Maryland Senate

Advisory Board In support of SB 545

Dave Brown MCAP thanks Senator James for sponsoring this bill and this committee for its

Washington Aven | h€aring. We wish to add our voices to those who are pointing to the need for

Christian Men’s increasing the severity of penalties for perpetrators convicted of possessing large
Ministries guantities of child pornography. The sheer quantities of this heinous material held is
burgeoning and mind-boggling. Note the growth in statistical patterns below:

e

Donna Rice Hughes
President ain1 . GETHELP  THEISSUES OURWORK  EDUCATION  SUPPORT US K m
“Enough Is Enough” o D Sunpi D A b ma

Categorization as Selected by Reporting Party

Dr. Jerry Kirk
Chairman and Founder e :
Categorization of CyberTipline Reports 2021 Reports | 2022 Reports | 2023 Reports
pureHOPE
Lhild Pernggcaphy (possession, manufacture, and distribution) 29,309,106 31,901,234 35,925,098
Rev. DerEk MFCOy Misleading Words or Digital Images on the Internet 5,825 7,517 8,446
Executive Vice President
Center for Urban Online Enticement of Children for Sexual Acts 44,155 80,524 186,819
Renewal and Education Child Sex Trafficking 16,032 18,336 17,353
Unsolicited Obscene Material Sent to a Child 5,177 35,624 45,746
Bishop David Perrin Misleading Domain Name 3,304 1,948 6,883
Senior Pastor = PEPETI 7 = 51
Christ Kingdom Church COha SO Moeatation b it 1500 159
Child Sex Tourism 1,624 940 2,002

Roberta Roper
Maryland Crime Victims’ These images often are repeatedly shared, revictimizing society’s most vulnerable

Resource Center, Inc. beings. Cases with high numbers of these images evidence aggravating

circumstances deserving of heavier disciplinary measures.
Patrick A. Trueman

presidertt Emeritus 1 MCAP applauds efforts to modify the sentencing guidelines and put more teeth into

Sexual Exploitation our law, to make the punishment fit the horrific crime of child pornography. Our laws
should be continually reviewed and updated considering the ever-evolving predatory
Dr. Ann Yeck landscape. We call on you to respond!
Marriage and Fami'ly
Li Therapist We also wish to recommend that Maryland law might change the terminology, such
icensed Psychologist . . .
that child pornography be called Child Sexual Abuse Material, or CSAM. For
A _ more details on why this is preferred, please see Terminology Guidelines for the
TheRey curboyoud | Protection of Children from Sexual Exploitation and Sexual Abuse (Adopted by the
Presbyterian Church Interagency Working Group in Luxembourg, 2016) - https://ecpat.org/wp-
of the Atonement | content/uploads/2021/05/Terminology-guidelines-396922-EN-1.pdf

Please enact these significant measures in Maryland!

Respectfully submitted,
Education Chairperson
Silver Spring, MD
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Families Advocating
Intelligent Reqistries
PO Box 8402 lkridge, MD 21075 ¢ 800-708-8535 # info@fairregistry.org

Unfavorable Response to SB545
Criminal Law - Child Pornography - Prohibitions and Penalties

Families Advocating Intelligent Registries (FAIR) seeks rational, constitutional sexual
offense laws and policies for persons accused and convicted of sexual offenses. We
have substantial concerns with this bill, as the result of its passage would be an
elevation of the offense of possession of child pornography (Criminal Law 11-208) from
a misdemeanor to a felony under some circumstances, and multiple penalties for a
single offense.

Possession of Child Pornography

This bill would enhance the penalty for this offense from a misdemeanor to a felony in
two circumstances: (1) the offender possesses a single illegal picture of a child under
the age of 13, or (2) the offender possesses 5 or more videos in violation of Criminal Law
11-208.

FAIR condemns child pornography and believes that individuals who possess, distribute,
produce or engage in other offenses involving child pornography be appropriately
punished. Under current law, possession of child pornography is a misdemeanor with a
potential penalty of up to five (5) years in prison. That is not a “slap on the wrist.” The
elevation of the offense from a misdemeanor to a felony as proposed by this bill will not
enhance the safety of the community or of our children. It is purely adding more
punishment without a rational basis and is unjustified.

With regard to possession (Criminal Law 11-208), years of research and experience have
established that individuals who engage only in the possession of child pornography
are exceedingly unlikely to reoffend.

From a clinical perspective, users of child pornography often respond well
to treatment, especially compulsive/addicted and situational users. The
vast majority of these offenders show no other evidence of criminal
behavior. Typically, they are average, law-abiding citizens. Most have never
before been involved in the criminal justice system. In many respects, they
have lived productive lives, both personally and professionally. Such men
are solid treatment candidates and unlikely to re-offend.!

Research confinues to support this conclusion. Elevation of the possession of child
pornography offense from a misdemeanor to a felony merely increases punishment

I Understanding Users of Child Pornography | Psychology Today (Nov 17, 2020). Robert Weiss,
PhD., LCSW, CSAT (https://www.psychologytoday.com/us/blog/love-and-sex-in-the-digital-
age/202011/understanding-users-child-pornography)

FAIR does not in any way condone sexual activity between adults and children, nor does it condone any sexual activity that would break laws in any state.
We do not advocate lowering the age of consent, and we have no affiliation with any group that does condone such activities.


https://www.psychologytoday.com/us/blog/love-and-sex-in-the-digital-age/202011/understanding-users-child-pornography

with no benefit to society. It also makes it more difficult for the individuals who
committed the offense to reintegrate into society as the law-abiding individuals they
were before the offense.

Multiple Penalties for A Single Offense

Possession Offenses
As currently written, an individual may be convicted and punished multiple times for a
single offense: once under Criminal Law 11-208 for possession of child pornography and
a second time under this proposed bill if one of the possessed pictures is a child under
age 13 (proposed Criminal Law 11-208.2(C)), and arguably a third time if the number of
pictures exceeds the number of pictures/videos set out in the bill (proposed Criminal
Law 11-208.2(B)). Each of those violations would constitute a separate offense: up to a
5-year term for violation of Criminal Law 11-208, and 10-year prison terms for each of
proposed Criminal Law 208.2(B) and (C) with punishments stacked consecutively and
totaling up to 25 years. This raises significant questions regarding overreach and
unconstitutionality.

Distribution Offenses
The same overreach and constitutional concerns arise in how this bill would allow for
extreme sentencing for a distribution case. Under current Maryland law, distribution of
child pornography is a felony, with a penalty of up to 10 years in prison. Under this bill,
an individual who distributes a single picture involving a 12-year-old would be subject to
possible incarceration for 20 years. As this bill is worded, distribution of 5 videos to the
same person, with one of the videos depicting a 12-year-old, would result in a potential
penalty of 30 years. What is the purpose heree What is the societal good in taking an
offense that already is a felony with a 10-year penalty and doubling or possibly tripling
the penalty?

Other issues

Under the bill, possession of only a single picture obtained on the internet of a 12-year-
old engaging in sexual conduct could result in a felony punishment of 15 years in prison.
Meanwhile, if an individual photographs a 13-year-old engaging in sexual conduct or
distributes or sells that picture of the same 13-year-old child, the maximum penalty
under Maryland law for that individual would be 10 years.

For these reasons, FAIR asks that the committee return an unfavorable report.
Sincerely,

Brenda V. Jones, Executive Director
Families Advocating Intelligent Registries

FAIR — page 2
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Written Testimony for SB 545: Criminal Law - Child Pornography -

Prohibitions and Penalties - Please VOTE NO on this bill AS IT IS WRITTEN,
OR VOTE YES WITH AMENDMENTS

Dear Judicial Proceedings Committee:

This bill reads: “...Prohibiting a person from possessing more than 100 images of
certain child pornography or possessing or viewing images of certain child pornography
depicting a minor or an individual indistinguishable from an actual and identifiable child
under the age of 13 years; providing that a violation of the Act is a felony and on
conviction is subject to imprisonment not exceeding 10 years...”

Why would we let any person possess up to 100 images of child pornography? Isn't
possessing any number of images of child pornography a crime in this state? Also, why
would we let any person possess or view images of child pornography depicting a minor
13 years of age or older up to the age of majority at 187 Isn't possessing images of
child pornography depicting a minor under the age of 18 a crime? If it isn't, it certainly
should be!!

Are we now trying to change child pornography laws to make it perfectly acceptable for
any person to possess up to 100 images of child pornography? Are we now trying to
change pornography laws to make it perfectly acceptable for any person to possess or
view images of child pornography depicting a minor between the ages of 13 and 177 It
certainly seems that this is what this law is designed to do. This is not acceptable!!

The law should state “...Prohibiting a person from possessing any images of child
pornography...”. The law should also state “... Prohibiting a person from possessing
or viewing any images of child pornography depicting a minor or an individual
indistinguishable from an actual and identifiable child under the age of 18 years...”

It would be acceptable to have the language changed in this bill to reflect the language
quoted above. If this language will be changed, then please VOTE YES, WITH
AMENDMENTS on this bill. If this law cannot be rewritten to reflect the language
quoted above, then please VOTE NO on this legislation!!

There is no reason that any person in the state of Maryland should be possessing or
viewing child pornography depicting any minor under the age of 18 years for any

reason!! These are children!! We need to protect children from being exploited!!

Thank you for your time and attention.



Trudy Tibbals
A Very Concerned Mother of 3 and Maryland resident



