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Senate Finance Committee

Dear Chair Beidle, Vice Chair Hayes, and Members of the Committee:

EPIC supports the need for important legislation like H.B. 952, but we write to express
significant concern over the way the bill is currently drafted. As you have heard already this session,
chatbot use is increasing rapidly, and the harms this technology is causing are also skyrocketing.
Policymakers should act swiftly to protect residents from the plethora of harms that chatbots are
causing. However, as drafted, H.B. 952 is ineffective at solving these harms while also opening
Maryland up to significant litigation risk. This bill should first be amended to ensure it is workable
to implement and to decrease the risk that it is struck down in a First Amendment challenge. The bill
should also be amended to ensure it is properly scoped to cover all chatbots that are causing harm
and to add concrete protections for chatbot users and testing requirements for chatbot providers.
Without these essential amendments, H.B. 952 is unworkable, ineffective, and poses a potentially
expensive litigation risk to the State.

The Electronic Privacy Information Center (EPIC) is an independent nonprofit research
organization in Washington, D.C., established in 1994 to protect privacy, freedom of expression, and
democratic values in the information age.! EPIC has a long history of advocating for safe and
responsible technology and for tech policy that protects the privacy and civil rights of all people.

Chatbots are causing devastating harms to people of all ages.

Chatbots are quickly gaining traction among people of all ages. Two-thirds of teens report
having used a chatbot, and 30% of teens use chatbots every day.? The number of adults who have
used ChatGPT doubled from mid-2023 to mid-2025, with over one-third of adults having used the
chatbot.® Use of chatbots is causing devastating harms, including suicide, self-harm, violence against
others, sexual exploitation and predation, financial scams, reputational injuries, and mental health
harms like anxiety, depression, unhealthy emotional attachment, and Al psychosis.* Because
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chatbots are almost entirely unregulated, these harms will only grow. The Legislature should act now
to force tech companies to act more responsibly and design chatbots that are safer for everyone.

H.B. 952 requires significant amendments to be both workable and constitutional.

As it is currently drafted, the protections that H.B. 952 endeavors to provide to users are
unclear and underdeveloped. For example, the bill is inconsistent in the terms used to refer to
companies that operate a chatbot, and key terms are insufficiently defined or undefined altogether.
The terms “developer,” “operator,” “chatbot provider,” and “controller” are used in the bill
seemingly interchangeably, but only “operator” is defined. These terms need be made consistent—
and a definition for “developer” added—for the bill to function correctly. Critically, the term
“companion chatbot” is defined in a way that is underinclusive of chatbots that cause similar harm to
minors and contains overbroad exemptions.
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Additionally, key provisions of H.B. 952 are not properly tailored to the chatbot context.
Chatbots function differently than other websites and online services. The data minimization
provision in section (f) should be amended to the chatbot context to most effectively combat
excessive data collection and mitigate data misuse. Specifically, (f)(2) should prohibit using data
regarding emotional state or mental health vulnerabilities to tailor outputs from a chatbot to increase
the duration or frequency of use. As it is currently written, the prohibition applies to using that data
to tailor “algorithms,” which is vague in the chatbot context. Similarly, the complaint and takedown
provisions in section (g) should be amended to better fit the chatbot context. Unlike social media
platforms, chatbots do not host “content,” and a chatbot developer or operator cannot “take down”
chatbot contents. Chatbots generate outputs that vary by user and context, and chatbot developers
and operators can develop or refine software to prevent the chatbot from generating the output in the
future. The complaint system in (g) should thus be tailored to regulate outputs from a chatbot, not
“content” more broadly.

H.B. 952 should also be amended to reduce litigation risks and ensure compliance. Courts are
still evaluating the extent to which chatbot regulation may impact speech rights of chatbot operators
and users. To ensure that Marylanders benefit from the bill’s protections, the Committee should be
careful to draft H.B. 952 with litigation risks in mind, considering potential First Amendment and
vagueness challenges from the tech industry. For example, the entire bill is scoped based on a
relatively narrow definition of companion chatbot with many exceptions. The definition should be
amended and broadened to be more durable in court and more effective in practice. The chatbot
industry is continuing to develop and expand, often in unanticipated settings, and this bill’s narrow
definition of “companion chatbot” means that harms are likely to quickly outpace this regulation.

Issues, Futurism (Aug. 19, 2025), https://futurism.com/psychiatrists-ai-mental-health-chatbots; Nguyen,
Meyer & Levine, Al Sycophancy: Impacts, Harms & Questions, Georgetown Law Inst. for Technology Law
& Policy (Aug. 11, 2025), https://www.law.georgetown.edu/tech-institute/research-insights/insights/ai-
sycophancy-impacts-harms-questions/.
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Further, regulating any chatbot outputs that “relate to” or “concern” certain topics is likely to
be unconstitutionally overbroad. While First Amendment doctrine is unsettled in this area, the State
is likely on the safest constitutional ground when it regulates demonstrably harmful chatbot outputs
that a chatbot operator will likely not claim as their own speech, like those that encourage a user to
commit suicide. The bill, as currently written, includes large swaths of outputs that chatbot operators
would likely claim as their own expression, and whose regulation would likely trigger the highest
First Amendment scrutiny. For example, outputs that “relate to”” self-harm include outputs
discouraging self-harm and outputs that provide resources for helping users expressing feelings of
self-harm. Outputs “concerning” sexually explicit conduct include sex education materials and other
information about sexually transmitted diseases, human sexuality, and safe sex. The Committee
should, instead, amend the bill to regulate harmful outputs the chatbot operators would likely
disclaim, such as outputs that “encourage” self-harm and suicide, that “affirm” a user’s expressed
decision to self-harm or die by suicide, and that “direct or induce” a minor to engage in sexually
explicit conduct. Formulating the safeguards this way accomplishes the original goal of the
legislation—to keep chatbot users safer—without opening the State up to unnecessary First
Amendment challenges.

Chatbot regulations also have to be carefully drafted to avoid vagueness challenges. There
are a number of vague terms in the current version of the bill. For instance, a person of common
intelligence would have to guess at what chatbot outputs are “likely to elicit emotional responses.”
Every person reacts differently to information, and even the most mundane information can elicit an
emotional response. A forecast of a sunny warm day is likely to elicit a happy response from many, a
disappointed response from some (hoping for sweater weather, rain, or snow), and no response from
others. The scope of “emotional responses” covered by the provision is also unclear, as the term is
undefined, which contributes to both vagueness and overbreadth concerns. Similarly, it is unclear
what it means for a chatbot to “be capable of meeting a user’s social needs,” as “social needs” is
undefined. Many things could fall under this definition or not, and each user will have different
“social needs.” Replacing these vague terms with more concrete ones will help the law pass
constitutional muster and ensure that its important protections can be enforced.

As drafted, H.B. 952 does not do enough to provide meaningful protections to Marylanders.
Additional provisions are necessary before H.B. 952 will effectively prevent harm.

In addition to amending H.B. 952 to make it workable and likely to withstand constitutional
scrutiny, the bill should also be strengthened to more meaningfully protect Marylanders. As drafted,
the bill requires companies operating chatbots to provide warnings to users that they are not
interacting with a human and to establish a basic protocol for preventing companion chatbots from
producing outputs that encourage users to harm themselves or that encourage minors to engage in
sexually explicit behavior. While these safeguards are important steps toward making chatbots safer,
they are far from sufficient to reduce the harms chatbots present.

H.B. 952 should be amended to also include restrictions on data-driven harms that are
especially acute on chatbots, such as chatbot operators using personal data to tailor outputs to users
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to increase their engagement or target advertisements to users. Protections should also be added to
ensure that companies do not advertise or make available chatbots that they claim can give qualified
professional advice—like a therapist, doctor, lawyer, or accountant would—or that they will keep
users’ information confidential. Finally, this bill should be amended to include requirements that
chatbot operators regularly test these safeguards and protocols to ensure they are working to prevent
harm.

Big Tech companies are currently operating with very few rules and very little oversight, and
they’ve proven time and time again that they cannot be trusted to self-regulate. Thus, it is essential
that the Committee advance a bill that sets clear rules of the road for chatbot providers to protect
Marylanders from chatbot harms. As currently drafted, H.B. 952 does not achieve this goal, but with
amendments, it could be an important step toward securing protections for Marylanders.

% % %

EPIC commends the Committee for working to solve the urgent harms chatbots are causing,
but H.B. 952 must be significantly amended before it can address those harms. While we cannot
afford to wait to act on this issue, passing a constitutionally vulnerable bill that is likely to be tied up
in litigation for years does not protect Marylanders. EPIC urges the Committee to amend H.B. 952
before moving this important legislation forward.

Thank you for the opportunity to testify. EPIC is happy to be a resource to the Committee on
amending H.B. 952 to better protect Marylanders.

Sincerely,

s/ Kara Williams

Kara Williams
EPIC Counsel

/s Megan Iorio

Megan lorio
EPIC Senior Counsel

/s/ Suzanne Bernstein

Suzanne Bernstein
EPIC Counsel
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14-1330.
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(1) In this section the following words have the following meanings indicated.

(2) “Artificial intelligence” has the meaning stated in § 15-10B-05.1 of the Insurance Article.

3

(i) “Companion chatbot” means an artificial intelligence system with a natural language

interface that provides adaptive, human-like responses to user inputs, simulates

wplltlales

interactions with a human friend or companion, and yecalls user inputs across

multiple interactions.
(i1) “Companion chatbot” does not include:

1.

A bot that is used by a business entity only for customer service, technical
assistance, business analytics, or internal research;

A bot that:

A. Is a feature of a video game;

B. The video game is one in which a user interacts with multiple bots within an

immersive game world that adapt responses based on the user’s gameplay

actions; and

C. Only produces outputs related to gameplay; ,

A bot that is designed for business productivity or internal business use; or
A consumer electronic device that:

A. Functions as a speaker and a voice command interface;

B. Acts as a voice-activated virtual assistant;

C. Does not yecall user inputs across multiple interactions; and

D. Only generate outputs that are directly responsive to a user input,

(4) “De-identified data” has the meaning stated in § 14-4401 of this title.
(5) “Developer” means a person that designs and creates a chatbot that an operator makes

available to a user in the State.

(6) “Minor user” means a user of a companion chatbot that an operator knows or reasonably

should know is under 18 years of age. ,

(7) “Office” means the Office of Suicide Prevention in the Maryland Department of Health.
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(8) “Operator” means a person, including a developer who makes a companion chatbot
available to a user in the State.

©

(1) “Personal data” means any information that is linked or can be reasonably linked to
an identified or identifiable consumer.
(i1) “Personal data” does not include:

(10)
(),

1.

De-identified data; or

2. Publicly available information.

“Sexually explicit conduct” has the meaning stated in 18 U.S.C. § 2256.
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including by exhibiting anthropomorphic features
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(1) An operator shall establish and maintain a protocol for preventing a companion chatbot
from producing putputs encouraging self-harm, suicidal ideation, or suicide to a user who
expresses thoughts of self-harm or suicidal ideation to the companion chatbot, or
producing outputs affirming a user’s expressed desire or choice to self-harm or die by

suicide.

(2) The protocol required under paragraph (1) of this subsection shall include a notification
to a user who expresses thoughts of self-harm or suicidal ideation that refers the user to a
crisis service provider, including:

(1) The Maryland Behavioral Health Crisis Response System; and
(i1) The National 9-8-8 Suicide and Crisis Lifeline.
(3) As part of the protocol required under paragraph (1), an operator shall use evidence-based

methods for detecting when a user is expressing thoughts of self-harm or suicidal ideation
to a companion chatbot. The operator shall not use such inferences for any purpose other

C Deleted: other

( Deleted: or presenting content concerning )

—/

( Deleted: A
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than to carry out the protocol required under paragraph (1).
(4) An operator shall publish the protocol required under paragraph (1) of this subsection on
the operator’s website.

(©)
(1) An operator shall establish and maintain a protocol for preventing a companion chatbot
from producing outputs to a minor user fhat:

(i) Consist of vjsual depictions of sexually explicit conduct; or

(i1) Direct or induce the minor user fo engage in sexually explicit conduct.

(2) An operator shall publish the protocol required under paragraph (1) of this subsection on
the operator’s website.
(d) A developer shall establish and an operator shall provide to a user clear and conspicuous

warnings that the chatbot is artificially generated and not human through the use of both:

(1) A static, persistent warning that continuously appears on the screen; and

(2) A dynamic warning that pops up on the screen and requires a user to respond:
(1) At the start of the user’s interaction with the chatbot;
(i1) After every hour of the user’s continuous interaction with the chatbot; and
(ii))When prompted by the user in a manner that questions how the chatbot functions or

provides responses.
(e) Developers and operators shall not:

(1) Use data regarding emotional state or mental health vulnerabilities to tailor outputsto .-

increase the duration or frequency of use of a chatbot;,

Y Y Y Y V)

(2) Use a user’s personal data to determine whether to display an advertisement to a user or
customize an advertisement to a user;

(3) Make available a chatbot that provides advice that an individual cannot lawfully provide
without a license or a service that an individual cannot lawfully provide without a license
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including financial, legal, or medical advice, in violation of applicable State licensing
laws:; or




(4) Advertise that a chatbot is capable of providing a service that an individual cannot
lawfully provide without a license, including a representation that user inputs are
protected an inapplicable fiduciary or other legal duty of confidentiality.

)
(1) An operator shall:

(1) Establish and maintain a complaint system that enables a user to report outputs that

are to be prevented by the protocols required in sections (b), {c), and (¢); and,

(ii) Test the effectiveness of the protocols required in (b), (c). (d), and (e) at least once

every six months.
(2) Within 3 calendar days after a complaint is filed under paragraph (1) of this subsection,

the operator shall:
(1) Review the output reported;

(ii) Jf the output is one that is required to be prevented by the protocol required in section

(b). {c), or (e):

I Adjust the relevant protocol to prevent any further production of the yeported

output; and,

2. Report the complaint and the results of the review to the Office.
(ii1) If the output is one that is not required to be prevented by the protocols required in
section (b),{c), or (e):

1. Inform the user of the determination; and

2. Provide a process by which the user can appeal the determination.

e

(1) On or before March 1 each year, beginning in 2027, an operator shall report to the Office:

(i) Information on the protocols required under subsections (b) and (c) of this section;

(i1) The number of times the operator has issued a notification under subsection (b)(2) of
this section;

(iii)Details about the methods used under subsection (b)(3) of this section; and

(iv) All complaints filed under subsection (g) of this section, including the results of the
review of each complaint and any follow-up actions taken.

(2) The report required under paragraph (1) of this subsection may not contain any personal
data about a user.

(3) On or before July 1 each year, beginning in 2027, the Office shall:
(1) Compile data from the reports submitted under paragraph (1) of this subsection for
the immediately preceding calendar year; and
(i) Publish the data on the Office’s website.
(h)
(1) A violation of this section is:
(1) An unfair, abusive, or deceptive trade practice within the meaning of Title 13 of this
article, except § 13-411 of this article.
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(2) In addition to the remedies contained in Title 13 of this article, a chatbot shall be
considered a product for the purposes of products liability actions for which:

(i) ,An operator or a developer is liable for any injury or harm it caused a user through ~{ Deleted: <#>An operator and a developer have an
affirmative duty to ensure does not injure or harm a user;¢|

the use of'its chatbot, even if:

1. The operator or developer exercised all reasonable care in the design and
distribution of the chatbot;

2. The operator or developer did not directly distribute the chatbot to the user or B ( Deleted: chatbot provider )
otherwise enter into a contractual relationship with the user; and

(i1) An individual may bring an action for design defect, a manufacturing defect, or a
marketing defect.

SECTION 2. AND BE IT FURTHER ENACTED, That this Act shall take effect on October 1,
2026.
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